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1 Cryptography

In this section a few important cryptographic issues that are needed later on will
be explained.

1.1 Public key cryptography

Cryptography makes it possible to send over messages safely. It has three main
purposes:

1. confidentiality: users of cryptosystems want to be sure that they can send
messages safely. In case someone overhears the conversation, they want
to be sure that the message cannot be understood.

2. non-repudiation: as receiver you want to be able to verify that nobody
has tampered with the message. This means that you want to check if the
message that arrived, is the same message as the one that was sent.

3. authentification: as receiver you want to be able to verify that the message
really was sent by the person you think was it sent by.

There are two kinds of cryptography: private key cryptography and public key
cryptography. In the first kind of cryptography it is necessary for the parties
who want to exchange secret information agree upon a secret key beforehand.
Public key cryptography made it possible to exchange keys without meeting.
In public key cryptosystems every user has a public key (that may be known
by everybody) and a private key (only known by himself). These public key
cryptosystems are based on so called one-way functions.

Definition 1.1.1.

A one-to-one function f: X — Y is called a one-way function if it is “easy” to
compute f(z), for all x € X, but "hard” to compute z such that f(z) =y for
any y € Y for which such an z exists.

In cryptography usely the assumption is made that the message and the keys are
all integers or elements of a finite field. So for X and Y in definition 1.1.1 you
usely take Zor a finite field. In this thesis all cryptosystems described assume
that the messages and the keys are elements of a finite field GF (p™).

1.2 Trapdoor functions

The one-way functions that can be used for cryptographic applications need
an extra property. They must have a ”trapdoor”. This means that with some
information it becomes easy to compute z such that f(z) = y for y € Y for
which such a z exists. There are several functions that can be used as trapdoor
function. These are all based on problems that are regarded to as ”difficult to
solve”. These problems are problems like factorization of large numbers and the
discrete logarithm problem for groups (DLP) The cryptosystem described in
this thesis is based on the DLPin the multiplicative subgroups of finite fields.
This is the problem that given a ¢ € GF(p™)* and ¢” it’s hard to compute z.
As long as the prime p or the order of g stay small, the z can be computed by
brute force methods, but for large primes this takes too long.
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1.3 Kinds of public key cryptosystems

There are all kinds of possible cryptosystems. Some of them will be shown in
this section.

1.3.1 Key agreement

To be able to use a private key cryptosystem the users have to agree upon a
common private key. They can use a public key cryptosystem to do so. The
Diffie-Hellman protocol is a protocol for key distribution. It allows two people to
agree upon an shared secret key over an open channel without meeting. Suppose
Alice wants to send a secret message to Bob using a private key cryptosystem.
Let p,q be primes, n € N and g € GF(p™) such that the order of g is dividing
q. These primes p and g should be chosen large enough so that we can assume
that the DLP cannot be broken.

These parameters can all be public.

Alice and Bob want to select a secret key k. They can do that by following
algorithm 1.3.1:

Algorithm 1.3.1 (Diffie-Hellman key agreement).

1. Alice selects at random a € Z such that 1 < a < ¢ — 2 and computes g°.
She sends g® to Bob.

2. Bob selects at random b € Z such that 1 < b < q — 2 and computes g°. He
sends g to Alice.

3. Alice computes (g°)® = g°®.
4. Bob computes (g%)° = g°°.

The ¢%® computed by Alice and Bob can now be used as secret key in a private
key system. Suppose someone followed the conversation then it’s impossible for
this person to compute g®°, because he only knows g® and g® and it’s considered
impossible to compute a or b out of these (DLP).

1.3.2 Encryption

There are also public key systems with which you can directly encrypt a message.
Suppose Alice has as public key (p,q,g,g"*) in which p and q are large primes,
g € GF(p") such that the order of g is dividing g and k a secret integer between
1 and ¢ — 2. Bob wants to send her a message M. He can follow the ElGamal
algorithm 1.3.2 to do this safely.

Algorithm 1.3.2 (ElGamal encryption).

1. Bob selects at random b € Z such that 1 < b < ¢ — 2 and computes g® and
(g")" =g,

2. Bob computes g®* M and sends (g°,g** M ) to Alice.

3. Alice computes (g°)™* = g% out of g® and k.
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4. Alice computes M out of g "*M and g°*.

This system is also based on the safety of the DLP because someone who eaves-
drops the communication needs to compute k out of g* to be able to decode the
message. To improve this system Alice and Bob can agree upon a private key
system to encrypt M with private key g®* instead of sending g®* M.

1.3.3 Hashing

With the above algorithms it is possible to encrypt a message and send it over
safely. But it does not ensure non-repudiation and doesnot make authentifica-
tion possible. Non-repudiation can be guaranteed by using hashing.

Definition 1.3.3.
A function h: X =Y is called o hash-function if:

o it is "easy” to compute h(z) for all z € X
e it’s “hard” to find z and ' such that h(z) = h(z'")

e it’s "hard” to compute z such that h(z) =y for y € Y for which such an
T exists.

The way these functions can be used is shown in algorithm 1.3.4. Alice wants
to send a message M to Bob and they want to make sure that nobody tampers
with the message on the way. Suppose h is a hash-function and Alice and Bob
have agreed upon an encryption algorithm for example as in 1.3.2.

Algorithm 1.3.4 (Hashing).
1. Alice computes (before sending) h(M).

2. She encrypts the message M with the encryption algorithm they agreed on
and sends the encrypted message together with h(M) to Bob.

3. Bob decrypts the message.

4. Bob computes h(M) and checks if it is the same as the h(M) send by
Alice.

If the h(M)’s are the same, nothing happened on the way. Because, suppose
someone tampered the message, then he/she would be able to compute the h
of the tampered with message, but then Bob would notice that it is different.
Because of the choice of h the eavesdropper is not able to tamper with the
message without affecting the value of h.

1.3.4 Digital signature

To assure authentification one can use a so called digital signature. A digital
signature is something you add to your message so that the receiver can verify
that you are really the one who sent the message. An example of an algorithm
to sign a message is the Nyberg-Riippel algorithm. This algorithm combines
both hashing and a digital signature. Again Alice and Bob have agreed upon
an encryption algorithm, for example as in 1.3.2 and A is a hash-function. Al-
ice’s public key is (p, ¢, g, g*).
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Algorithm 1.3.5 (Nyberg-Riippel signature).

1. Alice selects at random a € Z such that 1 < a < q¢ — 2 and computes g°*.

2. Alice appends her ”signature” for example: "This message comes from
Alice.” to the message she wants to send.

3. Alice encrypts the message M with g® as the key, which leads to an en-
crypted message E.

4. Alice computes h(E) and s = (k- h(E) + a) mod ¢, and sends Bob E and
s.

5. Bob computes h(E), g* and (g*)~"E). With those he computes g*g~ME)* =

a

g%.
6. He uses g* to decrypt E.

7. He checks wether the signature is the signature they agreed upon.

If the text that (Alice appended and) Bob decrypts is the same as the text they
agreed on to append, then Bob can be sure that the message comes from Alice.
This follows from the fact that Alice is the only one who can compute s, because
she’s the only one who knows k. (Here again is used that it’s hard to compute k
out of the public key g* (DLP)). Suppose someone else tries to send a message
as if it comes from Alice. Then Bob gets the wrong s and the message he gets
from the decryption will not contain the text they agreed on, but something
incomprehensible.

In the previous subsections examples are given of algorithms that can be used
for cryptographic purposes. Of course there are many more possibilities and all
these possibilities can again be combined to get a better system that guarantees
safe communication.
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2 XTR

In this section the XTR public key system will be explained. It’s a new method
from Arjen K. Lenstra and Eric R. Verheul based on the discrete logarithm
problem.

2.1 Introduction

XTR stands for Efficient and Compact Subgroup Trace Representation. It is
based on the Diffie-Hellman protocol using a subgroup of GF(p®)* for a prime p.
This subgroup is generated by g € GF(p®)* with order dividing another prime q.

Lemma 2.1.1. Let p = 2 mod 3 be a prime such that there exists a prime ¢ > 6
with q | p2 —p+ 1. Let g € GF(p®)* with o(g) = q. Then g is not contained in
a proper subfield of GF(p®).

Proof. The only subfields of GF (p®) are GF(p), GF(p?) and GF(p®).
Suppose g € GF(p) then ¢ | p— 1 and so, because q | p> —p+ 1, q | p? and thus
g | p. But that would mean that ¢ = 1 which is in contradiction with ¢ > 6.
Suppose g € GF(p?) then ¢ | p> — 1 and thus g |[p—1lorq|p+1. ¢|p—1
leads to contradiction because then g would be in GF(p). So ¢ | p+ 1. Because
also q | p> — p+ 1 it follows that ¢ | 2p + 1 and thus ¢ | p. Contradiction.
Suppose g € GF(p®) then ¢ |p® —1sog|p—1lorq|p?+p+1. g|p—1lisn’t
possible so g | p?2 + p+ 1. Thus g | 2p. But then ¢ | 2 or ¢ | p which again leads
to contradiction.

O

For the rest of this chapter we’ll take such p and ¢ because then we’ll truly work
in GF(p®) and not in some subfield. In the normal Diffie-Hellman protocol
you would need a representation of G F(p®) to represent g and its powers. The
idea of XTR is that you don’t need to use that, but you can represent g by its
trace and T'r(g) is an element of GF(p?). With this new representation you can
achieve a reduction in the computational costs and communication time. In the
remaining part of this chapter we’ll show how to do this.

2.2 Representation of GF(p?) over GF(p)

Before explaining how to use T'r(g) instead of g it’s first necessary to have an
efficient representation of GF(p?) over GF(p). Let a be a zero of X2+ X +1, an
irreducible polynomial over GF(p). Then o is also a zero and « and o? form
an optimal normal basis for GF(p?). This means that for every z € GF(p?)
there exist z; and zo € GF(p) with z = z1a + z20P.

Because o® = aa? = a(-a—1) = —a®> —a = a+1 - a = 1, it follows that
o' = ot ™24 3, Therefore and because p = 2 mod 3 for every z € GF(p?) there
exist z; and zo € GF(p) with z = 2,0 + 7202

The following lemma says how much the costs of multiplications in GF(p?) are.
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Lemma 2.2.1. Let z,y,2z € GF(p?). Then:

(i) Computing =P takes 0 multiplications in GF(p).
(ii) Computing z? takes 2 multiplications in GF(p).
(iii) Computing zy takes 3 multiplications in GF(p).

() Computing zz — yzP takes 4 multiplications in GF(p).
Proof.

(i) z? = (1 + 2202)? = zVa? + zha = z10P + T2 5O computing z? takes
just a transposition.

(ii) 22 = (z1a + 220%)? = z3(22 — 221) + 71 (21 — 222)0? and this costs 2
multiplications in GF(p). (Multiplying by 2 is an addition.)

(iii) zy = (z1a + 2202) (1 + ¥20?) = (2292 — (z1y2 + T2y1))a + (T1y1 —
(z1y2 + 22y1))a®. T1y2 + 2291 can be computed as follows: z1y2 + T2y =
(z1 + z2)(y1 + ¥2) — T1Y1 — T2y2. So zy can be computed by computing
(z1 + z2)(y1 + y2), z1y1 and z2ys, that is 3 multiplications in GF(p).

(iv) 2z — y2P = (z1a + 2202) (210 + 220%) — (10 + y202) (210 + 2202)P =
(z1(y1 —y2—2) + 22(22 — 21 +y2))a+ (21 (21 — 22 +y1) + 22 (y2 — 91 — 71) )0
and this takes 4 multiplications in GF(p).

2.3 Computing 7'r(g") out of T'r(g)

For the cryptographic applications it will be necessary to be able to compute
Tr(g™) out of Tr(g). How this can be done will be explained in this section.

Theorem 2.3.1.

The minimal polynomial of g™ over GF(p?) is X® —Tr(g") X2 +Tr(g")?X — 1.
Specially the minimal polynomial of g over GF(p?) is X3 —Tr(g9) X?+Tr(g)? X —
1.

Proof.
Let f(X) be the minimal polynomial of g". That means that f(¢g") = 0. Fur-

2

thermore f((g")* 1) = f((g")*") = (f(g™))”" = 0 because the characteristic is
pand o(g") | ¢. Also f((g")7%) = f((g™)P~) = f((g™)") = f((g™)" =0.
And because g™ has two conjugates over GF(p?) follows that those conjugates
are (g")P~" and (g")P. Therefore f(X) = (X —g")(X—(¢g")P~")(X—(g")77) =
X3 —Tr(g") X2+ Tr(g")PX — 1. O

Definition 2.3.2.

Forn € N define ¢, := Tr(g") and let F(cy, X) := X3 —c, X?+cEX — 1 be the
minimal polynomial of g™. Furthermore let gn1 := (9")P~' and gn2 := (¢")7?
be the conjugates of gn o := g".
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The question is now how to calculate c,, out of ¢;. To answer that we first need
a few lemmas that tell us how to calculate with c,.

Lemma 2.3.3.

(1) 9no0-9n1-gn2=1forn €.
(1) Gn0* 9n1 + 9n,0 - In,2 + Gn1 - Gn2 = C_p for n € Z.
(1t) c—p = cpp =B forn € L.
() Cytv = CuCy — BCy—y + Cy—2y for u,v € Z.
(v) con =2 — 2cP.
(Vi) cny2 = c1Cns1 — & +cno1.

(vit) cant1 = Cny16n —c1ch +cb .
Proof.

(i) gn,0 " 9gn,1 " 9gn2 = _[F(cnaX)]XZO =1L

(ii) From gn0-gn,1-gn,2 = 1 it follows that (g5,0)™* = gn,1 - gn,2 and the same
for gn1 and gn 2. Thus gno - gn1 + 9n,0 - Gn2 + In1 - gn2 = (gn2)" ' +
(gn,l)_l + (gn,O)_l =9g-n2+9-n1+9g—no=Cn-

(iii) gn,o0 = (gn,1) 7, gn,1 = (gn,2) 7P and gn 2 = (gn,0)"?. Thus c_p, = gno +
gn1 + gn2 = (9n1)7? + (gn,2) P + (9n,0) P = cnp = b because the
characteristic is p.

(iv) This follows by using the definitions and the computation-rules above.

(v) Use (iv) with w = n and v = n, the fact that c_, = ¢£ and that ¢ =
Tr(1) = 3.

(vi) Use (iv) withu=n+1and v = 1.
(vii) Use (iv) with u =n + 1 and v = n and the fact that c_,41 =cb_,.

O

Because c_,, = c? and computing zP out of = takes no multiplications, comput-
ing ¢_,, out of ¢, is for free. From part (iv) and lemma 2.2.1 it follows that c,,
can be computed in 4 multiplications given ¢, ¢y, Cy—» and ¢, _2,. So specially
Cn+2 and cz,—1 can be computed in 4 multiplications given ¢,_1,¢, and c¢p41-
C2n, can even be computed in 2 multiplications from ¢, because pt* powering is
for free. These analyses lead to a an algorithm to compute c,, out of ¢;. Since
the relations above are recursion-formulas of degree 3, the algorithm shows how
to compute (¢p—_1,Cn,Cny1) out of (c1,c2,c3). c2 and c3 can be derived from c;
as follows:

Ccy = c% — ZCf because of lemma 2.3.3 (v) and ¢3 = ci1c2 — c’l’cl + 3 because of
lemma 2.3.3 (vii).
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Definition 2.3.4.
Let Sn(g) = (cnfla Cn, cn+1)-
Let Tn(g) = S2n+l(g)‘

Lemma 2.3.5.

(1) T2n(g) can be computed from T, (g) in 8 multiplications in GF(p).
(#1) Tony1(g) can be computed from T, (g) in 8 multiplications in GF(p).
(#i) Sn+1(g) can be computed from S,(g) in 4 multiplications in GF(p).

Proof.

(i) T2n(9) = (can;Cant1,Cany2) and Tp(g) = (c2n, C2nt1,C2nt2). Can follows
from T, (g) with 2.3.3 (v) for 2n. c4,1 follows from T),(g) with 2.3.3 (vii)
for 2n and ¢4y, 42 follows from 7T, (g) with 2.3.3 (v) for 2n + 1. This takes
24442 = 8 multiplications.

(il) Ton+1(9) = (can+t2,C2n+3,Cant4)- Cant2 follows from T, (g) with 2.3.3 (v)
for 2n + 1, ¢4y, 3 follows from T, (g) with 2.3.3 (vii) for 2n + 1 and c4p44
follows from T, (g) with 2.3.3 (v) for 2n + 2. This takes 24+4+2 = 8
multiplications.

(iii) Sn+1(9) = (cnsCnt1,Cnt2)- Cny2 follows from S, (g) using 2.3.3(vi). This
costs 4 multiplications in GF(p).

O

Algorithm 2.3.6 will show how to compute T,,(g) out of To(g) for m € N.
Algorithm 2.3.7 will then show how to compute S,,(g) out of Sz(g) for n € N
using algorithm 2.3.6. For n < 0 you can apply the algorithm to —n and then
use the fact that c_, = cb.

Algorithm 2.3.6 (Computing T,,(g9) out of Ty(g)).

1. Write m binary. Saym =Y. _, m;2¢ with m; € {0,1} for0 <m <r —1
and m, = 1.

2. Compute Ty by using lemma 2.3.5(ii) for n = 0.
3. Define ag := m,..

4. Repeat the following step r times (thus for i from 1 to r):
Compute Ty, out of T,,_, where a; := 2a;_1 + m,_;.

5. Now Ty, =1T,,.

Proof.

Every computation of step 2 is possible, because either m,_; = 0 and then you
need to compute Ty out of T which is possible according to lemma 2.3.5(i),
either m,_; = 1 and then you need to compute 7541 out of T} which is possible
according to lemma 2.3.5(ii).

m=3_omi2t =2(2(...2(24+ my_1) + My_2) +...+m1) + mg = ar, so when
you’ve completed the algorithm you’ve found T7,. O

10
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Algorithm 2.3.7 (Computing S,(g) out of Si(g)).

1. If n is even, continue the algorithm with n — 1 and compute afterwards
Sn(g) with lemma 2.3.5(1i).

2. Find m such that n =2m + 1.
3. Compute Ty, (g) using algorithm 2.3.6.
4. This Ty,(g) 1s Sn(g).

Proof.
The proof of the working of this algorithm follows directly from the definitions
of S and T O

The next example shows how the algorithm works.

Example 2.3.8.

To compute S44(g) we do the following:

44 is even so first we’ll compute Si3(g).
43=2-21+1.

21=1-2°+0-2" +1-224+0-23+1-2%

Starting with 7, we make the following computations:

To—)Tl —)Tg—)T5—)T10—)T21

2.4 Computing Tr(g° - g*) out of Tr(g)

2.5 Cryptographic applications
In this paragraph it will be shown how these shorter representations can be used

in the cryptosystems explained in chapter one.

2.5.1 Diffie-Hellman and XTR

Alice and Bob publiquely agree upon a p, g and Tr(g). Everybody can know
these. To find a private key they take the following steps (as in 1.3.1):

1. Alice selects at random a € Z such that 1 < a < ¢— 2 and computes S,(g)
using algorithm 2.3.7. She sends S,(g) to Bob.

2. Bob selects at random b € Z such that 1 < a < ¢ — 2 and computes S;(g)

using algorithm 2.3.7. He sends Sp(g) to Alice.
3. Alice computes S, (= g.

4. Bob computes (g°)® = g2®.

11
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3 Possible improvements to XTR

In this section some ideas about how to improve XTR are explained. The im-
provements are based on improving algorithm 2.3.7, the computation of Tr(g™)
out of Tr(g).

3.1 Addition chains

In algorithm 2.3.7 T'r(¢™) is computed by using the formulas (v) en (vii) from
lemma 2.3.3. In this section we try to use formula (iv) instead. This is the
formula that says that

Cutv = CyCy — cgcu—v + cy_2y for u,v € Z.

This means that knowing ¢y, ¢y, Cy—y and cy—2y, Cy4v can be computed. Suppose
given n € N we want to compute ¢,,. The way we are going to do this is make
a so called addition chain.

Definition 3.1.1.

An addition chain C of length k is a increasing sequence of natural numbers
< ag,ay,...,ar > such that for every a; € C except ag and ay, there exists i,j
with 0 <1 < j <1 such that a; = a; + a;.

Suppose we have such a chain with n = a; then we know that ¢, = c4,44; for
some i,j < k and c,; = Cq,4q, for some g,h < ¢ and so on. So if we start
with ¢,, and ¢,, we could use them to compute ¢, by applying at most k — 1
times formula 2.3.3. But to do that we need for example ¢4, _4;. Furthermore
we want to start with ¢g and c;, because they are known. That is why we define
a special kind of addition chain.

Definition 3.1.2.

An addition chain C is called an XTR-chain if for every x € C (except 0 and 1)
there ezists u,v € C such that £ = u +v and |u —v| and |u — 2v| are also € C.
Furthermore 0 and 1 must be in C.

Example 3.1.3.

An example of such a chain is <0,1,2,3,5,8,13,21,34,47>. To compute c47 you
do the following:

2=1+1soce=cic; —clcog+ ¢
3=2+1s0c3=cac1 — 1+ ¢
5=3+ 2s0c; =czca —cher + ¢
8=5+3SOCSZC5C3—Cg02—|—C§)
13=8+550013=CgC5—Cg63+C§)

21 =13 + 850 ¢21 = c13¢3 — Ches + ¢

34 =21+ 13 so C34 = C21C13 — C§)3CS + Cg
47 = 34 + 13 50 c47 = c34C13 — 301 + C3

In this example the fact is being used that c_, = c¢£. Since this requires no
multiplications in GF(p) you don’t have to make a difference between n and
—n. That’s why there are absolute values in definition 3.1.2.

12
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Given an n € N and an XTR-chain C with n as the largest element of C it takes
4 - #C multiplications in GF(p) to compute c¢,,, because every step takes four
multiplications. Sometimes it takes even fewer multiplications because if u = v
computing c,, only takes two multiplications in GF(p) (lemma 2.3.3(v)).

3.2 Fibonacci

To find the most efficient way to compute c,, with this method, we need to find
the shortest XTR-chain in which n is contained. For Fibonacci numbers it is

not hard to find a good XTR-chain. Because we often use the golden ratio let
G =155,

Lemma 3.2.1.
An XTR-chain for the k-th Fibonaccinumber fy is < fo, f1,---, fx > with fo =0
and f1 = 1.

Proof.

For k =1 and k = 2 it is clear. Suppose the lemma is true for k£ with k& > 2.
Let C =< fo, f1,..., ft+1 >. For fy upto fi it is true that they can be written
as u + v that fulfill the conditions of definition 3.1.2 because < fy, f1,..., fx >
is an XTR-chain.

Now fr+1 = fr + fx—1, so take u = f, and v = fr_; then u and v are elements
of C. Now u—v = fr — fro1 = foe1 + fo—2 — fe—1 = fr—2, 50 [u —v| € C.
Furthermore |u — 2v| = | fy — 2fk—1| = |fe—1 + fr—2 — 2fk—1| = |fo—2 — fr—1| =
fe—1 — fre—2 = fr—3, 50 |u — 20| is also an element of C. So C is an XTR-chain.
With induction the lemma follows. O

Lemma 3.2.2. Computing cy, by using this XTR-chain costs 4(n —3) multipli-
cations in GF(p) and is therefore faster then using the algorithm from chapter
2.

Proof.

cf, = Co, ¢, = ¢1 and ¢y, = ¢1 so they are all given. Suppose n = 3 then cy,
can be computed using 4 multiplications in GF(p) with formula 2.3.3.
Suppose for n it is given that computing cys, costs 4(n — 2) multiplications.
Then it costs 4(n — 2) multiplications to compute cy,,...,cs, and because <
foy---fn, fny1 > is an XTR-chain for f,1, computing cy,_ , out of cy,,...,cy,
costs 4 multiplications. This means that computing cy, ,, costs 4(n —2) +4 =
4n—-1)=4((n+1) —2).

With induction the first part of the lemma follows.

Let m = f,. Then m = [\/igG"] Computing c,, with an XTR-chain costs
4(n — 2) multiplications and with the method of chapter 2 it takes 8 - % log(m)
multiplications.

m = [\%G"] > \%G" — 1. Then v/5(m + 1) > G™, so log(v/5(m + 1)) > n.
This means that 4(n—2) < 4(¢ log(v/5(m+1))—2) = % log(m+1)+% log(v/5) —
2 < Clog(m+1) = 4212053(377?;)1) < 62log(m + 1) = 2log((m + 1)) < 2logm?® =
82logm (if m > 3).

For m < 3 the lemma follows from direct computations. O

13
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So for Fibonacci numbers we found a faster method, but is this the fastest way?
This is not always the case. Look for example at < 0,1,2,4,8 >. This is an
XTR-chain for the 6-th Fibonaccinumber 8. Using this chain it takes 4-3 = 12
multiplications to compute cg and that is faster then the 4(6 — 2) = 16 multi-
plications from lemma 3.2.2.

3.3 Factorization

What we would like to know is how to find the shortest XTR-chain for a num-
ber n. With a Magmaprogram we computed the shortest XTR-chain for the
numbers 1 to 1000. This is done by just trying all possible u's. Given n and u
you can write down the XTR-chain with n and » in it by putting v (= n — u),
|u —v| and |u — 2v| in it. Then you write u as v + (u — v) and again you put
|2v — u| and |3v — 2u| in it and so on. When 1 is an element of the chain you
stop. When 1 is not an element of the chain but there are no elements left to
put in, you complete the chain by appending the shortest chain for the smallest
number in the chain. How it works is shown in the following example.

Example 3.3.1.

If you want to compute an XTR-chain for n = 44 and u = 28 then you do the
following:

You start with < 44,28 >.

44 — 28 = 16, 28 — 16 = 12 and |28 — 32| = 4 so you put them in: <
44,28,16,12,4 >.

Now you write 28 = 16+ 12 and the elements you need to put in are: 16—12 =4
and |16 — 24| = 8 so you get: < 44,28,16,12,8,4 >.

Now 16 = 8+ 8,8 —8 = 0 and |8 — 16| = 8. This gives < 44,28,16,12,8,4,0 >.
12 = 8 + 4, this gives no new elements.

8 = 4 + 4, this also doesn’t give new elements.

So now you append the shortest XTR-chain for 4, which is < 4,2,1,0 >. Then
your chain is an XTR-chain: < 44,28,16,12,8,4,2,1,0>

In appendix A you can find the table with for the numbers 1 to 1000 the length
of the shortest chain and the u that gives the shortest chain (sometimes there
are more). Furthermore you find the & log(n), which we’ll need later on.

In the previous section we saw that 8 has a shorter XTR-chain then the Fi-
bonaccichain. This is due to the fact that 8 is divided by 2 so you can write
it as v + v with u = v = 4. When you do this you don’t need other elements
then 4 and 0 to apply formula 2.3.3. |u — v| and |u — 2v| are immediately in
the chain. This leads to another way to make XTR-chains when given a way to
make XTR-chains for primenumbers:

Theorem 3.3.2.
Given an XTR-chain C; = < n,ny,ng,...,ng > for ann € N and an XTR-chain
Co = < p,p1,P2,---, 1 > for a primenumber p, you can make an X TR-chain for
pn of length k + 1.

Proof.
Every XTR-chain ends with 1,0 so ny_1 = 1 and ny = 0. Now make the

14
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following chain for pn: C= < pn,pni, png, ..., PNE—1,P1, P2, -, D >. Suppose
x € C then there are three possibilities: z = pn; foran 1 << k—2,z = png_1
or z = p; for an 1 <4 < [. In the first situation n; € C; so there exist u,v € C;
such that n; = u+v, Jlu—v| € C; and |[u—2v| € C;. Then pu, pv, |pu—pv| = plu—v|
and |pu —2pv| = plu —2v| € C and z = pu+ pv. If £ = png_; then z = p
so ¢ € C>. In the third situation z is also an element of C>. Elements of Cs
fulfill the requirements of an XTR-chain in C; and since C; C C, C is also an
XTR-chain. O

This theorem means that given the shortest XTR-chains for primenumbers
there’s a way to make XTR-chains for all numbers by factoring and apply-
ing the theorem.

For the numbers 1 to 1000 you can verify that this method really gives the
shortest XTR-chain. This leads to the question wether this is always the case,
but this isn’t the fact. In fact you find easily quit some counterexamples. Some
of them can be found here. These are all examples of the form n = pq in which
p, q are primenumbers lesser then 1000.

Counterexample 3.3.3.

These examples are of the form n = pq in which p, g are primenumbers lesser
then 1000. First the shortest XTR-chain possible is given and then the XTR-
chain found by applying theorem 3.3.2 and the shortest XTR-chains of p and gq.

p: 23
q: 53
n: 1219

< 1219, 756,463, 293, 170, 123, 76, 47,29,18,11,7,4,3,2,1,0 >
< 1219, 690, 529, 368, 207, 161, 115, 69, 46, 23, 13, 10, 7,4,3,2,1,0 >

p 3
q: 421
n: 1263
< 1263,781,482,299,183,116,67,49,31,18,13,8,5,3,2,1,0 >
< 1263,693,570,447, 324,201, 123, 78,45, 33,21,12,9,6, 3,2,1,0 >

3.4 Continued fractions

Definition 3.4.1.
With every sequence ag,ay,-...,ar with ag € N and a; € N* for 1 < i < k we
define the continued fraction [ag, ay, ..., ag] of this sequence inductively:

[ao] = ao

[ao, a1, -.., ar] = ap + [(1117%]

This means that for example

1
[al,ag,a3]

1
ai + [a%
_ 1
= a0+7a1+a2i%.

l[ao,a1,a2,a3] = ao+

= a0—|—
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Every rational number can be written as such a continued fraction by applying
the algorithm of Euclides. In the next example it is shown how this works.

Example 3.4.2.

@ —_ 2+B
23 23
23 1+4
19 19
19 3
2 = 442
4 +4
4 1
Z = 1+=
3 +3
This means that
65 1
= = 24
23 B
1
1+ 4
4
1
= 2-‘,—1 1
+4+;
3
1

which leads to the continued fraction [2,1,4,1, 3].

The connection between those continued fractions and the addition chains in
the previous section can be made as follows.

Definition 3.4.3.
Given a continued fraction [ag, a1, ..., ax] we define a sequence p_1, po, ..., Pk N~
ductively:

p1:=1
Do = ag
Pi = Qk—i * Pi—1 T Di—2

This sequence can now be extended to an XTR-chain by following the next
algorithm:

Algorithm 3.4.4.

1. Remove p_1 from the sequence and reverse the sequence to < pg, Pk—1,---, D0 >

2. For all i with 1 <1 <k do the following:
If ax—; > 1 then append between p; and p;—1 the numbers p;—1 + pi—2,
2pi—1 + Pi-2,---5(a; — 1) - pi—1 + pia.

3. Compute an XTR-chain < pg,q1,---,q; > of po and append this chain to
the sequence.

16
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The XTR-chain you then get is < py, (ar—1)Pr—1+Dk—2, -y Ph—1FPk—2, Pk—1, -+, P1, (Ap—1—
1)p0 + b-1, (akfl - 2)p0 +p71a ~3P0yq1,5 -+ 41 >.

Before the proof is given that this is truly an XTR-chain, an example will be
given to show how the algorithm works.

Example 3.4.5.

Take for example the continued fraction from example 3.4.2 [2,1,4,1,3]. The
”p-sequence” that belongs with this continued fraction is [1, 3,4, 19, 23, 65].
Following algorithm 3.4.4 we come to the following XTR-chain for 65:

< 65,42,23,19,15,11,7,4,3,2,1 >.

Theorem 3.4.6.
The chain you get by starting with a continued fraction of - with gcd(n,m) =1
is an XTR-chain for n.

Proof.

Suppose C is the chain we got after applying the algorithm. Let w € C, then
there exists an ¢ € {1,...k} and a j € N such that w = jp; + p;—1 with 1 <j <
ap—; or w = g; with ¢ € {1,...l} or w = po.

In the last two cases w is also an element of the XTR-chain < pg, g1, ...,q >, SO
there exists u, v in that chain and therefore in C, such that w = u+v, u, v, |[u—v|
and |u — 2v| € C.

In the other case w = jp; + p;—1 with 1 < j < ag—_;+1, then take u = (j — 1)p; +
pi—1 and v = p;. Then w = u + v and u and v are both in C.

lu—v|[ =17 — 2)pi + pi--

If j > 2 then |u —v| € C. Else |[u—v| = | —p; +pi—1| = pi — pi—1 = (ar—i —
1)pi—1 + pi—2 € C. Thus |[u —v| € C.

lu—2v] = |(j — 3)pi + pi_1]-

If j > 3 then |u — 2v| € C.

If j =2|u — 2v| =| — p; + pi—1| € C (see above).

So if j > 2 then there exist v and v € C such that w = v + v and |u — v| and
|lu — 20| € C.

Suppose j = 1, then w = p; + p;_1. Now take u = p; and v = p; ;. Then u
and v are elements of C and |u —v| = p; — pi—1 = (ag—i — 1)pi—1 + pi—2 € C.
lu — 2v| = |p; — 2pi—1]- If ag—; > 2, then |u — 2v| = (ak—; — 2)pi—1 + pi—2 € C,
else ap_; = 1, 50 [u —2v| = |p; —2p;i_1| = | — pi—1 + Pi—2| = Pi—1 — Pi—2 =
(@g—iv1 — 1)pi—2 + pi—3 €C

So C fulfills the conditions of definition 3.1.2 and is therefore an XTR-chain. [

With this algorithm we found an improved way to search for short XTR-chains.
Suppose you want to find a short XTR-chain for a natural number n then
you can compute for all possible u’s the continued fraction of n/u. Then you
can apply algorithm 3.4.4 and you find the XTR-chain for n that contains w.
This is a more efficient way than the method described in section 3.3, because
computing continued fractions is already implemented in magma efficiently.

3.5 The golden section

In section 3.1 we saw that for Fibonaccinumbers there are easy to find XTR-
chains that lead to an efficient computation of ¢,,. For a Fibonaccinumber f,
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the u that is used to make the XTR-chain is f,_; which is é fn. This leads to
the thought that for arbitrary n we should also search this u near én To see
if this is a good assumption we computed the shortest XTR-chain(s) with the
continued fraction method for the numbers 1 to 10.000. A plot (see figure 1) was
made in which you can find the values for u that lead to a shortest XTR-chain
for every n.

PLAATJE MOET NOG KOMEN

In this plot you can see that there always lies an u that leads to a shortest
chain close to én Because it is impossible to check all possible XTR-chains,
we now search for a reasonable border to search within. The idea is that you
compute the XTR-chains for n and v with u in the interval (Zn — p,&n + p)
for a parameter p.

HIER KOMT DE TABEL MET VOOR VERSCHILLENDE PARAMETERS
P EN GETALLEN VAN VERSCHILLENDE BITLENGTES DE LENGTE
VAN HET KORTST GEVONDEN INTERVAL, DE REKENTIJD, HET AAN-
TAL BEREKENINGEN IN GF(P) OP DEZE MANIER EN HET AANTAL
BEREKENINGEN IN GF(P) OP DE OUDE MANIER (ZOALS BESCHREVEN
IN HET ARTIKEL).

Depending on how much time the user has, he can choose a size of the parame-
ter. In the table you can see that choosing p = 6 saves quit some computations
in GF(p) in not too much time. So for this value of p we tested some more.
The results can be found in table 2.

HIER KOMT DE TABEL MET VOOR VERSCHILLENDE BITLENGTES DE
GEMIDDELDE LENGTE EN TIJD MET DE STANDAARDAFWIJKING

Now we would like to now wether it is possible to predict the length of the
shortest XTR-chain. That is why also a plot was made in which you can find
the lengths of the shortest XTR-chains for the numbers 1 to 10.000 (see figure
2). You can see that they seem to be bounded by the line ¢ log(n), which again
leads to the thought that finding a short chain has something to do with the
Fibonacci numbers.
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Figure 2: Length of the shortest XTR-chain for 1 to 10,000.
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If it is really true that this gives an upper bound is something that still should
be proved. If it is true computing ¢, would cost at most 4 - (¢log(n) — 3)
computations in GF(p) instead of the 8 - 2log(n) computations necessary with
the method from chapter 2. This can be proven in the exact same manner as
lemma 3.2.2. Of course the statement is only useful if you can find that shortest
XTR-chain in a reasonable amount of time.
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