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Introduction

Elliptic curves have been a subject of research for a long time. They naturally occur in the study of
Diophantine equations as well as the study of certain complex line integrals, e.g., complex integrals of the

form
/d t/\/t(t—1)(t = N),

which arise when one attempts to compute the arc length of an ellipse. In fact, this is where elliptic curves
originally acquired their name from. Around the year 1985 elliptic curves over finite fields, which at first
seem to have the structure of rather boring abelian groups, found a new application in cryptography. At
that time, discrete logarithm based cryptosystems already played an important role in cryptography. In
short, these systems rely on the supposed ‘hardness’ of the discrete logarithm problem for abelian groups.
The discrete logarithm problem is the problem of, given a finite abelian group (G, ®), a point P € G and a
point @ € (P), finding an integer k such that [k]P = @Q, i.e., such that P@®...® P = Q. Victor S. Miller
k times
[35] and Neal Koblitz [27] independently realized that using elliptic curves as groups for these systems might
be more efficient than the conventional groups, used at that time. They figured that using elliptic curves
in cryptosystems could reduce key sizes, while retaining a similar level of security. However, not all elliptic
curves are suitable for cryptography, since in some cases the internal structure of an elliptic curve can be
used to solve the discrete logarithm problem efficiently.
The main question of this thesis is:

What requirements does an elliptic curve need to meet in order to be considered ‘safe for cryptographic
purposes’?

In order to answer this question, first elliptic curves have to be defined and their basic properties explained.
After that I will explain which requirements an elliptic curve should have in order to provide security for
discrete logarithm based cryptosystems and why these requirements have to be met. In short, this thesis
consists of the following three parts:

Part 1: This part consists only of chapter 1. In this chapter I will give a short introduction to the subject
of cryptography and the role of the discrete logarithm problem in this subject.

Part 2: The second part of this thesis consists of chapters 2 to 4. In this part I will define elliptic curves
and give its basic arithmetic properties. Chapter 2 will give the basic properties of elliptic curves over
arbitrary algebraically closed fields, while chapter 3 will deal with elliptic curves over finite fields. In
section 4 an algorithm will be given that computes the most important quantity of elliptic curves over
finite fields, i.e., its number of rational points.

Part 3: In the last part I will focus on the role of elliptic curves in cryptography. First, in chapter 5, I
will give a few explicit examples of how elliptic curves can be used in cryptography. After that I will
explain the most important attacks on the discrete logarithm problem. These include attacks on the
discrete logarithm problem for general groups in chapter 6 and three attacks on this problem for certain
specific elliptic curves in chapter 7 to 9.

In this thesis I will assume that the reader has some basic mathematical maturity. For example, some
knowledge about abelian groups, rings and (general and finite) fields is necessary. Also I will use Cayley-
Hamilton’s theorem and the Chinese remainder theorem without stating them. In addition I will assume
the reader to be familiar with the notion ‘algebraic varieties’ and ‘algebraic curves’. Some basic knowledge
about objects like the divisor group of a curve or the vector space of differential forms on a curve will be
very useful. For a reader who is unfamiliar with the subject, reading the first two chapters of Silverman’s
beautifully written book [45] might suffice.



1 Introduction to Cryptography

1.1 The Objectives of Cryptography

Suppose someone wants to send a message to a receiver, but he wants to be sure that no-one else can
read it, even though the message might be intercepted by a third party. The solution to this problem is
cryptography. Cryptography uses mathematics to enable us to transmit sensitive information safely over a
potentially insecure network. It is a very interesting field of research where security and computer science
meet mathematics. However even before computers existed, cryptography was already used. For example
in the first and second world war, the government as well as the military relied on cryptography to safely
send sensitive information to one another. Later, with the upcoming of computers and the ienternet, the
demand for cryptography from the private sector rose. Nowadays cryptography is widely used by businesses
and banks all over the world.

We will assume a situation where Alice and Bob (commonly used in cryptography because of their handy
abbreviations A and B) want to communicate in a secure manner over an insecure channel. That is, if an
eavesdropper Eve (E) were to listen to the conversation, he or she should not be able to extract the original
message. In cryptographic terminology the original message is called plaintext or cleartext, encoding the
message in such a way that the content is hidden for Eve is called encryption, the encrypted message is
called cyphertext and the process of retrieving the plaintext from the cyphertext is called decryption. The
manner in which the cleartext is encrypted is called the cryptographic system or cryptosystem. The secret
information used to encrypt the the cleartext is called the key of the cryptosystem. Thus being in possession
of the key should make decrypting the cyphertext ‘easy’.

Cryptography in general is concerned with a number of problems. The most important ones are listed
below:

e Confidentiality, which is the process of keeping information secret so that only the intended recipient
is able to understand it.

e Authentication, which is the process of providing proof of identity of the sender to the recipient, so
that the recipient can be assured that the sender is who he claims to be.

e Integrity, which is the problem of ensuring that the send information is not altered or otherwise
tampered with during its transit or its storage on a network.

e Non-repudiation, which prevents an entity from denying having send a certain message. For example,
the sender might have send authorization for the purchase of property to someone else and later deny
having given such authorization.

Adequately addressing these problems is the main goal of cryptography.

1.2 Symmetric vs Public-Key Cryptography

Roughly speaking there are two kinds of cryptosystems; symmetric and Public-key or asymmetric cryptosys-
tems. In a symmetric cryptosystem Alice and Bob need to have access to the same secret key, which is used
to encrypt the plaintext as well as decrypt it. Obviously this might pose a problem when Alice and Bob have
never met in person. They would have to rely on some mechanism to safely share the key with each other.
A solution to this problem was published in [11] by Whitfield Diffie and Martin E. Hellman in 1976. This
paper can be considered to be the start of Public-key Cryptography. More information about the algorithm
described in [11] will be given in section 5.1. In a Public-key cryptosystem two keys are used; a public-key
and a private key. The public-key is openly communicated over the insecure channel and used to encrypt a
message, while the private key is held secret and used to decrypt the cyphertext. If for example Alice wants
to communicate privately with Bob, Bob must establish the two keys and communicate the public-key to
Alice. Alice then encrypts the plaintext using this key and sends it to Bob, who then uses his private key to
decrypt it. If Eve listened to the entire conversation, she would obtain the cyphertext and also know how



this was encrypted. However, the system should be set up so, that it would still be impossible for her to
decrypt the message without knowledge of the private key. This concept was without a doubt a revolutionary
concept in cryptography. However, when Diffie and Hellman first introduced their concept in 1976, they did
not have a practical realization yet. The first realization of a public-key cryptosystem was discovered in 1978
by Rivest, Shamir and Adleman. This cryptosystem is referred to as RSA and is still the most commonly
used public-key cryptosystem to this day.

Usually a public-key cryptosystem can also be used to verify the identity of the sender. Remark that
this is the problem of authentication as was stated in the previous section. If we assume that Alice and Bob
have already set up a public-key cryptosystem of which only Bob has the secret key, then Bob could use his
private key to encrypt the plaintext. In this case everybody who is listening would be able to decrypt the
cyphertext with help of the public-key. The message would thus not be secret. However it would prove that
the message was actually send by Bob since he is the only one possessing the private key. If any other key
was used to encrypt the plaintext, then decrypting using the public-key would only generate nonsense.

An advantage of symmetric cryptosystems is that the key sizes are still significantly smaller than the
key sizes for public-key cryptosystems. Also the encryption and decryption algorithms are much faster. For
this reason it is common to use a Public-key cryptosystem to safely share a secret key for a symmetric
cryptosystem. More about these and other practical implementation of cryptosystems can be found in
chapter 5.

1.3 Complexity

In cryptography algorithms are used to encrypt the cleartext as well as decrypt the cyphertext. Since it is
crucial for the problem of decrypting the cyphertext without the key to be ‘hard’, it is useful to describe what
it means for a problem to be ‘hard to solve’. Complezity theory gives us one way to formalize this notion.
In this section I will give a brief description of the goals of complexity theory as well as some necessary
definitions.

The aim of complexity theory is to give an estimate for the memory or time consumption of a given algo-
rithm. The memory consumption of an algorithm is given by the amount of bytes used to store information,
while the time consumption is measured in FLOPS. (Floating Point Operations) It is possible to attach to
each algorithm a function f that, given the length of the input, bounds the ‘resource consumption’ of this
algorithm. If the resource bounded by this f is the execution time (resp. the memory consumption) of the
algorithm, this function f is said to measure its time complexity (resp. space complexity). The length of the
input could be the number of symbols if the input is a string, or the size if the input is for example an integer
or a real. Since we are usually interested in the grow rate of the resource consumption of an algorithm for
‘big’ inputs and independent of the used processor, it is convenient to define the recourse consumption only
up to a constant factor. The most common way to formalize this ‘sloppiness’ is the big-O notation:

Definition 1.3.1. Let f and g be two real functions of s variables. The function g(Ny,..., N;) is said to be
of order f(Ny,...,Ns), denoted by O(f(N1,..., Ny)), if there exists a positive constant ¢ and some constant
N such that

lg(N1, ..., Ng)| <cf(Ny,...,Ns)

for all N; > N. Sometimes a finite set of tuples (Ny, ..., N;) is excluded, for example those for which either
f of g are not defined.

Additionally to the ‘big-O’ notation, there is also the ‘small-o’ notation. The function g(Ny, ..., N) is
of order o(f(Ny,...,Ny)) if the following holds:

Ni.....N.
lim g( 1, 3 )

EASME LA RV
Ni,...,Na—=oo f(Ny,..., N;)

Example 1.3.2. Let g : R — R be the function defined by g(N) = 10N? — 3N + 9. Then g(N) is O(N?),
since for N > 3 we have |g(N)| < 10N2.



Of course it is also true in the last example that g(IN) is O(N?® + 2N + 100), but this completely defeats
the purpose of the ‘big-O’ notation. An algorithm is said to run in polynomsial time in N if its running time
is O(f(NN)) where f is a polynomial. Remark that if it runs in polynomial time, then there is a positive
integer k such that its running time is O(N*). An algorithm has ewponential running time in N if its
running time can be bounded from above as well as below by e*() and e*™) for some polynomials s and
t. Algorithms of this last sort are considered to be computationally hard, while polynomial time algorithms
are considered easy. Remark that for small N it is possible that a polynomial time algorithm is much slower
than a exponential time algorithm. However if N becomes large enough, the exponential time algorithm will
eventually require a lot more FLOPS than the polynomial time algorithm.

Example 1.3.3. As an example I will give two different algorithms determining the n* number in the
Fibonacci sequence and give their complexity. For clarification: The Fibonacci sequence is the sequence

0,1,1,2,3,5,8,13,21,34,55,89, ...
That is, the sequence F;, where
Fob=0  F, =1 and Fy=Fy_o+ Fn_1

for all N > 2. The first algorithm is the following:

Algorithm 1 Fibbslow (V)

Input: an integer N
Output: the N** Fibonacci number Fy

1: if N =0 then

2:  return 0

3: end if

4: if N =1 then

5.  return 1

6: end if

7: return Fibbslow(N — 2)+Fibbslow(N — 1)

This program is easy to implement. However for a fixed integer N, the algorithm invokes itself twice and
both Fibbslow(N-1) and Fibbslow(N-2) again invokes itself twice, ect...It is thus not too hard to see that
this algorithm runs in exponential time. The following recursive algorithm, however, calculates the same
thing if it is invoked with the parameters [aq, as] := [0, 1], but then in linear time. Ie., it runs in O(N) time.

Algorithm 2 Fibbfaster([ay, az], V)

Input: The first two Fibbonacci numbers 0 and 1 and an integer N
Output: the N** Fibonacci number Fy
if N =0 then
return a;
else
return Fibbfaster([az, a1 + a2], N — 1)
end if

However, the Fibonacci sequence can also be calculated directly by the following equality:

(1+vB5N —(1=VB)N
2N /5 '

Thus even the second algorithm is not at all efficient.

Fy =



Definition 1.3.4. It is possible that an algorithm is ‘too slow’ to be a polynomial time algorithm, while it
is also ‘too fast’ to be exponential time. These algorithms are said to run in subexponential time. For these
it is common to denote the running time to be O(Ly(a, ¢)) where

Ly(a,c):=exp((c+o(1))(In N)*(Inln N)'~%).

Here 0 < o <1 and 0 < ¢. The o(1) refers to the asymptotic behavior of N. A slightly shorter notation is
often used where the second variable is omitted. In this case it is understood that ¢ = 1/2.

Tt is easy to see that for any fixed 0 < ¢, Ly («, ¢) interpolates between polynomial complexity for o« = 0
and exponential complexity for o = 1.
Sometimes in this paper, in the absence of a better alternative, probabilistic algorithms will be used.

Definition 1.3.5. A probabilistic algorithm is an algorithm that is randomized. Namely, at some point it
chooses a variable (or multiple variables) at random.

Remark that a probabilistic algorithm does not have to give the correct answer in all instances. It is
possible that the random chosen variable is ‘wrong’ with as result that the output of the algorithm is not the
desired outcome. It is thus important to be able to detect whether the output of a probabilistic algorithm is
right or not. If the output is wrong, another random variable has to be chosen and the subsequent calculations
of the algorithm have to be repeated. Evidently, if a probabilistic algorithm is given, it is important to give
a lower bound for the chance that the algorithm actually gives the right output. In general the complexity
of a probabilistic algorithm is given by the complexity we get when we assume the randomized variable to
be chosen ‘right’ the first time. A probabilistic algorithm running in polynomial time is called a probabilistic
polynomial time algorithm, or PPT in short. For an algorithm to not be probabilistic, means that it will
always produce the same output if it is invoked with the same input. Algorithms with this property are
called deterministic algorithms.

In practice the complexity of a problem is often measured by the complexity of the best known algorithm
to solve it, e.g., a problem is said to have exponential complexity of the only known algorithms that solve
this problem run in exponential time. A problem is said to be intractable (or infeasible) is the best known
algorithm does not run in polynomial time. For cryptographic purposes we are looking for problems, that
are easily (in deterministic polynomial time or PPT) constructible and solvable if one is in possession of a
certain secret key, while solving the problem without this secret key is infeasible. It was previously explained
that in public-key cryptography there are two keys: the public-key and the private key. These can be linked
uniquely by a one-way function.

Definition 1.3.6. Let X := (J, c5{0,1}" be the set of all finite binary strings, and let f : ¥ — ¥ be a
function. The function f is said to be a one-way function if the following hold:

e the function f is injective and Vx € X, f(z) is at most polynomially longer or shorter than x
e for all z € ¥ it is possible to compute f(z) in polynomial time

e there is no polynomial-time algorithm which for all y € ¥ determines whether y € im (f) and, if it is,
returns = € ¥ such that y = f(x).

Given a one-way function, one can choose a private key a € 3 and create the public-key f(a). This value
can be published since the problem of finding a from f(a) is intractable.

Remark 1.3.7. Unfortunately there is no proof that any one-way function actually exists. In fact, it is not
too hard to prove that the existence of a one-way function would imply that P # NP, which is arguably the
most important conjecture of complexity theory. The result is that the security of public-key cryptosystems
can not be proven, instead it relies on the complexity of the best known solution to a problem at that
moment.

In the next section I will explain the discrete logarithm problem. This is a problem that can be set up
in polynomial time, while solving this problem in general is infeasible, as far as we know.



1.4 The Discrete Logarithm Problem

In this chapter (G, ®) is a finite group and P is a point in G. Furthermore (P) C G is the subgroup of G
generated by P and (P) is assumed to have order N. The map

¢ :Z/NZ — (P),
k—[klP=P&..®&P
—_—

k times

is an isomorphism between Z/NZ and (P). The problem of finding the inverse of this map is called the
discrete logarithm problem (DLP) to the base of P. To be more concrete: the discrete logarithm problem
is the problem of, given P and some @ € (P), determining k¥ € N such that @ = [k]P. This k (which is
obviously only uniquely defined mod N) is then called the discrete logarithm of @Q to the base of P and is
denoted by k = logp(Q).

Suppose now that a group (G,®) is given for which the DLP is presumably intractable and for the
moment assume that G = (P). If Bob wants to set up a cryptosystem based on this DLP to privately
communicate with Alice, a few things need to happen. At first Bob has to choose a secret integer k. This
integer will be the private key. After that he can communicate the public-key to Alice. This key will be the
group G, the point P and the point @ = [k]P. If the keys are established, A and B would still need find
a smart way to encrypt the plaintext and decrypt the cyphertext using the given information. This is in
no way an arbitrary problem. The way that such a system is set up, is called a cryptographic protocol. A
number of protocols can be found in [49, 6]. Also chapter 5 will give some practical examples.

Example 1.4.1. Let (G,®) := (Z/nZ,+) for some positive integer n. This group has generator P :=
14+ Z/nZ. In this case the discrete logarithm of a point a + Z/nZ to the base of P is simply given by
k = a. Even if we take any other nonzero element m + Z/nZ as our generator P the problem is still very
fast solvable. Because of this, these groups are not very useful in cryptography.

Some slightly more complicated groups can be given using the following definition:

Definition 1.4.2. Let R be any ring, the notation R* denotes the multiplicative group of the ring R, i.e.,
the elements of R* are the units of the ring and the group operation is given by multiplication in the ring R.

These groups are very important in cryptography, as the following two examples will make clear.

Example 1.4.3. Let p and ¢ be two large primes and n := pq. The group G := Z/nZ* has N := (p—1)(¢—1)
elements. In this method an integer e is chosen such that ged(e, N) = 1, i.e., the integers e and N are coprime.
The security of RSA systems relies on the difficulty of finding the inverse of e (mod N), i.e., the element
d € Z/NZ such that de = 1. This problem can be solved in at least two different ways:

e If the prime factorization of n (i.e., the prime numbers p and ¢) is known, then N = (p —1)(¢ — 1) can
be computed. In this case d can be found very fast with help of the extended Euclidean algorithm.
Thus the security of the RSA system relies on the presumed intractability of the problem of finding
the prime factorization of composite numbers.

e If the problem e = 1 can be solved for k in the group (Z/NZ)*, then d = ¢*~! (mod N) can be
computed. Thus the security of the RSA system also relies on the presumed intractability of the DLP
in the group Z/NZ*.

Example 1.4.4. Let p be a prime number and ¢ = p™ for some natural number n. Also let F, denote
the field with ¢ elements. Let furthermore (G,®) := F;. Thus G is the multiplicative group containing
q — 1 elements. Let furthermore ¢ € Z/pZ* be a primitive (¢ — 1) root of unity. (Le., ¢ generates the
multiplicative group IFZ) One example of a cryptosystem that is based on the DLP to the base of ( is the
DSA (Digital Signature Algorithm), which is a U.S. government-approved and certified encryption algorithm
that can be found in [1]. Remark that if n = 1, then G = Z/pZ* and the previous examples has shown us

10



how to compute inverses in this group using the extended Euclidean algorithm. (If the prime factorization
of #G = p — 1 is known.) This however does not mean that we are immediately able to solve arbitrary
discrete logarithm problems. One well known solution for solving such discrete logarithm problems is the
index calculus method, which will be discussed in section 7.1. This is a subexponential time algorithm.

Since the groups from these last examples are easily constructible and operations on these groups can
be computed efficiently, they are commonly used in cryptography. Note, however, that the DLP for these
groups can still be solved in subexponential time. Elliptic curves are groups for which the DLP (called the
elliptic curve discrete logarithm problem, or ECDLP) is believed to have exponential complexity in general.
Public-key methods depending on the intractability of the ECDLP are called elliptic curve methods or ECM
for short. Using such systems in public-key cryptography is called elliptic curve cryptography, or ECC for
short. An advantage of using ECC with respect to RSA, or F;-DLP based systems, is that a smaller key
size is required, reducing memory requirements and decreasing the complexity of message encryption and
decryption.

The next table, taken from [47], gives a good understanding of the required key sizes of the different
cryptosystems. This table gives the key sizes recommended by the National Institute of Standards and
Technology. The key sizes given in the table in one row are the sizes needed to provide equivalent security
for the different cryptosystems.

table 1 comparison of key sizes.

Symmetric key | RSA/DSA key | ECC key size
size (bits) size (bits) (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 512

The key sizes for ECC and DSA, which are both based on a DLP to the base of P for some point P in
an abelian group, denote the number of bits, required to store the order N of the point P. In the RSA
method, the key size denotes the number of bits, required to store n = p - ¢. (Using the notation of example
1.4.3.) In symmetric cryptosystems, the keys are usually strings of bits of length k, i.e., the keys are elements
K € {0,1}*. In these systems k is the symmetric key size. If the symmetric system is set up properly, then
the best known attack on these systems is an exhaustive search, i.e., simply trying to decrypt the cyphertext
with all keys K € {0, 1}* until the right key is found. This attack requires O(2*) decryption attempts. From
this table it is clear that ECC requires much smaller key sizes than RSA or DSA. In fact, the ECC key sizes
scale linearly, while the RSA and DSA key sizes do not. This is the reason that ECC is such a widely used
cryptosystem. However, these small key sizes for ECC only provide equivalent security, when the ECDLP,
it is based on, has exponential complexity. Recall that in the introduction the main question of this thesis
formulated. This was the question: ‘What requirements does an elliptic curve need to meet in order to be
useful in cryptography?’ In this chapter, however, it became clear that a better formulation of this question
would be:

What requirements does an elliptic curve E and a point P € E have to meet in order for the ECDLP to
the base of P to have exponential difficulty.

In order to answer this question, first I will need to define elliptic curves and explain its basic arithmetic
properties. This will be done in the next three chapters.

11



2 Elliptic Curves

Elliptic curves are curves of genus 1 with a specifically chosen base point. In this chapter the basic arithmetic
of elliptic curves over arbitrary algebraically closed fields will be covered. In the first section the definition
of an elliptic curve will be given together with the group law on such curves. After that a specific type of
elliptic curve will be given, the curves in P? given by nonsingular Weierstrass equations. The importance of
these curves lie in the fact that every elliptic curve is isomorphic to a curve given by such an equation. Also
an explicit algorithm for the group law of these curves will be given. In the remainder of the chapter the
algebraic maps between elliptic curves will be studied as well as their m-torsion points. There are already
many beautifully texts written on this subject and in no way do I imagine myself to be able to improve
those. Because of this and the fact that I want to focus more on the cryptographic aspects of elliptic curves,
this chapter will be nothing but a summary of the basic theorems and definitions. Most of the proofs will
be omitted. For these I refer to the book of Silverman [45].
Throughout this chapter a couple of standard notations will be used:

e [ will denote an elliptic curve.

e K, K will denote an arbitrary field/ algebraic closure of a field.

e F/K means that E is defined over K.

e K(F),K(E) denotes the function field of E over K or K respectively.

e F(K) denotes the K-rational points of E.

2.1 Elliptic Curves and the Group Structure

The main object of study in this paper are elliptic curves. The beauty of these curves lies in the fact that
they are naturally equipped with the structure of an abelian group. This structure is what makes these
curves so interesting for cryptography. At first I will give the definition of Elliptic curves. It is important to
note that algebraic curves in this paper are always assumed to be complete and nonsingular.

Definition 2.1.1. An elliptic curve is a pair (E,O) where E is an algebraic curve of genus 1 and O € FE.
We generally omit O from notation and simply denote an elliptic curve with F, the base point O being
understood. The elliptic curve E is said to be defined over K (denoted E/K) if E is defined over K and
O € E(K).

3

Convention. Even if F is an elliptic curve defined over a finite field K, then the notation

denote E(K). Thus the K-rational points of F will be written explicitly as E(K).

E’ will always

To see that these curves are abelian groups, the notion of (principal) divisors is needed. Since this is
assumed to be part of the background knowledge for this paper, the definitions will not be given here.
For readers who want to refresh their memory I refer to the book of Silverman [45, I1.3]. Also recall that
associated to a divisor D € Div(C) of an algebraic curve C' the following set of functions was defined:

£(D) = {f € K(C)* | div(f) = —D} U {0}.
This is a finite dimensional K-vector space. Now the following easy lemma can be stated.

Lemma 2.1.2. Let C be a curve of genus one and let P,Q € C be two points on C. Then (P) ~ (Q) if and
only if P = Q.

Proof. By definition (P) ~ (Q) if and only if there exists an f € K(C) such that

div(f) = (P) — (@)

12



Thus take such a function f, then f € E((Q)) Since C has genus 1, the Riemann-Roch theorem implies
that

(@) = dimg £((Q) = 1.
Since .C((Q)) definitely contains the constant functions, f has to be constant, thus P = Q. O

Lemma 2.1.3. Let (E,0) be an elliptic curve and D € Div?(E) be a degree-zero divisor. Then there exists
a unique point P € E such that
D ~ (P) - (0O).

With help of these two lemmas it is an easy exercise to see that the map

v: E — Pic®(E),
P — (divisor class of (P) — (0))

is a bijection of sets. Its inverse is denoted by o : Pic’(E) — E. With help of these bijections, the group
Pic’(E) naturally imposes the structure of an abelian group on the elliptic curve (E, O).

Definition 2.1.4. Let P,Q € (E,O) be two point of an elliptic curve. The composition P+ @ is defined by
P+Q:=0o((P)+v(Q))
where the second ‘4’ is just the group law of Pic’(E).

It is clear that the element O € FE is actually the identity element for this group law. Sometimes this
group law will be referred to as the algebraic group law, as opposed to the geometric group law as will be
described in section 3. Since these group laws turn out to be the same, they will usually both just be referred
to as ‘the group law’ on E.

Remark 2.1.5. It is not so hard to see that if E is defined over a field K, then the restriction of v to E(K)
induces an isomorphism
vi : B(K) = Pic%(E).

Thus E(K) C E is actually a subgroup.

It turns out that the group law as was just given is actually a morphism of algebraic varieties. For the
proof of this proposition, I refer to the book of Hartshorne [20, IV.4.7].

Proposition 2.1.6. Let (E,O) be an elliptic curve imposed with group law ‘4. Then the maps

—F—>F P —P,
+:ExE—FE (P,Q)— P+Q

are morphisms of algebraic varieties.

2.2 Weierstrass Equations

In this section a very specific type of elliptic curve will be given: the algebraic curves in P? given by
nonsingular Weierstrass equations. In general, a Weierstrass equation is an equation of the form

Y2Z +ay XYZ +a3YZ% = X3 + a9 X?Z + as X Z° + a6 Z*, (2.1)

where a1, ...,as € K. If the zero locus of such an equation turns out to be nonsingular, then the equation
is called a nonsingular Weierstrass equation, and the zero locus is actually a curve.

Convention. From now on in this paper a Weierstrass equation is always assumed to be nonsingular, unless
explicitly stated otherwise.
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Figure 1: The zero loci of three (not all nonsingular) Weierstrass equations.

As usual a curve C given by a Weierstrass equation is defined over K if aq,...,a¢ € K. To simplify
notation, the Weierstrass equation will generally be given using non-homogeneous coordinates x := X/Z and
y:=Y/Z,

C: 9?4+ arzy + asy = 2° + asx® + auz + ag. (2.2)
Thus the curve C has an affine open part given by this equation and a unique point O := [0, 1,0] at infinity.
This point is called the base point of C. If C is defined over K, then the set of K-rational points is the
following:
C(K) :={(z,y) € K* | y* + a1y + azy = 2> + ax2® + asx + ag} U {O}.

Remark 2.2.1. A consequence of Hurwitz theorem [45, 11.5.9.] is that curves C' in P? given by a nonsingular
homogeneous polynomial of degree d > 1 have genus

genus(C') = W

It thus follows that any curve C given by a Weierstrass equation has genus(C) = 1. Hence this curve together
with the base point O = [0, 1,0] is an elliptic curve.

Associated to an elliptic curve the following quantities are defined:

by = a% + 4day

by = 2a4 + a1a3

b = a% + 4ag

bg = a%ag + 4dasag — araszay + a2a§ — ai

cy = b3 — 24b,

c6 = —b3 + 36bgby — 216bg

A = —b2bg — 8b3 — 272 + abybg

j=ci/A

- dx _ dy
2u+aix+az 32?2+ 2a97 + ag — ary

Definition 2.2.2. The quantity A is called the discriminant of the Weierstrass equation, j is called the
j-tnvariant of the elliptic curve and the differential w is called the invariant differential associated to the
Weierstrass equation.

14



The reason that w is called the invariant differential is that it is translation invariant. I will now specify
what this means.

Definition 2.2.3. Let E be an elliptic curve and Q) € E a point of E. The translation-by-@Q) map 7¢ is the
map
9 FE—E, P—P+Q.

This map is a morphism of curves by proposition 2.1.6. Recall that w is a differential form on an elliptic
curve. For the sake of notation, I will give the definition here.

Definition 2.2.4. Let C be a curve. The space of differential forms on C, denoted by (¢, is the K-vector
space generated by symbols of the form dx for x € K(C), subject to the relations:

o d(z +y) =dx +dy for all z,y € K(C).
e d(zy) = xdy + ydz for all z,y € K(C).
ed\=0forall A€ K.

This space ¢ turns out to ba a 1-dimensional K (C)-vector space, as is proven in [45, 11.4.2]. Remark
that any non constant morphism of curves ¢ : C; — C5 induces a map on function fields ¢* : K(C2) — K(Ch)
which in turn induces a map on differential forms ¢* : Qc, — Q¢ .

Proposition 2.2.5. Let E be an elliptic curve given by a Weierstrass equation, Q@ € E be any point of E
and let Tq denote the translation-by-Q map. Then the invariant differential w satisfies
TOW = W,
This property is referred to as the ‘translation invariance’ of w. The importance of the discriminant and

the j-invariant are given by the following proposition.

Proposition 2.2.6. 1. A (not necessarily nonsingular) Weierstrass equation is nonsingular if and only

if A 0.

2. Two curves given by nonsingular Weierstrass equations are isomorphic over K if and only if they share
the same j-invariants.

The enormous use of Weierstrass equations is the fact that any elliptic curve is isomorphic to a curve
given by a Weierstrass equation. This fact is made precise in the following theorem. Because this theorem
is such a beautiful application of the Rieman-Roch theorem, I will give a summary of the proof here.

Proposition 2.2.7. Let (E,O) be an elliptic curve defined over K. There exist functions x,y € K(FE) such
that the map
¢:E—P ¢=lxy]]

gives an isomorphism of E/K to a curve given by a nonsingular Weierstrass equation (2.1) with coefficients
ai,...,ag € K and such that $(O) = [0,1,0]. The functions x and y are called the Weierstrass coordinates
for the elliptic curve E.

Proof. Let E/K be an elliptic curve defined over a field K and let n > 1 be a positive integer. Then the
Riemann-Roch theorem implies that, since E has genus 1, the vector space £(n(0O)) has dimension

{(n(0)) = dimzL(n(0)) = n.

It is thus possible to choose functions z,y € K(E) such that {1,z} is a basis for £(2(0)) and {1,z,y} is a
basis for E(S(O)). Note that x has a pole of exact order 2 at O and y has a pole of exact order 3 at O. Now
it is clear that £(6(0)), which has dimension 6, contains the following seven functions:

2 2 3
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Thus there is a linear relation A; + Aoz + Asy + Asx? + Aszy + Agy® + Azx® = 0. It turns out that
Aq,...,A7 € K and AgA7 # 0. (This will not be proven here.) This last fact allows a substitution for « and
y such that the image of the map ¢ = [x,y, 1] actually lies in the zero locus of a Weierstrass equation. Also
#(0) = [0,1,0], since y has a higher-order pole at O than x. Now it only remains to show that the map ¢
is an isomorphism and that the found Weierstrass equation is actually nonsingular. The proposition then
follows. O

In certain instances the Weierstrass equation can actually be simplified. For example, if char(K) # 2,
then, using some substitution for y, the equation can be simplified to

y2 = 42> + byz® + 20,2 + bg.

If char(K) # 2,3 then further substitution can be used to eliminate the 22 term in this equation, yielding
an equation of the form
y? =3+ Az + B, (2.4)

where A = —27¢4 and B = —54c¢g. Recall that the quantities b; and ¢; were given this section in 2.3.
Associated to this last equation the discriminant and j-invariant become the following quantities:

3
A= —16(4A4% +27B?) j= —1728%.

2.3 The Geometric Group Law

In this section F will be an elliptic curve given by a Weierstrass equation
E:y” + arzy + asy = 2° 4 aox® + asx + ag.

I will give the group law on E explicitly. To do this, let L C P2 be a line. Then Bézout’s theorem [20, 1.7.8.]
implies that LU E consists of exactly three points. (Counted with multiplicities.) This fact will now be used
to define a composition law @ on E:

Composition Law 2.3.1. Let P,Q be two (not necessary distinct) points on F and let L be the line
through P and Q. (Remark that if P = @, then L is the tangent line to E' at P.) Let then R be the third
point of intersection of L with E. Now let L’ be the line through R and O (the base point of E). Then
P @ Q is defined to be the third point of intersection of L’ with E.

One instance of the composition law is illustrated in Figure 2. It turns out that this composition law &
actually is the algebraic group law on E given in definition 2.1.4.

Proposition 2.3.2. Let E be an elliptic curve and P,QQ € E be two points on E. Then
PeQ=P+Q.
Proof. Remark that by the definition of P+ Q = o (v(P) 4+ v(Q)) (2.1.4), it suffices to show that
v(P® Q) =v(P)+v(Q).

Let now L, L’ and R be as in the composition law, where L and L’ are the zero locus of the functions f, f’
respectively. So explicitly:

L:aX+pY ++4Z = f(X,Y,Z)=0,
L':dX+8Y++7Z=f(X,Y,Z)=0.
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P+Q

"

Figure 2: The composition law.

Then from the definition of the composition law and the fact that the line Z = 0 intersects E at O with
multiplicity 3 the following is clear:

div(f/Z) = (P) + (@) + (R) — 3(0),
div(f'/Z) = (B) + (P ® Q) — 2(0).

And thus 0 ~ div(f'/f) = (P® Q) — (P) — (Q) + (O), which means that
v(P®Q)—v(P)—v(Q)=0.
O

Since the composition law & is just the algebraic group law of F, it will from now on simply be denoted
by ‘+’. Remark that in the composition law it is vital that E is assumed to be nonsingular (A # 0). In fact
if P were a singular point of E, then the tangent space to E at P would be 2-dimensional, thus not a line
at all. Obviously the composition law used to define the point P 4+ P would make no sense. However if the
Weierstrass equations were singular, then the nonsingular points of its zero locus would still form an abelian
group.

Definition 2.3.3. Let F be the zero locus of a (possibly singular) Weierstrass equation. The set of nonsin-
gular points of E' is denoted E,s and usually called the nonsingular part of E. If E is defined over K, then
E,s(K) is the set of nonsingular points of E(K).

Proposition 2.3.4. Let E be the zero locus of a singular Weierstrass equation. Then the composition law
2.3.1 on Eyg turns it into an abelian group.

Since the main focus of this paper will be on the ECDLP, the following definition will not come as a
suprise.

Definition 2.3.5. Let P € E and m € Z, then [m]P is defined as follows:

[m|P:=P+...+ P, [m|P:=—-P—...— P, [0]P:=0O
—— ~———
m times if m>0 -m times if m<0

In order to work with elliptic curves as a group it is necessary to have an algorithm which produces for
two points Py, P, € F the point P := P} + P5. This algorithm is easy to extract from the composition law
and will just be stated here without proof. One important fact to note is that for a point Py = (2o, yo) € E
the point —Fy equals

—Po = (.To, —Yo — a1ro — CL3).
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Algorithm 3 Elliptic Curve Group law

Input: An elliptic curve F, two point P; = [z;,v;, 1] € E where i € {1,2}.
Output: The point Ps = P; + Ps.
1: if x1 = x5 and y; + y2 + a122 + a3 = 0 then

2: P3O
3: else
4: if 1 = 29 then
5. )\ 3x%+2a2x1+a4—a1y1 U —x%+a4x1+2a6—a3y1
’ . 2y1+ai1r1tas ’ 2y1tair1+as
i © s)\e% Y2—Uy1 v Y1T2—Y2Tq
1‘2—3317 To2—T1
8: end if
9 w3+ N 4ad—ay—x1—22, Yz —(AN+a)r3—v—as

10: P3 <— [Ig,y:;,l]
11: end if
12: return Pj

If we want to calculate [m]P for rather large m, the binary representation of m can be used to calculate
[m] P more efficiently:

Algorithm 4 Point multiplication: Binary Method

Input: A point P € E and an integer m = Z?:o m;27, m; € {0,1}.
Output: The point Q = [m]P.
: Q ~ 0
: for j =k to0 by —1 do

Q« [2Q

if k; = 1 then

RQ+—Q+P

end if
end for
return @

@ DG W

This algorithm requires order O(logm) point additions in E. Another way to calculate [m]P efficiently is
using division polynomials. More information on this will be given in section 4.1. Remark that if an elliptic
curve E is given over a field K of char(K) # 2,3, it can be given by an equation like 2.4, and then for a
point Py = (xg,yo) € E we actually have

—Py = (w0, —yo)- (2.5)
I will conclude this section with a short example:

Example 2.3.6. Let p = 13 and let E/F, be given by the Weierstrass equation F : y* = 2® + 2. Then
E has discriminant A = —1728 # 0 (mod 13) and is thus nonsingular. In 3.1.3 a method will be given to
compute the number of rational points #E(F,). It turns out that #E(F,) = 19, thus, since 19 is a prime
number, this group is cyclic. However the group E(F,2) has 171 = 32 % 19 elements. Let C, denote the
cyclic group of order n for any positive integer n. A basic group theoretical result (given in 3.2.1) implies
that either E(IF,2) = Ci71 or E(F,2) = Cs7 x C3 and we would like to determine which of these two cases
is true. All points P = (z¢,y0) € E(F,2) can be computed by checking for all z € F,2 whether 23 + 2 is a
square in Fp> and, if it is, determining the roots. If this is done, then [3]P and [57]P can be computed for
all points P € E(FF,2). It turns out that for all points P either [3]P = O or [57|P = O. Thus E(F,2) cannot
be cyclic of order 171, thus it is isomorphic to Cs7 x C3. In fact for all curves defined over a finite field I,
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the group E(F,) will turn out to be generated by < 2 elements. This will be proven in 3.2.3. Also in section
7.3 an algorithm will be given to determine the group structure of an elliptic curve over a finite field.

2.4 TIsogenies

Until now some of the basic properties of elliptic curves have been examined. A natural next step is to
study maps between two such curves. Since elliptic curves are both algebraic varieties and abelian groups, it
will not come as a surprise that these maps are assumed to respect both of these structures. The following
definition can be given more generally for group varieties, but since these objects are not assumed to be part
of the required background knowledge, I will just give the definition for maps of elliptic curves.

Definition 2.4.1. Let (Eq,O1), (E2,02) be elliptic curves. A homomorphism of elliptic curves is a mor-
phism f : 3 — Es of algebraic varieties , such that f is also a homomorphism of abelian groups. Such a
homomorphism f : Fy; — E5 is called an isogeny if it is finite and surjective.

In fact, in order for a morphism of algebraic varieties to be a homomorphism of elliptic curves, it suffices
to check whether it respects base points, as the following theorem states:

Theorem 2.4.2. Let (E1,01), (Eq,O) be elliptic curves and let f : E1 — E5 be a morphism of algebraic
varieties such that f(O1) = Os. Then

f(P+Q)=f(P)+ f(Q)  fordlPQ € E).
The following lemma from [20, I1.6.8] follows from the basic properties of algebraic curves.

Lemma 2.4.3. Let f : Ey — FEs be a homomorphism of elliptic curves curves, then f is an isogeny if and
only if f # [0].

Two elliptic curves are called isogenous if there exists an isogeny between them. This will turn out to be
an equivalence relation, as will be shown in 2.6.3.

Example 2.4.4. Let E be an elliptic curve and let m € Z, then the multiplication-by-m map [m]: E — E
as defined in 2.3.5 is an endomorphism of E. If furthermore m # 0, then [m] is actually an isogeny. (This is
a direct consequence of proposition 2.4.9.)

Definition 2.4.5. Let f : C7 — C3 be a morphism of algebraic curves, it induces an injection of function
fields

[T K(C) = K(Ch).
The degree of f, which is denoted by deg (f), is the degree of the finite field extension K(C;)/f*K(C»).
The separable and inseparable degrees of f are defined accordingly and are denoted by deg, (f) and deg; (f)
respectively. Also the morphism is called separable, inseparable or purely inseparable according to the

corresponding property of the field extension. By convention the zero homomorphism [0] is said to have
deg ([0]) = 0.

Of course this definition extends to homomorphisms of elliptic curves. Recall that for a non constant
morphism of curves f : C; — C3 and a point P € C, the ramification index of f at P can be defined. In this
thesis the ramification index of f at P is denoted by es(P). For the definition and the basic properties of
this notion I refer to [45, I1.2]. The following theorem gives some important results relating the (in)separable
degrees of a morphism. This theorem is a basic result for morphisms of algebraic curves and is only stated
here as a reminder to the reader.

Theorem 2.4.6. Let f : C7 — C5 be a non constant morphism of algebraic curves, then for every @ € Cs,

#{P € C1| f(P) = Q} = deg, (f).

Furthermore for every P € C,
ef(P) = deg; (f).
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A consequence of this theorem is that, if f is separable, then for each @) € Cs,

#{P € C1| f(P)=Q} = deg, (f) = deg ().

Hence f is unramified and
Sker (f) = deg (f). (2.6)

The following proposition provided a useful criterion for determining whether a morphism of curves is actually
separable.

Proposition 2.4.7. Let f : C; — C5 be a non constant morphism of curves. Then f is separable if and
only if the induced map on differential forms

f* : QC2 — ch

is injective. (Remark that, since Qc, are 1-dimensional K (C;)-vector spaces for i = 1,2, this condition is
equivalent to the condition that f* is nonzero.)

Another nice property of the degree-map is that for two subsequent morphisms C4 EN Cy % Cj the
following holds:

deg(go f) = deg(g) - deg (f). (2.7)

Definition 2.4.8. Let E, E, E5 be elliptic curves, then the group of homomorphism from E; to FEs is
denoted by
HOHl(EhEQ),

where the group operation is defined by (f + ¢)(P) = f(P)+ g(P). Remark that the identity element of this
group is the zero homomorphism [0]. The group of endomorphism from E to FE is denoted by

End(E) = Hom(E, E).

This turns out to be a ring whose addition law is given by the addition law of Hom(FE, F) and whose
multiplication is composition of endomorphisms. (g- f)(P) = g(f(P)) This ring is called the endomorphism
ring of E. The invertible elements of this ring form the automorphism group of E which is denoted by
Aut(E). If the elliptic curves are defined over a field K, the subgroup (or ring) of homomorphism defined
over K are denoted by

HOI?[IK(E‘l,lCQ)7 EDdK(E), AutK(E)

The following proposition gives two important properties of the multiplication-by-m map:

Proposition 2.4.9. Let E be an elliptic curve defined over K and m € 7, then the multiplication-by-m map
[m] satisfies

[m] € Endg (E).
If furthermore m # 0, then the map [m| is non constant.

From this proposition it is clear that the endomorphism ring End(E) has characteristic 0. Also it is easy
to see that it has no zero divisors (ie. it is an integral domain), for suppose that f, g € End(E) satisfy
go f=[0], then

deg (g) deg (f) = deg (g o f) = 0.
This implies that either f = [0] or g = [0].
The following definition will play a very important role in this paper:

Definition 2.4.10. Let E be an elliptic curve and m be a positive integer. The subgroup of m-torsion
points of F is denoted

E[m]|={P € E | [m|P =0}
and called the m-torsion subgroup of E. The torsion subgroup of E is denoted by FEis. This is the group
defined by Eiors = | o_, E[m]. If E is defined over K, then Ej,s(K) denotes the points of finite order in

m=1

E(K). Similarly E(K)[m] will denote the points of order m in E(K).
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Example 2.4.11. As in example 2.3.6 let E/F;3 be given by y? = 2® + 2. Then E(F;3) was seen to be
cyclic of order 19. A direct consequence is that

E(Fq13)[19] = Cig

(the cyclic group of order 19). In fact for all i # 0 we have E(F13)[19i] = C19 and E(F13)[m] = {O} for all
other m € Z. Also it was stated that E(F32) = Cs7 ® C5. Note that 57 = 3+ 19. Now it is an easy exercise
to show that

E(]Flgz)[?)] 2 (O3 C3 and E(F132)[19] =~ (.

Also E(Fi32)[m] = {O} for all integers m such that gcd(m,57) = 1, since E(Fi32) has only points of exact
order 1, 3,19 or 57. let now ¢ be a nonzero integer such that ged (¢, 19) = 1. Then the only points P € E(F;32)
which satisfy [3i]P = O are the points of exact order 3, since either the order of such a point P is a multiple
of three or, if this is not the case, the order divides i. So

E(Fi32)[3i] = C5 & Cs.
Similarly it is clear that for all nonzero j such that ged(j,3) = 1 the following holds
E(F132)[195] = Cho.

The only torsion groups of E(Fi32) left are the torsion groups F(F;32)[57k] for some nonzero integer k.
However all points P of E(F32) satisfy [57]P = O, thus we simply have

E(Flgz)[57/€] = (C3® Csr.
If we assume F/K is an elliptic curve, then the homomorphism
[]:Z — End(E)

is always injective by 2.4.9. It is very well possible that this map is actually a ring isomorphism. If this is
not the case however, then F is said to have complez multiplication, or CM for short. In theorem 3.3.1 will
be shown that if K is a finite field, then End g (F) will always have complex multiplication.

Example 2.4.12. Suppose char(K) # 2 and let i € K be a fourth root of unity. Thus 72 = —1. Furthermore
let E/K be the elliptic curve given by
E:y? =224

Then it is not so hard to see that the map

[Z] : (Jf,y) = (_'T7iy)

is an isogeny from F to itself. It is however not a multiplication-by-m map. This follows from the fact that
[i] o [i] = [—1] thus if [i] = [m] for some integer m € Z, then [—1] = [m] o [m] = [m?] and this is impossible.
Thus E has complex multiplication. Also clearly the isogeny [i] is defined over K if and only if ¢ € K. This
example thus shows that even if F is defined over K, it is possible that Endg (F) is strictly smaller than
End(E).

2.5 The Frobenius Morphism

It is hard to overestimate the importance of the Frobenius morphism when studying elliptic curves over finite
fields. In this section the Frobenius morphism will be defined and some of its basic properties will be given.

For the rest of this section it will be assumed that p is a prime and ¢ = p” for some positive integer
r. Assume that char(K) = p. For any polynomial f € K[X] let (9 be the polynomial obtained from
f by raising each coefficient to the ¢'" power. If now C/K is any curve, then C’(q)/ K is the curve whose
homogeneous ideal is given by

I(CD) = (f 9| f € I(C)).
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The ¢*" Frobenius morphism is the morphism ¢ : C' — C(9) given by

o zoy .. xn) = [2d, . 2l (2.8)

To see that ¢ actually maps C into C?)| take any point P := [zo,...,2,] € C and an element f of I(C).
Then the following calculation suffices:

FDp(P) = fOf, ..., 2%)
= (f(zo,...,xp))? since char(K) = p,
=0 since f(P) = 0.

Remark that the Frobenius morphism is only defined if the field K has characteristic p. The following
two propositions give some basic, but important, properties of the Frobenius morphism:

Proposition 2.5.1. Let C/K be a curve with char(K) = p and let ¢ : C — C9 be the ¢ Frobenius
morphism, then

e ¢ is purely inseparable,
e its degree equals deg (¢) = q.

Proposition 2.5.2. Let i : C1 — Cy be a morphism of curves defined over a field of characteristic p > 0.
Then v factors as

C1 25 Ol 2 0,
where ¢ = deg; (1), the morphism X is separable and ¢ denotes the ¢ Frobenius morphism.

Example 2.5.3. Let K := F, and C/K be a curve defined over the finite field F,. It is a well known
fact that x € F, satisfies 9 = z if and only if x € F,. [50, App. C] This fact has two very important
consequences:

1. Since the ideal I(C) can be generated by some polynomials ( f;);<, with coefficients in F, (which means
that fl-(q) = fi), it is clear that C(@ = (.

2. If P = [xo,...,2y] € C, then ¢(P) = P if and only if z; € F, for all 0 < i < n. This means that
C(Fy) = ker ([1] = ¢).

From now on the map [1] — ¢ will simply be denoted by 1 — . If C is an elliptic curve (called E), then
the map 1 — ¢ is an endomorphism of £ and

#E(Fy) = deg(1— ).

This statement follows from theorem 2.4.6 and the fact that 1 — ¢ is separable. The rest of this section will
be devoted to the deduction of the separability of 1 — ¢.

Proposition 2.5.4. Let 4 and Es be elliptic curves given by Weierstrass equations and let w be the invariant
differential on Es. If furthermore f,qg: E1 — Es5 are two isogenies, then

(f+9)w=fwtgw

For this proposition the translation invariance of the invariant differential (2.2.5) is crucial. With induc-
tion on m the following follows naturally from this proposition.

Corollary 2.5.5. Let E be an elliptic curve given by a Weierstrass equation and let w be the invariant
differential associated to the Weierstrass equation. Let also m € Z. Then the following equality holds:

[m]*w = mw.
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With help of this result it is now possible to proof that the map 1 — ¢ is separable. Actually, a stronger
result will be proven:

Corollary 2.5.6. Let E/F, be an elliptic curve given by a Weierstrass equation. (Recall that ¢ was assumed
to be a prime power p".) Let furthermore ¢ : E — E be the ¢ Frobenius morphism and m,n € Z. Then
the map

m+np: E—FE

is separable if and only if ptm.

Proof. Let w be the invariant differential. From 2.4.7 it follows that a morphism ¢ : E — FE is inseparable
if and only if ¢*w = 0. Thus, since ¢ is inseparable, (2.5.1) ¢*w = 0 which means that:

(m +np)*w = [m]"w +([n]" 0 p")w = mw.

And the desired result follows from the remark that mw = 0 if and only if p | m. O

2.6 The Dual Isogeny

If E is an elliptic curve and m € Z a positive integer, then the m-torsion subgroup E[m] has a very specific
structure. In order to find this structure it is useful to develop the notion of the dual isogeny to a given
isogeny f. It is possible to concretely construct this dual isogeny if f is given. However that will not be
done here. I will be content with formulating the definition and stating its most important properties.

Proposition 2.6.1. Let f : By — Ey be a non constant isogeny of elliptic curves of degree m. Then there
exists a unique isogeny f : Es — Fq such that

fof=Im

Definition 2.6.2. Let f : By — E» be an isogeny of elliptic curves. Then the dual isogeny to f is the
isogeny f given in 2.6.1.

Remark 2.6.3. Two elliptic curves were called isogenous if there exists an isogeny between them. It is clear
that being isogenous is a reflexive and transitive relation on elliptic curves by considering the isogeny [1]
and composition of isogenies respectively. Proposition 2.6.1 now ensures that this relation is also symmetric.
Thus being isogenous is actually an equivalence relation on elliptic curves.

Example 2.6.4. Just as in example 2.4.12 let char(K) # 2 and let E/K be given by E : y? = a3 + 2.
Furthermore let ¢« € K be a primitive fourth root of unity and let

[i] : E— E Dbedefined by [i]: (z,y) — (—z,iy).

As we have seen, [i]?> = [~1], which means that [i|* = [1]. Hence we are dealing with an isomorphism with
inverse [i]~! = [i]>. This implies that deg ([i]) = 1. The dual isogeny to [i] is thus given by

~

7’] = [2]3 : (xvy) = (—LL', _iy)‘

The following theorem states the most important properties of the dual isogeny.
Theorem 2.6.5. Let f: E1 — E5 be an isogeny of elliptic curves and let f : By — Fy be its dual.

1. Let m = deg (f). Then fo f=[m] on Ey and f o [m] on Es.

—

f=
2. Let g : E5 — E3 be another isogeny. Then go f = fo g.

— A~

3. Let h : E1 — Es be another isogeny. Then f +h = f + h.
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4. Suppose m € Z, then [/n;] = [m] and deg ([m]) = m2.

9. deg(f) = deg (f).

6. f=f.

The fact that deg ([m]) = m? is very important. It induces the following beautiful result:
Corollary 2.6.6. Let E/K be an elliptic curve and 0 £ m € Z.

o If either char(K) =0 or char(K) =p > 0 and p{m, then

E[m] 2 Z/mZ x Z/mZ.

e [f char(K) = p > 0, then one of the following is true:

— Ep"] ={0} forallr=1,2,....
- Ep'|=Z/p"Z  forallr=1,2,....
The only case in which the group structure of the [m]-torsion points of F is not yet known, is when

char(K) = p > 0 such that p | m but m is not a power of p. However in this case corollary 2.6.6 can still be
used to determine the group structure of E[m]:

Lemma 2.6.7. Let E/K be an elliptic curve with char(K) = p > 0 and let m = p°n for e > 0 such that
ptn. Then
E[m] & E[p°] x E[n].

Proof. Define the map
¥ E[p°] x E[n] = E[m],
(P,Q)—~ P+Q.
This map obviously lands in E[m]. I will show that this map is a bijection of abelian groups.

e The map 1) is injective; Suppose P, P’ € E[p°] and Q, Q" € E[n] are chosen such that P+Q = P+ Q’.
Then P— P’ = Q' — Q. Remark that the order of this points divides p®, since P— P’ € E[p°]. Similarly
the order of Q' — @ divides n. Thus, since ged(n,p®) = 1, it follows directly that P — P = O and

Q-Q=0.

e The map 1 is surjective; Suppose that R € E[m]. The order of R (denoted o) divides m. This means
that there are three possibilities for the order: either o = m, o | p® or o | n. (This follows from the fact
that ged(p®,n) = 1.) If o | p© or o | n, then R = ¥(R,O), R = ¢¥(0, R) respectively and we are done.
So suppose that R has order m. Remark that [n]R € E[p®] and [p¢|R € E[n]. So choose integers «,
such that an 4+ Bp°® = 1, then

R =[]R = [an + fp|R = [an]R + [Bp°| R = ¢([an] R, [p°] R).

This section will end with one last example:

Example 2.6.8. Let E/F, be an elliptic curve defined over a finite field of characteristic p > 0 and let
¢ denote the ¢*® Frobenius morphism. In this example I will give its dual ¢. This dual is called the
Verschiebung. In theorem 3.1.4 will be shown that the Frobenius morphism satisfies

©* — [tle + [q] = [0],

for a unique integer ¢, that is computed in René Schoof’s algorithm of chapter 4. Thus the Verschiebung
equals ¢ = [t] — .
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2.7 The Tate Module

Let E/K be an elliptic curve and m > 2 an integer prime to char(K) if char(X) > 0. Then corollary 2.6.6
shows that
E[m] =2 Z/mZ x Z/mZ.

Remark that if ¢ : E — E is an isogeny, then it induces a homomorphism ¢ : E[m] — E[m] since for all
P € E[m)] the following equality holds

[ml¢(P) = ¢([m]P) = $(0) = O.

Let Ms(Z/mZ) denote the ring of 2 x 2 matrices over Z/mZ. Then, choosing generators for the rank two
Z/mZ-module, E[m], we obtain a homomorphism

End(E) — M2(Z/mZ)
However it is in general easier to deal with representations whose matrices have coefficients in a ring of
characteristic 0. For this reason these mod m representations will be ‘glued’ together for various m in order

to create a characteristic O representation. This construction mimics the construction of the ¢-adic integers
Zy.

Remark 2.7.1. Let ¢ be a prime number. The group of /-adic integers, Z, is obtained by taking the inverse
limit over all n > 1 of the finite groups Z/¢"Z:

Zy = lim Z/("Z.

This inverse limit is taken with respect to the natural maps Z/¢"+17Z N Z/¢"7Z. This ring has characteristic
0 and even turns out to be an integral domain.

Definition 2.7.2. Let E be an elliptic curve and let ¢ € Z be a prime number. The ¢-adic Tate module of
FE is the group

T,(E) := Jm E[f"] with respect to the maps FE[("T!] 1, E["].

Now the following proposition becomes almost trivial:

Proposition 2.7.3. Let E/K be an elliptic curve and let £ be a prime number. The £-adic Tate module has
the following structure:

o If 0+ char(K), then Ty(E) = Zy X Zy.
e If0 < p = char(K), then the p-adic Tate module is isomorphic to {0} or Z,.

Convention. From now on ¢ will always denote a prime number that is different from the characteristic of
K.

As was stated in the beginning of this section an isogeny f : F1 — Es induces maps f : Eq[I"] — E3[l"].
Hence it induces a Z,-linear map
fg : Tg(El) — T[(EQ). (29)
Thus we obtain a natural homomorphism
HOHl(El, EQ) — IlOHl(T[(E'l)7 Tg(Ez))
Furthermore, if £y = E5 = F, then the map
End(E) — End(T}(E))

is even a homomorphism of rings. These maps are actually injective. If f : E — E is an isogeny of elliptic
curves and a Zg-basis for T;(E) is chosen, then the map

f — fg S MQ(TE(E))

is the promised homomorphism from End(F) to the ring of of 2 x 2 matrices with coefficients in a ring of
characteristic 0.
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2.8 The Weil Pairing

In this section the Weil pairing will be defined and its most important properties will be given. The Weil
pairing will play an important role in an attack on the ECDLP for elliptic curves, which satisfy certain
properties. (See chapter 7.)

Definition 2.8.1. Let K be a field and m > 2 an integer. Recall that the multiplicative group of (the units
of) K is denoted K*. The group of m'" roots of unity in K* is denoted by p,,. If £ is a prime, then, just
as with the f-adic integers, the f-adic Tate module of K* is the group:

Ty(K*) := l&n o with respect to the maps  pryni1 -4 Wy
n

The Weil pairing is a map
em : E[m] x E[m] — u,,

with some very nice properties. To define the Weil pairing, first two other definitions are required.

Definition 2.8.2. Let C be an algebraic curve and let D = Y np(P) € Div(C) be a divisor on C. Then
the support of D is the set of points P of C such that np # 0.

If now furthermore f € K(C)* is any rational function such that div(f) and D have disjoint supports,
then the following definition makes sense:

Definition 2.8.3. Let C be an algebraic curve, D = Y np(P) € Div(C) be a divisor on C' and let f € K(C)*
be a rational function such that div(f) and D have disjoint supports. Then the evaluation of f at D can be
defined by

F0) =TT £y
pecC
Thus now let (E,O) be an elliptic curve. We want to define the Weil pairing e,,(S,T) for two points
S, T € E[m]. To do this, first choose divisors Dg, Dy € Div’(E) such that Dg ~ (S) — (O) and Dp ~
(T')—(0). (Remark that in section 2.1 was shown that this property is equivalent to the fact that o(Dg) = S
and o(Dr) = T.) Furthermore Dg and Dyp are assumed to have disjoint support. From the fact that
S,T € E[m] follows that there are functions fs, fr € K(FE) satisfying

diV(fs) = mDS and le(fT) = mDT.

The existence of these functions will not be proven here. Instead these functions fg and fr will be explicitly
constructed in section 7.2. Now we are ready to define the Weil pairing for the points S and 7"

Definition 2.8.4. Let E be an elliptic curve and S,T € E[m|. Let furthermore Dg, Dr, fs and fr satisfy
the conditions as described above, then the Weil pairing e,,(S,T) is defined by

__ Js(Dr)
em(S,T) = fr(Ds)

Remark 2.8.5. There are several equivalent definitions of the Weil pairing. The definition as has been
given here however has the advantage that it allows for efficient computation of the the value of e, (S, T). In
section 7.2 I will show how this is done. Also at this point it is not clear that the definition is well defined,
i.e., the value of e,,(S,T) might depend on the choice of Dg, D7, fs and fr. The fact that it is well defined,
can be proven with help of Weil’s reciprocity law. For a proof of this theorem I refer to [34].

Theorem 2.8.6. (Weil’s reciprocity law) Let C/K be an algebraic curve and let f,g € K(E) be two
rational functions such that div(f) and div(g) have disjoint support. Then

f(din(g)) = g(div(f)).
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I promised that this Weil pairing has some very nice properties. A lot of these are given in the following
proposition:

Proposition 2.8.7. Let E/K be an elliptic curve and suppose m € Z satisfies char(K) t m. Let furthermore
S, 81,82, T,T1,T> all be points of Elm]. Then the following properties hold for the Weil pairing e, :

1. It is bilinear:

em(Sl + SQ7T) = em(Sl7T)em(SQ7T)7
€m(S, T1 -+ TQ) = €m(5, Tl)em(S, Tg)

2. It is alternating:
em(T,T) = 1.

3. It is nondegenerate:
if em(S,T) =1 for all S € E[m], then T = O.

4. It is compatible:

emyma (S, T) = em, ([m2]S,T) for all S € E[mims] and T € E[m,].

5. It is surjective:

th

there exists points S,T € E[m] such that e,,(S,T) is a primitive m" root of unity.

Note that (1) and (2) directly imply that
6m(Sv T) = em(T7 S)il
for all S,T € E[m].

Remark 2.8.8. In fact, it is true that if E is defined over a field K and E[m| C E(K), then e,,(S,T) € K*
for all S,T € E[m]. Thus from the surjectivity of the Weil pairing follows that, if E[m] C E(K), then
P © K7

Furthermore the Weil pairing also has the following nice property regarding dual isogenies:

Proposition 2.8.9. Let f : E1 — E5 be a homomorphism of elliptic curves and let f : Ey — FEq be its dual.
Then for all m-torsion points S € E1[m] and T € E3[m] the following equality holds:

em (F(S),T) = en(S, f(T)).

In words this proposition says that f and f are adjoint with respect to the Weil pairing. Just as in section
2.7, let £ be a prime different from char(K). Then it is possible to combine the pairings egn : E[¢"] x E[("] —
pen for n > 1 in order to create an ¢-adic Weil pairing on the Tate module:

e Tg(E) X Tg(E) — T((k*>
This pairing retains a lot of the given properties of the Weil pairing:

Proposition 2.8.10. Let E be an elliptic curve, then the (-adic Weil pairing e : Ty(E) x Ty(E) — To(K*)
is bilinear, alternating and nondegenerate. If E1/K and Ey/K are elliptic curves and f : Ey — E5 is a

homomorphism, then f and its dual f are adjoint with respect to this pairing, i.e., let f; be the induced map
on the Tate module, then e(fi(S),T) = e(S, fe(T)) for all S € Ty(E1) and T € Ty(Ez).
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The following proposition will play an important role in this paper. Since it is a nice example of how the
WEeil pairing can be used to derive certain results, the proof wil actually be given here.

Proposition 2.8.11. Let E be an elliptic curve and f € End(E). Furthermore let f; be the induced map
on the Tate module (2.9), then

det (f¢) =deg(f) and tr(fe)=1+deg(f)—deg(1—7f).

Proof. Let {v1,v2} be a Zy-basis for Ty(F) and write fy as a 2 X 2 matrix with respect to this basis:

a b
fe= < d> ;
thus fy(v1) = avy + bvg and fy(ve) = cvy + dvg. Then, using the established properties of the Weil pairing,
the following computation can be made:

e(vy,vg)de8) = e([deg( o1, v2) bilinearity of e,
= e( o fev1,v2) 2.6.1,
= e(fov1, feva) 2.8.10 and 2.6.5 (6),
= e(avy + busg, cvy + dvg)
= e(vy,vy)2470¢ since e is bilinear and alternating,
— 6(017@2)det(fe)

So deg (f) = det (f¢) by the non-degeneracy of e. The equality
tr(A) =1+ det (4) —det (I — A)
is actually true for any 2 x 2 matrix A. This is a trivial calculation. O

The reason that this proposition is so important is the fact that, as stated in section 2.5, for an elliptic
curve defined over a finite field E/F, the equality #E(F,) = deg (1 — ¢) holds where ¢ is the ¢*® Frobenius
morphism. Thus the f-adic representation ¢, of the Frobenius morphism can help calculating the points of
the elliptic curve. This will be done in 3.1.4.

2.9 The Endomorphism Ring

Let E/K be an elliptic curve. As was mentioned in section 2.4 the curve is said to have complex multiplication
if the homomorphism
[]:Z — End(E)

is not surjective. If this is not the case, then the endomorphism ring turns out to be an order in some
(not necessarily commutative) Q-algebra. In order to give the structure of the endomorphism ring, first the
following definitions are required.

Definition 2.9.1. Let K be a Q-algebra that is finitely generated over Q. An order R of K is a subring of
K that is finitely generated as a Z-module and which satisfies R ® Q = K.

Definition 2.9.2. Important examples of finitely generated Q-algebras are imaginary quadratic fields, i.e.,

fields KC of the form
K =Q[vm] =Q& vmQ

where m is a negative square free integer.
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Example 2.9.3. Let K = Q[\/m] be an imaginary quadratic field. Its ring of integers Ok is defined as
follows:
Ok :Z[a] =7 ol

where
% if m =1 (mod 4)

vm o ifm =23 (mod 4)

The orders of K turn out to be exactly all rings of the form Z + fOx for integers f > 1. For more
information about imaginary quadratic fields and algebraic number fields in general I refer to the book ‘A
Classical Introduction to Modern Number Theory’ by K. Ireland and M. Rosen. [21]

Another example of a finitely generated Q-algebra is a quaternion algebra.

Definition 2.9.4. A quaternion algebra is a Q-algebra IC of the form
K =Q+aQ+ 5Q +afQ
where a and [ satisfy the following:
a?, 3% €Q, a? <0, 82 <0 and Ba = —apf.

Remark that quaternion algebras are not commutative, while imaginary quadratic fields are. Now the
necessary definitions have been given and the following theorem regarding endomorphism rings can be stated:

Theorem 2.9.5. Let E/K be an elliptic curve. Then ils endomorphism ring is either Z, an order in an
imaginary quadratic field or an order in a quaternion algebra.

Example 2.9.6. Let E/F, be an elliptic curve defined over a finite field, then the endomorphism ring is
always larger then Z. Whether it is an order in an imaginary quadratic field or an order in a quaternion
algebra, is closely related to the structure of its p-torsion points E[p]. This relation will be given in 3.3.1.

Example 2.9.7. If char(K) = 0, then End(F) turns out to be a commutative ring. This fact will simply
be stated here without proof. Thus End(E) is either Z or an order in an imaginary quadratic field.
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3 Elliptic Curves over Finite Fields

As was stated in section 1.4, an ECM (elliptic curve method) is a cryptosystem based on the discrete
logarithm problem for elliptic curves. To be more precise, the groups that are used in such systems are
the groups E(F,) where E is an elliptic curve defined over F,. In this chapter the structure of such curves
will be studied in more detail. The most important quantity associated to such a curve is its number of
rational points #FE(F,). The first section will deal with the problem of finding this quantity. After that
the general group structure of elliptic curves over finite fields will be given. This chapter will end with a
detailed description of the endomorphism ring of such elliptic curves and, in particular, the relation between
End(E) and the structure of its p-torsion subgroup E[p]. Throughout this chapter the following notation
will be used:

e ¢ is a power of a prime p.
o [, is a finite field with g elements.

e [, is an algebraic Closure of F,.

3.1 The Number of Rational Points

In this section let E/F, be an elliptic curve defined over a finite field which is given by a Weierstrass equation.
We wish to determine the number of rational points #E(F,) of this curve. Remark that each value of z
yields at most two values for y and that each elliptic curve has one base point (the point at infinity), thus
there is a trivial upper bound

#E(F) <2¢+1.

However, since a ‘randomly chosen’ quadratic equation in Fy has a 50% chance of being solvable in that field,
the number of rational elements should have order of magnitude around ¢, rather than 2¢q. Hasse’s theorem
asserts that this is indeed the case.

Theorem 3.1.1. (Hasse) Let E/F, be an elliptic curve defined over a finite field. Then

[#EF,) — (¢ + 1D <2Vq

Proof. Let ¢ : E — E be the ¢*"-power Frobenius morphism given in section 2.5. It was shown in that
section that

#E(Fq) = #ker (1 — ) =deg (1 - ).
Also we know that the Frobenius morphism has deg (¢) = ¢g. Now it can be shown that for the degree map
on End(FE) the following version of the Cauchy-Schwartz inequality is true:

|deg (¢ — ) — deg (¢) — deg (¥) | < 2¢/deg (¢)deg () Vo, € End(E).

The theorem follows immediately. For details about why this inequality is true I refer to the book of
Silverman. [45, V.1.2.] O

Hasse’s theorem gives an estimate for the number of rational points. It does however not provide an
algorithm for computing this quantity. If ¢ = p, then the Legendre symbol can be used to compute the
number of rational points.

Definition 3.1.2. Let p be an odd prime and a any integer, then the Legendre symbol is defined as follows:

=< 1 ifaisasquare (mod p)
—1 if a is not a square (mod p)

. 0 ifa=0 (mod p)
;) p

Another way of defining the Legendre symbol is by ( ) =a"7 (mod p), which lies in the set {—1,0,1}.

a
p
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Now the following proposition is trivial.

Proposition 3.1.3. Let p be an odd prime and E/F, be an elliptic curve given by a Weierstrass equation
of the form y? = 23 + asx® + asx + ag. Then the following equality holds:

4EF,) =1+ Z (1+ (m3+a2x2+a4x+a6))
0 = )

z€F, p

Note that Hasse’s theorem asserts that

Z <l‘3+a2:173+a4x+a6> N

zel, p

This proposition provides an algorithm for computing the number of p-rational points of an elliptic curve.
However this algorithm is too inefficient to be used for primes p of more than 10 digits. In chapter 4 a far
more efficient algorithm for calculating the number of rational points will be discussed. This algorithm relies
heavily on the following very important theorem.

Theorem 3.1.4. Let E/F, be an elliptic curve and let ¢ : E — E be the q""-power Frobenius morphism.
Furthermore let
t:=q+1—#E(F,).

1. Let o, 3 € C be the roots of the polynomial T —tT + q € Z[T), then a and 8 are complex conjugates,
i.e., o] = |B8] = /g, and
#E(FqW) — qn _|_ 1 _ an _ Bn

foralln > 1.

2. The Frobenius morphism satisfies
0 —tp+q=0.

Proof. Let £ be a prime different from p and let ¢, : To(E) — T;(E) be the induced map on the Tate module
(2.9), then proposition 2.8.11 yields the following:

det (pr) = deg (¢) = g,
tr(pe) =1+ deg(p) —deg(l—p)=1+q—#EF,) =t

Hence the characteristic polynomial of ¢, is
det (T — @g) = T? —tr (o) T + det (@) =T% —tT +q.

(1) From now on denote this polynomial by C(T) € Z[T]. Over C this polynomial can be factored as
C(T) = (T — a)(T — B). Note that for every rational number n/m € Q the following inequality holds:

det (m —nyy)  deg(m — nypy)

2 2 > 0.

C(m/n) = det (%1 - w) _

n n

Thus, since polynomials are continuous functions, the polynomial C(T') is nonnegative for all T € R, so now
it is clear that C(T) either has a double root or two complex roots. In both cases it follows that the roots
are each others conjugates and that |a| = |f|. From the fact that

aff = det (p¢) = deg (¢) =q

follows that

ol = 18] = V-
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Now let ™ be the (¢™)""-power Frobenius morphism for n > 1. Remark that (¢™), = (¢¢)", which from
now on will simply be denoted by ¢}. A well known theorem in linear algebra, which can be found in [18,
7.1.1], states that the trace of a matrix equals the sum of its eigenvalues. (Which in the case of ¢, are a and
B.) This means that there exist nonzero vectors u and v such that p,u = au and v = Sv. Thus now with
induction on n it is clear that pju = o"u and pjv = f"v for all n > 1. So ¢} satisfies tr (¢}) = o™ + §”.
Let then C,,(T") be the following polynomial:

Co(T) = det (T1 - })
=T —tr () T+ det (¢})
=T (a"+ BT +¢"

Thus C(T) = C1(T), and by definition of these polynomials
#EFm)=deg(1—¢")=Ch(l)=14+¢" —a" — "

(2) The Cayley-Hamilton theorem ensures that the matrix ¢y is a zero of its own characteristic polynomial,
so0 o7 —twy+q=0. And thus 2.8.11 yields

deg (¢* —tp +q) = det (7 — te +q) = det (0) = 0,
thus ¢? — te + ¢ is the zero map in End(E). O
Definition 3.1.5. The quantity t = ¢ + 1 — #E(F,) = tr (¢,) is called the trace of Frobenius.

Remark that Hasse’s theorem implies that the trace of Frobenius t satisfies

It < 2/2.

Ift, == q" +1—#E(Fy), then proposition 3.1.4 induces a linear recurrence on these quantities. This linear
recurrence will be useful later on, for example in the proof of proposition 3.3.3.

Corollary 3.1.6. Let E/F, be an elliptic curve and for eachn > 1, let t,, := q"+1—#E(Fyn). Furthermore
set tg := 2, then for all n > 0 the following holds:

tn+2 = tltn+1 - qtn

Proof. Let o, 8 be as in theorem 3.1.4. Thus t; = o’ + 8¢ for all i > 1, and a8 = ¢q. Then there are two
cases to consider:

o If n =0, then ty = a? + 3% = (a + B)? — 2a8 = t? — 2.
e If n > 1, then the following calculation suffices:
tltn+1 _ (a +B)<an+1 +Bn+1)
_ an+2 _’_5n+2 —|—Oéﬁn+1 +6an+l

=" 4 "2 L aB(a™ 4 )
- tn+2 + qtn
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3.2 The Group Structure of Elliptic Curves

In this section again E/F, is an elliptic curve over a finite field. I will determine what kind of structure the
finite group E(F,) can have. In order to do this a more general result for finite abelian groups is useful. This
is a basic group theoretical result, which will not be proven here. For more information on this theorem I
refer to [15]. Note that throughout this section C,, will denote the cyclic group of order n.

Theorem 3.2.1. Let A be a finite abelian group. Then
A2Ch ®...0C,,

for some r > 1 and integers ny ...n, such that n; | n;—1 for all i <r.

Definition 3.2.2. A finite abelian group A is said to have type (ni,...,n.) f A2 C,, & ... C,, and
n; | N;—1 for all 4 <r.

With help of this general theorem, the group structure of the rational points of E can now be given:

Proposition 3.2.3. Let E/F, be an elliptic curve. Then
E(Fg) = Cn, @ Cn,

for some integers ni, ng such that no | n1 and ny | ¢ — 1. (Remark that no can equal 1, in which case E(Fy)
is cyclic.)

Proof. Suppose E(F,) has type (n1,...,n,) and for now assume n, # 1. For all 4 < r the cyclic group Cy,
has n, elements of order dividing n,.. This means that

#EF,)[nr] = ny.

From lemma 2.6.7 it follows that E(F,)[n,| = E(F,)[p°] x E(F,)[n] where n, = p°n with e chosen such that
p1n. Thus 2.6.6 implies that

#E(F,)[nr] = #E(F)[p°] - #E(Fy)[n] < p° - n” <nf,

which means that 7 < 2. Thus now it remains to prove that ns | ¢ — 1:
We know that E(F,) = C,, @ C,,, where ng | ny. If ng = 1, there is nothing to prove. Thus assume that
ng > 1, then
#E(Fg)[ne] = #(Cn, & Cn,) = n3.

Now 2.6.6 implies that ny is actually prime to p and that E[ns] = E(Fg)[ne]. This means that the Weil
pairing (2.8.7)
eny t B(Fg)[n2] x E(Fg)[n2] — FZ

is defined and lands in F;. The surjectivity of this pairing means that there are points P,Q € E(FF,)[n2]

such that ¢ := e, (P, Q) is a primitive ni® root of unity. And thus

ny = #(€) | #F; = ¢ — 1.
O

The proof of this last proposition does not provide us with a way of determining the actual group structure
of an elliptic curve over a finite field. In section 7.3 a probabilistic polynomial time algorithm is given to
determine this structure. Just as a reminder, by Hasse’s theorem the order of the group E(F,) is ¢ + 1 — ¢,
where ¢ is called the trace of Frobenius, which satisfies |t| < 2,/q. The following lemma determines whether
or not an elliptic curve with a certain trace exists. For the proof I refer to the paper of Waterhouse [50, 4.2].
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Lemma 3.2.4. Let ¢ = p°. There exists an elliptic curve defined over Fy of order ¢ +1 —t if and only if
[t?| < 4q and one of the following holds:

e t £ 0 (mod p).

e ¢ is odd and one of the following holds:
* ¢ — ),
* 42 =9 and p = 2,
* 2 =3¢ and p = 3.

e ¢ is even and one of the following holds:
*t=0andp#1 (mod4),
* 12 =g,
*t2=qandp#1 (mod 3).

In the second and third case t = 0 (mod p). The following lemma also comes from the paper [50, 4.8] of
Waterhouse, and gives the group structure of all curves with this property. Remark that Hasse’s theorem
implies that ¢t = 0 (mod p) if and only if t? € {0, q,2q, 3¢, 4q}.

Lemma 3.2.5. Let E/F, be an elliptic curve and let #E(F,;) = g+ 1 —t such that t =0 mod p.

Suppose t? € {q,2q,3q}, then E(F,) is cyclic.

Suppose t =0 and ¢ 3 (mod 4), then E(Fy) is cyclic.

Suppose t =0 and g = 3 (mod 4), then either E(F,) is cyclic or E(Fy) = Cgq1)/2 © Ca.

Suppose t2 = 4q, then
F) Cﬁ,lgaCﬁ,l if t =2,/q,
EF,) =
C\/g.;_l © C\/a_;,_l ift = —-2,/q.

In [41, 3.7] Rene Schoof has given a result which provides necessary and sufficient conditions for E(F,) to
contain all n-torsion points E[n]. Since this theorem requires some number theoretical notions and because
this theorem will never actually be used in this paper, it will not be given here. It is however interesting to
note that such a theorem exists. This section will be concluded with one small example:

Example 3.2.6. Let p =71 and E/F, be given by
E:y? =234 Tz,

then with help of 3.1.3 its number of rational points can be calculated. It turns out that #E(F,) = 72 = p+1,
thus this curve has trace of Frobenius t = 0. Since p = 3 mod 4, the previous lemma implies that either E is
cyclic or has group structure Css @ Ca. Now it is easy to see that the the points (0,0), (8,0), (63,0) € E(F,)
all have order 2. (By equation 2.5 a point P = (x,y) has order 2 if and only if y = 0.) Thus now the
structure of E(F,) is known:

E(F71) = C36 ® Ca.
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3.3 The Endomorphism Ring

Let E/K be an elliptic curve. As was seen in 2.6.6 the group of p-torsion points is either trivial or isomorphic
to Z/pZ. Also example 2.9.6 described all possible structures for the endomorphism ring End(E). The
following theorem shows that, in the case that K is a finite field, these seemingly unrelated results are not
at all independent. For the proof I refer to the book of Silverman [45, V.3.1].

Theorem 3.3.1. Let K =T, be a field of characteristic p > 0 and let E/F, be an elliptic curve. Also for
eachr > 1 let

ESSESSE
denote the (qr)th—power Frobenius morphism and its dual.

1. The following are equivalent:

(a) The p"-torsion subgroup is trivial, i.e., E[p"] =0 for all v > 1.
(b) The morphism @" is purely inseparable for all v > 1.
(¢c) The map [p] : E — E is purely inseparable and j(E) € F2. (Here j is the j-invariant (2.2.2).)

(d) The endomorphism ring End(E) is an order in a quaternion algebra.

2. if the conditions in (1) do not hold, then E[p"]| = Z/p"Z for all v > 1 and End(E) is an order in a
quadratic tmaginary field.

Definition 3.3.2. If E satisfies the properties of (1), then E is said to be supersingular. Also this is denoted
by saying that E has Hasse invariant 0. Otherwise E is called ordinary, or E is said to have Hasse invariant
1.

It is important not to confuse the notions of supersingular and singular. In fact, a supersingular elliptic
curve is, by definition, nonsingular, since all curves are assumed to be. The notion of supersingularity comes
from the fact that for most elliptic curves over F,, its endomorphism ring is an order in a quadratic imaginary
field. When people called elliptic curves ‘supersingular’; they actually meant that these curves are ‘rare’ or
‘uncommon’.

The following proposition, which can be found in [50, 4.31], gives an important property of supersingular
elliptic curves.

Proposition 3.3.3. Let E/F, be an elliptic curve defined over a finite field and let ¢ be the ¢ Frobenius
morphism. Then E is supersingular if and only if its trace of Frobenius t satisfies t =0 (mod p). (Which is
the case if and only if #E(Fy) =1 (mod p).)

Proof. Let o and B be as in theorem 3.1.4. Thus for all n > 1 the following equality holds:
HEFm)=q¢"+1—a" —p"
If we then define ¢,, := a™ + ™, 3.1.6 gives the following relations:

tn+2 - tltn+1 - qtn7

for all n > 0.

Assume that ¢4 = ¢t = 0 (mod p). Then it is easy to see that t, = 0 (mod p) for all n > 1 using the
recurrence relation above. Hence #E(Fyn) =¢" + 1 —t, =1 (mod p). So there are no points of order p in
E(F,n) for all n > 1. This implies that there are no points of order p in E(F,), since F, = |J.2_, F4n». Hence
FE is supersingular.

Now suppose that ¢ Z 0 (mod p). The recurrence relation implies that ¢,41 =t - ¢, (mod p). Thus it
immediately follows that

H#EFm)=q¢"+1—t,=1—1t" (mod p).
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Now Fermat’s little theorem states that t?~! = 1 (mod p). Thus the order of E(F 1) is divisible by p,
hence it contains a non base point of order p. This means that E is ordinary.

For the last part of the proposition it suffices to remark that #E(F,) =¢+1—¢ =1—t (mod p), which
implies that #E(F,;) =1 (mod p) if and only if ¢t = 0 (mod p). This concludes the proof. O

Recall that lemma 3.2.5 gives the group structure of E(F,) for elliptic curves E/F, with the property
that it’s trace of Frobenius is zero (mod p). Thus, by the proposition above, this lemma gives the group
structure of the rational points of all supersingular curves.

Corollary 3.3.4. Let p > 5 and E/F, be an elliptic curve defined over F,. Then E is supersingular if and
only if the trace of Frobenius t equals 0.

Proof. If t = 0, then it was just proven that E is supersingular. Suppose now that ¢ = 0 (mod p), (Ie. E is
supersingular) but ¢ # 0. Then p < [t| and thus by Hasse’s theorem p < 2,/p. This implies that p < 4. [

One advantage of supersingular curves is that integer multiplication on such curves can be computed more
efficiently. Suppose for example that E/F, is a supersingular curve defined over a finite field with p > 5
elements and given by a Weierstrass equation. (Usually in cryptography p is chosen to be rather large.) Thus
#E(F,) = p+1. Let furthermore ¢ be the p*"- power Frobenius morphism. Then theorem 3.1.4 asserts that
[p] = —¢?: (z,9) — (:cp2, fyp2). Thus, since taking ¢*® powers in finite fields of characteristic p can be done
fast (for example using the method of [49, App.C]), multiplication by p can be computed very efficiently.
This can be used to calculate [m|P for any positive integer m using its p-ary expansion. Remark that here
P € E, i.e., it is not necessarily an element of E(F,).

Algorithm 5 Point Multiplication: p-ary method.

Input: A point P = (z,y) € E/F, such that #E(F,) = p+ 1, an integer m = Z?:o m;p.
Output: The point Q = [m]P.

1: P+ P

2: fori=2top—1do

3: P+~ P_14+P (thus P, = [Z}P)
4: end for

5. Q «+ O

6: for j =k to0 by —1 do

TQ= ()« @, —y") = Pl
8 Q<+ Q+ Py,

9: end for

10: return @

The fact that supersingular curves allow for fast group operations, suggests that they might be useful in
cryptography. However in chapter 7 a subexponential attack on the DLP for supersingular elliptic curves
will be given. As a result supersingular elliptic curves are in general never used in cryptography.

3.4 Determining the Hasse Invariant

If E/F, is an elliptic curve defined over a finite field, then it is useful to know whether the curve is super-
singular or ordinary. Theorem 3.3.1 together with 2.2.6 imply that up to isomorphism there are only finitly
many supersingular curves, since j(E) € Fp.

Remark 3.4.1. If p = 2 it turns out that up to isomorphism there is only one supersingular curve E over
F5. Namely, the curve given by the following Weierstrass equation:

By’ +y=2a>

This result is not too hard to prove using some basic theory of elliptic curves defined over fields of charac-
teristic 2. The interested reader might find more on this subject in [10, 1.7].
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If p > 2, then the supersingularity of an elliptic curve can also be checked fast. This can be done with
help of the following theorem:

Theorem 3.4.2. Let F, be a finite field of odd characteristic p. Let E/F, be an elliptic curve given by a
Weierstrass equation

E:y® = f(2)

where f(z) € Fylz] is a cubic polynomial with distinct roots in IF‘q, Then E is supersingular if and only if
the coefficient of 2P~ in the polynomial f(x)P=1/2 is zero.

For the proof I refer to [45, V.4.1].

Corollary 3.4.3. Let p be an odd prime and m = (p — 1)/2. Define the following polynomial

m m 2 )
Hy(T) =) (l> T

i=0

Let furthermore A € F,, be unequal to 0 or 1, then the elliptic curve Ey given by

Ey:y?=z(x—1)(z -\
is supersingular if and only if H,(\) = 0.

Proof. This corollary is just a special case of theorem 3.4.2. We are searching for the coefficient of zP~! in
the polynomial (z(z — 1)(x — A))™. This is the coefficient of 2™ in the polynomial (x — 1)™(z — \)™, which

equals
S m m—i [T i
£ Yo ()
=0
This differs from H,(A) by a factor of (—1)™. O

The reason that this corollary is particularly useful is that every elliptic curve over a field K with
char(K') # 2 can be written in this form, as will now be shown.

Definition 3.4.4. A Weierstrass equation is in Legendre form if it can be written as
v =x(x —1)(z — \).

An elliptic curve is said to be in Legendre form is it is given by a Weierstrass equation in Legendre form.
Obviously such an elliptic curve is defined over K if and only if A € K.

Proposition 3.4.5. Assume char(K) # 2 and let E/K be an elliptic curve defined over K. Then E is
isomorphic (over K) to an elliptic curve in Legendre form:

Ey:y?=z(x—1)(z -\
where A € K is not equal to 0 or 1.
Proof. Since char(K) # 2 the curve can be given by a Weierstrass equation of the form
E 1 y? = 423 4 byx® + 2byx + bg.

(See section 2.2.) Thus if (z,y) is replaced by (x,2y) this equation can be written in the form

y* = (z—e)(r —ex)(z — e3)
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for some e; € K. For this equation, the discriminant becomes 0 # A = 16(e; — e2)?(e; — e3)%(ea — e3)2.

Thus all three e;’s are distinct. Now the substitution
r=(eg—e)r' +e;, y=(ea— 61)3/23/
gives an equation in Legendre form with

€3 — €1

=i

0,1#\=

€2 — €1

Remark 3.4.6. If £ = FE) is an elliptic curve in Legendre form, its j-invariant is

(A2 —X+1)3

.](E)\) =2° )\2(}\_ 1)2

Example 3.4.7. Let p > 5 be a prime and let E/F, be given by the Weierstrass equation
E:y?=a2341.

We want to know for which primes this elliptic curve is supersingular. Obviously if p = 2 (mod 3), then
there is no 2P~! term in the polynomial (2% 4+ 1)®~1/2. Thus in this case E is supersingular. If on the other
(p—1)/2

hand p = 1 (mod 3), then the coefficient of 2P~! equals (
mod ) (- 1)/3

). Since this is non zero modulo p, the

curve FE is ordinary.

Example 3.4.8. Let p = 17. We are interested in the number of supersingular curves (up to isomorphism)
defined over F,- for » > 1. Calculate

Hy7(T) := T8 + 1377 + 2T° 4 8T° + 4T* + 8T3 + 272 + 13T + 1.

This polynomial turns out to have no roots in F;7, which means that there are no supersingular curves
defined over F17. However this polynomial does have roots in the field extension

Fi72 == Fi7[z]/(z? + 3).
The roots of Hy7 in this field are the elements
Ae{z+8x+92+10,82+9,92+9,—2x+8,—x+9,—x+ 10}.

Thus in fact all roots of Hy7(T) € Fi7[T] lie in Fi72. Thus all supersingular elliptic curves over Fi; are
isomorphic to an elliptic curve E) for a A in the list above. Calculating the j-invariant reveals that these
curves only lie in 2 isomorphism classes. Thus up to isomorphism there are only 2 supersingular curves.

Just as in this example, the polynomial H,(T) can be used to determine the number of supersingular
curves over [Fy up to isomorphism.

Proposition 3.4.9. The polynomial H,(T) has distinct roots in Fq. If p = 3, then there is only one
supersingular curve over F,,. Forp > 5, the number of supersingular elliptic curves over I, up to isomorphism

is »
IR
where €, =0,1,1,2 if p=1,5,7,11 (mod 12) respectively.

The proof of this proposition is given in [45, V.4.1].
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4 Schoof’s Algorithm

Throughout this chapter E/F, is an elliptic curve defined over a finite field of characteristic p > 5, given by
by a Weierstrass equation of the form

E:Y?=X3+ AX + B.

Schoof’s algorithm is a deterministic algorithm that computes the number of rational points #E(F,). Recall

that 3.1.3 told us that 5.4 B
x° + Ax +
#E[F,) =1+ E (1 + <p>) .

z€F,

Schoof’s algorithm computes this number using O(log®(¢)loglog¢) elementary operations. Thus it is a
polynomial time (in logp) algorithm , which means that it is much faster then straightforward computing
this sum. In the first section the general outline of the algorithm will be given and the division polynomials
will be defined. In section 2 the algorithm will be described in more detail. The observant reader might
notice that the results in this section differ from the results in René Schoof’s original article [40]. This is
due to the fact that this article contained some minor errors, that have been corrected. In the last section
the time complexity will be derived. Also I have implemented the algorithm in order to experimentally
determine the time it needs calculate the number of rational point of an elliptic curve. As René Schoof has
already noticed in his paper, the algorithm is not very useful in practice. There are, however, a couple of
nice practical improvements on the algorithm given by A.O.L. Atkin and N.D. Elkies. These improvements
will not be given in this paper, for the interested reader I refer to [39].

4.1 General Description and the Division Polynomials

Theorem 3.1.4 stated that the ¢**-power Frobenius morphism ¢ : (z,y) + (29,y9) satisfies a relation of the
form

¢ —tp+q=0
for a unique t € Z. This ¢ is called the trace of Frobenius which satisfies

#EF,) =q+1—t and [t] < 2/4q.

Thus, to determine the number of rational points, it suffices to determine the trace mod L for some L > 4,/q.
So if the trace can be determined mod ¢ for several prime numbers ¢ such that the product of these exceeds
4,/q, then the trace can be determined with help of the Chinese remainder theorem. The following remark
shows how the trace mod ¢ can be found.

Remark 4.1.1. Let £ be a prime different from 2 and p, and let ¢, : E[¢] — E[¢] be the induced map of the
Frobenius morphism on the subgroup of ¢-torsion points. Then the following relation holds on E[]:

02 —tpy+q=0.

If on the other hand ¢2 — 7, + ¢ = 0 on E[{] for some integer 7, then (7 — t)p,P = 0 for all P € E[{].
Remark that, since ¢ is purely inseparable (2.5.1), from 2.4.6 follows that

#{P € E|p(P) =0} =deg, (p) =1,

S0 ¢y is not the zero morphism. Thus the fact that (7 — ¢)p,P = [0] on E[{], implies that ¢t = 7 (mod ¢).
So to determine ¢ (mod ¢), it suffices to check for which 7 € {0,1,...,¢ — 1} the relation ¢? — 7o, +¢=10
holds on E[/].

Thus we need a fast way to check the equality ¢ +q = T7p,. This is done with help of the division
polynomials. The rest of this section will be devoted to giving the definition and stating the most important
properties of these polynomials. For the proofs I refer to the book of Lang [30]. In section 4.2 I will give
a detailed description of how these division polynomials are actually used to find the integer 7 such that
02 +q =Ty on E[l].
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Definition 4.1.2. The n'" division polynomial is denoted by v, (X,Y) € F,[X,Y] for n > —1. These are
defined inductively as follows:

o Y 1(X,)Y)=—1, ¢(X,Y)=0, 1 (X,Y)=1, 9(X,Y)=2Y,

o 3(X,Y) =3X*+6AX?+12BX — A%

o py(X,Y) =4Y (X% +5AX* + 20BX3 — 542X2 — 4ABX — 8B? — A3),
o Yo (X,Y) = Un(Yngothp | — Yn2t¥p} 1)/2Y  (n>3),

o Yont1(X,Y) = Yntoty — Ui n—1 (0> 2).

The main application of the n'" division polynomial v, is that it helps to determine whether point on
the elliptic curve is an n-torsion point or not.

Proposition 4.1.3. Let P = (z,y) € E(F,) be such that P ¢ E[2] and let n > 3, then
nP=0 < ¢,(z,y) =0.
Note that equation 2.5 of section 2.3 implies that a point P = (z,y) € E also satisfies
PeE2 & y=0 <& sx,y)=0.
The division polynomials can also be used for integer multiplication on F.

Theorem 4.1.4. Let P = (z,y) € E(F,) and n > 1 such that [n]P # O, then

wn— wn wn 7/}%— 711[}71— 7/}%
= (o Bomtbons Sty ~beostin)

Here I have abused notation a little, with 1; I mean ¥;(x,y), thus the evaluation of 1; at the point P.

This is a very important relation that will frequently be used in Schoof’s algorithm. The polynomials
Yn(X,Y) on E can be simplified by eliminating the Y2-terms using the relation of E:

Y?= X+ AX +B. (4.1)

The resulting polynomials ¢7,(X,Y) turn out to lie in either Fy[X], if n is odd, or YF,[X], if n is even. Thus
now the following definition makes sense:

Definition 4.1.5. Define the polynomials f,,(X) € F,[X] for n > —1 by the relation

_ ) (X)Y) if n is odd,
folX) = { YL(X,Y)/Y if nis even.

These polynomials are called the reduced division polynomials.
These polynomials lie in F,[X].

Remark 4.1.6. Using the recursive definition of 4,,(X,Y) it is an easy exercise to deduce that

if n is odd and p 1 n,
deg (fn) =

if n is even and p { n.

Also 4.1.3 immediately implies the following:
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Corollary 4.1.7. Let P = (x,y) € E(F,) be such that P ¢ E[2] and let n > 3, then
MP=0 < f,(z)=0.

For efficiency reasons, Schoof’s algorithm will only make use of the reduced division polynomials f;(X).
Because of this, it is useful to inductively define the polynomials f; without first having to define the
polynomials ;(X,Y"). This is done in the following lemma:

Lemma 4.1.8. The reduced division polynomials satisfy the following recursive relation:
o fa(X)=-1 [fo(X)=0, fi(X)=1, [fo(X)=2,
o f3(X)=3X*+6AX?%+12BX — A2,
o f1(X)=4(X®+5AX*+20BX3 —542X?% — 4ABX — 8B% — A3),

. f2n(X) _ fn(fn+2f72lfl2_ fn72f3+1) (n > 3)’
(X3 4+ AX + B)? fryaf2 — 21 fao1 if n is even,

* fon+1(X) = (n>2).
foiaf2 — (X3 4+ AX + B)?f3, fac1 ifn is odd,

The very basic version of Schoof’s algorithm is the following:

Algorithm 6 Basic Schoof Algorithm.

Input: An elliptic curve E/F, defined over a finite field and given by a Weierstrass equation
of the form Y2 = X3 + AX + B.

Output: #E(F,).

1: N« 4./, S+ 0

2: create a set of primes K := {3,5, ..., max}, NOt containing p, such that L := HZGKE >N
3: create the set of reduced division polynomials {f_1, fo,. .., fe,..+1}

4: for / € K do

5. check with help of the reduced division polynomials for which 7 € {0,...,¢— 1}

the equality »? 4+ ¢ = 7, holds on E[/]

6: if 7 +q= Ty, on E[(] then
7: S+ Su{(r,0)}

8: end if

9: end for

10: retrieve t from S using Chinese remainder algorithm
11: return g+ 1—t¢

4.2 Detailed Description of the Algorithm

In algorithm 6 the outline of Schoof’s algorithm was given. The only step that was not specified in this
algorithm is how for some given prime ¢ the unique integer 7 € {0,...,¢ — 1}, satisfying

i +q="Tp; (4.2)

on all of E[{], is determined. The details of how this 7 is determined will be given in this section. For the
rest of this section, the following conventions will be used.

Convention. 1. The integer ¢ is a prime unequal to 2 or p.

2. The integer k € {1,...,¢ — 1} is the unique integer satisfying k& = ¢ (mod £).
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3. S(X)=X3+AX + B.
Remark that, since the equality w% + g = 7y is to be checked on E[¢], it suffices to check the equality
QD% + k= TPy

Obviously, using 4.1.4, this equality holds for some 7 if and only if for each point P = (z,y) € E[{] the
following equality holds:

(xq2 yq2) n <x k14 Vi) — 1/’k2¢/%+1)

i Ay,
0 if 7=0 (mod ¢), (4.3)
q 2 _ 2\ ¢
- (mq - (wT_;lng—H) ’ <¢T+2w7_iy¢37_2¢7+1) > otherwise.

Here again I mean the evaluation of the given polynomials at the point P = (z,y). The first step in
this algorithm is determining whether a nonzero point P = (z,y) in E[{] exists for which ¢?P = [£k]|P.
Thus it suffices to compare the X-coordinates of ¢,P and [k]P. So we need to check whether for some
P = (z,y) € E[{] the following holds:

2 k14 (z.1),

9 ==x
U7

or, using the reduced division polynomials f;(x):

_ Je=1(@) ey (@)

2 T S(x)f,f(m) if £ is even,
z? =
S(@) fr—1() fogr(z) ...
T — f;f(x) if k is odd.

Remark that the denominator does not vanish on E[f]. If the denominators are eliminated, then 2P = [+k]P
if and only if
(xq2 —2)S(2) fE(x) + fr1(z) fer1(x) =0 if k is even,

(27 — z) fE(z) + S(z) fe—1(x) frs1(z) = 0 if k is odd.
Thus we can test whether a point like P exists in E[f] by computing

ged ((Xq2 = X)S(X) (X)) + fro1(X) frs1(X), fe(X)) if k is even, s
4.4
ged (X7 = X) f2(X) + S(X) fr1(X) fur1(X), fo(X)) if k is odd.

It is very important in the calculation of this gcd that the polynomials are considered to be polynomials
over the algebraically closed field IF‘q, even though their coeflicients are actually elements of F,. Also, since
the first polynomials of these gcd’s are rather large, it is more efficient to compute these polynomials in the
quotient ring F,[X]/(f¢(X)). (This ensures that the polynomials have degree < deg (f¢(X)) while it has no
impact on the outcome of the ged.) If this ged # 1, then there exists a nonzero point P € E[¢] such that
cp%P = [4q|P. This case will be discussed in subsection 4.2.1. If on the other hand the ged does equal 1,
then 7 # 0. This case will be discussed in subsection 4.2.2.
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4.2.1 Casel

This is the case where there exists a nonzero point P € E[{] for which pZP = [£¢]P. Thus there are two
possibilities:

o If p2P =[] P for some nonzero P € E[{], then equation 4.2 implies that
2q
(2¢ —tpe)P =0 and ¢,P = - P.

(It is clear that in this case t # 0 (mod ) since ¢ # 2,p.) Thus t? = 4¢ (mod ¢), which implies that ¢
is a square (mod /).

o If p2P = [—q|P for some nonzero P € E[{], then equation 4.2 implies that ¢t = 0 (mod £).

The algorithm now goes as follows. First calculate the Legendre symbol (%) If (%) = —1, then clearly
2P = —qP for some nonzero P € E[{]. thus the algorithm can simply return 7 = 0. If on the other hand
(%) =1, then compute 0 < w < ¢ such that w? = ¢ (mod ¢). This may simply be done by successively
trying w = 1,2,... Now it is useful to test whether a nonzero point P = (z,y) € E[{] exists such that
¢ P = [w]P. This test is very similar to what was done in equation 4.4 and boils down to computing the
following ged.

ged (X9 = X)Sf2 + fu—1fws1, fe) if wis even,

ged (X9 = X)f2 + Sfw-1fwi1, fe) if wis odd.

Again the polynomials are considered to be polynomials over ]Fq and the first polynomial is computed in
Fo[X]/{fe(X)). If this ged = 1, then such a point P does not exist. Thus ¢,P # [+w]P for all nonzero
P € E[(]. This means that ¢?P can not be equal to [¢]P for all P € E[{], so 2P = [—q|P for a nonzero
point P € E[¢]. Thus the algorithm simply returns 7 = 0.

If on the other hand this ged # 1, then there is a nonzero point P = (z,y) € E[¢] such that ¢, P = [+w]P.
In this case the algorithm should check whether ¢, P equals [w]P or [—w]P for this point P. To check whether
¢ P = [w]P, it suffices to check equality for the y-coordinates. This is the following equality (using equation
4.3):

S N e
yl = .
Ay,
If again the polynomials are reduced using 4.1, then this check boils down to calculating the following ged:

ged (452 f3 — fusaf2 1 + fu—af2ir, fo) if wis even,

ged (4S5 3 = fuyaf2 1+ fu_of?i1, fo) if wis odd.

Again the first polynomial of this ged is computed in F,/(f,). If this ged # 1, then there is a nonzero
P € E[{] such that ¢, P = [w]P, so ¢?P = [¢]P and t = 2w (mod /), thus the algorithm returns 2w (mod
¢). If on the other hand this gcd equals 1, then the algorithm return —2w (mod ¢). This concludes the first
case.

4.2.2 Case 2

This is the case where ¢? # [£¢]P for all P € E[¢]. I will only give the results here. More details on the
computations can be found in appendix A. In this case 7 # 0 and for each P € E[¢] the X-coordinate of
2P and [q]P are distinct. Again let 1 < k < ¢ be chosen such that k¥ = ¢ (mod ¢). The fact that the
X-coordinates are different, means that for a nonzero point P = (z,y) € E[{], algorithm 2.3 can be used to
compute

p7P + [K]P = (—x"z —z+ % + 22—yt —A(-227 —z+ % + Az)) :
k k
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where )

AP) = Vrathp_y — Yp—2i, —4Y T Ty Py —. OZ(P)'
ALY (X = XO)P7 — hr—19k41) B(P)

Following equation 4.3, an integer 0 < 7 < £ — 1 should be found such that this equals

Tén(P) = <$q B (lbrjé)f—l)q’ (¢T+2¢3—iy_z/}§r—2¢z+1>q> '

What the algorithm does, is successively trying for 7 € {1,...,¢ — 1} whether p3P + [k|P = 1¢,P for
all P € E[¢]. As I already mentioned, I will not give all details, since the calculations are quite tedious.
Testing whether gp% + k = Ty for a given T boils down to computing the reduces version of the following
two polynomials and checking whether they are zero in F,[X]/(fe):

Py =2 (ﬁz( - (Xq2 + X9+ X)W} + bp—1¥ri1) + ¢1%042> + APyl Wiy,

Poi= 4y i (= B2y Y — B (VE(-2X7 = X) + dorin) + 0} ) = B (Uraav? ) —vrav?y)".

The polynomial P; is obtained by checking the X-coordinates and eliminating the denominators. P»
is obtained using the same process for the Y-coordinates. Again for efficiency reasons these 2 polynomials
should be reduced using relation 4.1. Here the reduced polynomials will simply inherit the names of the
original polynomials. First, let’s reduce « and :

Sevai = feaffer — 1555 fi if k is even,
o =
l]2 . .
S(frrafioy — fo—affi1) —4S 2+1f,§ if k is odd,
4Sfr((X — Xq2)5f;§ — fr—1fes1) if kis even,
5 =

Af (X = XV 2 = Sfr—1frsr)  if k is odd.

The reduced polynomial P, can be computed by first computing two polynomials v; and v, and using
those to compute the reduced P;.

B2(fu1frrr — (X9 + X9 4 X)Sf2) +a28%f2 if k is even,
M=
B2S(S fr—1frsr — (X& + X9+ X)f2) +a2f2  if kis odd,

72 = SB*fi,

and
V1S9 20 + yo(fr_1fre1)? if 7 is even,
P =
71f3q + ’}/QSq(fT_lfT+1)q if 7 is odd.

The reduces polynomial P; is computed similarly:

a+1 a?-3

4% (aB*(2XT + X)SfE — fiorfioz) = (0P + B

)S’Qf,?) if k is even,
Y3 =
2+

185 <QB2S((2X‘12 +X)f2 = Sfirfern) — (0 + 3393 3)S2f;§) if k is odd,

vi = BSfL,
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and

3g+1

7352

; 11 . .
f30 — 3y 8" (friaf?1 — froaf?0)? if 7 is even,
P2 =

V8 f2 = ya S (friaf? oy — froaft)" if 7 is odd.

Thus the algorithm computes these two polynomials P; and P, in F,/(f) for different 7 € {1,...,¢—1}
until both of these polynomials turn out to be zero. It then returns this 7. This concludes the algorithm.

4.3 Efficiency of Schoof’s algorithm

As was stated before, Schoof’s algorithm has time complexity O(log®(¢)loglog¢). In this section the time
complexity is given as the number of elementary operations (ie. addition and multiplication) over the finite
field F,. After that I will give some experimental results for the time the algorithm requires in practice to
compute the number of rational points #E(F,).

It is well known that there exists a universal constant C such that

IT ¢>cet

(<L
¢ is prime
holds for all L > 0; see [37] for instance. In Schoof’s algorithm L is a prime such that this product is
approximately 4,/g. This means that O(4,/g) = O(e”). It follows that the magnitude of L is O(logg). Also
all primes ¢, and even the number of primes occurring in this product, are of this same order. (Obviously,
the fact that in the algorithm ¢ is not allowed to be equal to 2 or p, does not impact these estimations.)

Remark 4.3.1. Let ¢ = p™. The field F, is constructed as

Fq :FZD/<f>a

where f is an irreducible polynomial satisfying deg (f) = m. It is obvious that m = O(logq). This means
that operations on F, are actually operations on polynomials of degree O(loggq) over F,. The following
conclusions can be drawn.

e Addition of two elements in Fy requires O(log ¢) elementary operations over F,,.
e Multiplication of two elements in F, requires O(log(q) loglog q) elementary operations over F,.

This last estimation follows from the fact that the Fast Fourier Transform can be used to multiply two
polynomials of degree d over F,. Using this trick, which is described in [51, 3.3], the number of elementary
operations required for multiplying these polynomials is O(dlog d).

Lemma 4.3.2. The number of elementary operations needed to compute the reduced division polynomials
fis-- fre1 is O(log®(q)loglog q).

Proof. We have to compute O(logq) polynomials. From 4.1.6 follows that deg (f;) = O(i?), thus it is clear
that each polynomial f; satisfies deg (f;) = O(log® ¢). From the construction of the reduced division polyno-
mials (4.1.8) it is clear that the computation of f; requires < 4 polynomial multiplications. Since addition of
polynomials is done much faster than multiplication, it is allowed to neglect these during the estimation of the
required time complexity. Unfortunately, the fast Fourier transform cannot be used to multiply polynomials
over F,. The method of multiplying polynomials over this field requires O(d?) multiplications over F, where
d is the degree of the polynomials. Thus the construction of f; requires O(log* ¢) operations over F,, which
by remark 4.3.1 adds up to O(log®(q) loglogq) elementary operations. Thus, since there are O(logq) poly-
nomials to be calculated, the computation of all reduced division polynomials requires O(log6(q) loglog q)
elementary operations. O

Now the main theorem of this section can be proven:
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Theorem 4.3.3. Schoof’s algorithm requires O(logg(q) loglog q) elementary operations.

Proof. As was just proven, the computation of the reduced division polynomials requires O(logﬁ(q) loglog q)
elementary operations. In the rest of the algorithm calculations are done in the ring

R:=T,[X]/{fe)
for some prime ¢ < L. The following two facts will be useful in this proof:

e The computation ged(gi, g2) of two polynomials over F, requires O(d?) ring operations in F,, where d
is the maximum of the degrees of g; and g,. This statement is proven in [51, 3.1].

e The computation of X9, X29 and X7 in R require O(log q) operations in R. A proof for this statement
can be found in [25, 4.6.2].

With this information it is possible to determine an estimation of the number of operations it requires
to calculate the ged that determines the case distinction (4.4). The computation of the polynomials of this
ged require multiplication of polynomials of degree O(log® q), which costs O(log4 q) multiplications in F,.
However we also need to calculate X?" in R. As was mentioned, this costs O(log¢) multiplications in R,
which amounts to O(log5 ¢) multiplications in F,. Thus with help of 4.3.1 the computation of the required
polynomial of 4.4 can be done using O(log®(¢) loglog ¢) elementary operations. The actual calculation of this
ged requires O(log5 (¢)loglog q) elementary operations and is thus dominated by the cost of the computation
of the polynomials.

Case 1 requires the computation of two more of such ged’s and the Legendre symbol (%), the cost of
which is easily seen to be dominated by the cost of the computation of the ged’s. Thus case 1 requires
O(log®(q) loglog q) elementary operations for one fixed £. In case 2 however we need to calculate f{ in R for
some reduced division polynomials. The most efficient way of computing all polynomials required for case
2, is to first compute and store f{ for 0 < i < ¢ — 1. (This storage requires about the same space as the
storage of the reduced division polynomials itself, thus this should not be a problem.) Since the ring R has
characteristic p, this can be done by the following computation:

fzq(X) = (0[0+OZ1X+...+C¥an)q
=ap+ a1 X9+ ...+ a, X"

Thus for computing the polynomials f/, the main amount of work lies in the computations of X4,... X"
Remark that the computation of X requires O(log ¢) operations in R, which amount to O(log® ¢) multipli-
cations in F,. If this polynomial is stored then it suffices to compute X*¢ inductively by X = (X?)"~1 X4,
Thus the computation of X% can be done by multiplying the polynomials X =19 and X9, which requires
O(log* ¢) multiplications in F,. This has to be done n = deg (f;) = O(log? q) times. Thus the computation
of all required f{ costs O(log® ¢) multiplications in F,. Now the polynomials X% and f{ are known and

stored. If we also compute and store X 7 (using O(log® ¢) multiplications in F,) and S, then the computa-
tion of the polynomials P; and P» in case 2 only require a number of polynomial multiplications. Thus the
computation requires O(log4 ¢) multiplications in F,, and since these polynomials have to be computed a
maximum of £ — 2 = O(log ¢) times, the remainder of the computations of case 2 is dominated by O(log® q).
Thus case 2 requires O(log;6 ¢) multiplications in F,, which dominates the cost of case 1 and the ged 4.4.
Since the algorithm requires the computation of the trace modulo ¢ for O(log g) primes ¢, it requires a total
of O(log7 q) multiplications in F,, thus it’s complexity is O(log®(q) loglog q) by 4.3.1. O

In addition to the time complexity, the algorithm also requires the storage of the reduced division poly-
nomials f_q,..., fr41, this takes O(log5 q) bits. As was told before, there exist a couple of practical im-
provements for this algorithm. For instance, it can be useful to also look at the prime ¢ = 2, or work on
E[(*] in stead of E[f] for some k > 2.

In practice the number of rational points can be computed with this algorithm for ¢ of magnitude of
at least 40 digits. In order to test this, I have implemented the algorithm using the computer language
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MAGMA. I have tested the validation of my program experimentally by comparing the results for certain
elliptic curves with the results that MAGMA provides for the same curves. The table below shows the time
the cpu requires (in seconds) to compute E(F,), where p is the smallest prime number greater than 10°. This
time is the avarage of the time of 5 tests. The elliptic curve £ was chosen by selecting random A, B € F,,.
Of course A and B are chosen such that the Weierstrass equation Y2 = X2 + AX + B is nonsingular.

table 2 The experimental time for Schoof’s algorithm.

] 1 \ p \ (7l7674—tinle‘
20 100000000000000000039 408
21 1000000000000000000117 989
22 10000000000000000000009 1106
23 100000000000000000000117 1006
24 1000000000000000000000007 1786
25 10000000000000000000000013 1803
26 100000000000000000000000067 1914
27 1000000000000000000000000103 2180
28 10000000000000000000000000331 2706
29 100000000000000000000000000319 3096
30 1000000000000000000000000000057 3019
31 10000000000000000000000000000033 5583
32 100000000000000000000000000000049 5864
33 1000000000000000000000000000000061 6209
34 10000000000000000000000000000000193 9080
35 100000000000000000000000000000000069 9677
36 1000000000000000000000000000000000067 9101
37 1000000000000000000000000000000000004:3 9562
38 | 100000000000000000000000000000000000133 13981
39 | 1000000000000000000000000000000000000003 17978
40 | 10000000000000000000000000000000000000212 15700
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5 Protocols

So far the main focus of this paper has been on the mathematical description of elliptic curves and their
arithmetic properties. In the remainder of this thesis the accumulated knowledge will be used to describe
the usage of elliptic curves in cryptography and the description of several attacks on the ECDLP. As was
mentioned in section 1.2, public-key cryptosystems are most commonly used to secretly share a key, which
can then be used in a symmetric cryptosystem. This is done using the Diffie-Hellman key exchange and will
be explained in section 5.1. After that I will give an example of how elliptic curves can be used directly to
encrypt a message or to sign it, providing proof of identity of the sender to the recipient. In order to do this,
it is useful to be able to represent a message by a point on an elliptic curve. First in section 5.2 I will show
how to do this. After that I will explain how the actual protocols work.

Remark 5.0.1. In all of the protocols discussed in this chapter, Alice and Bob first need to choose a finite
field Fy, an elliptic curve E/F, and (usually) a point P € E. After this chapter, several attacks on the
general DLP and the ECDLP will be given. These attacks will provide us with a list of requirements, that
the elliptic curve E/F, has to meet, in order to be considered safe for cryptographic purposes. For example,
the order of the point P should only be divisible by large primes (section 6.1) and the curve should not be
supersingular (chapter 7). As one might imagine, this selection process is quite tedious. Luckily, the same
elliptic curve E and point P can be used in numeral different cryptosystems at the same time. As long as
the private keys (usually being a random integer) are chosen differently, using the same elliptic curves does
not impact the security of the cryptosystems. In fact, the United States National Institute of Standards
and Technology (NIST) has published a list [1] of different fields, elliptic curves and points, for which the
discrete logarithm problem is assumed to be exponentially hard.

5.1 Diffie-Hellman Key Exchange

As was already noted in section 1.2, the paper [11] by W. Diffie and M. Hellman was the first public
introduction to public-key cryptosystems. The cryptosystem introduced in this paper was designed to
secretly communicate a key that can be used in a symmetric cryptosystem. Even though the idea was
in it’s time revolutionary, the paper only worked with an abstract group G and the writers not yet had an
idea on how to implement this idea in practice. In this section, I will give a practical version of their protocol
based on elliptic curves.

Assume that Alice and Bob want to agree on a common key, which is a string of 256 bits. Usually this
length is presumed to be sufficiently large to ensure the safety of symmetric cryptosystems. One way to
establish a secret key using Diffie and Hellman’s method is the following:

1. Alice and Bob agree on a finite field Fy, an elliptic curve E/F, and a point P € E(F,) such that the
discrete logarithm problem to the base of P is exponentially hard.

2. Alice choses a secret random integer s, computes S := [s]P and sends S to Bob.
3. Bob chooses a secret random integer ¢, computes T := [t]P and sends T' to Alice.
4. Alice computes Q = [s]T = [st]P.

5. Bob computes Q = [t]S = [ts]P.

6. Alice and bob use some publicly agreed on method to extract a key from (). For example, they could
use the last 256 bits of the X-coordinate of the point Q.

Remark that neither Alice nor Bob have any idea of what the key is going to be in advance. This,
however, does not matter as long as they just need a ‘random’ string of 256 bits to serve as a key in a
symmetric cryptosystem. The only information that the eavesdropper Eve has gotten, is the curve E/F,
and the points P, S and T. Therefore she needs to solve the following problem.
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Elliptic Curve Diffie-Hellman Problem. Given P, [s]P and [t|P in E(F,), compute Q = [st]P.

It is clear that if Eve were able to solve the DLP for the given elliptic curve, than she would be able to
extract the integer s from [s]P and simply compute Q) = [s]T. However, there is no known way of solving
the Diffie-Hellman problem without solving a discrete logarithm problem in this elliptic curve.

Remark 5.1.1. If the field F, has characteristic > 5 and the elliptic curve is given by the Weierstrass
equation

E:Y?=X34+ AX + B,

then there is clearly no need for Alice and Bob to exchange both the X- and Y-coordinates of a point, since
the Y-coordinate can be determined up to a factor —1 from the X-coordinate by computing square roots in
F,. (One example of how to efficiently compute square roots in Fy is given in [40] by René Schoof.) It thus
suffices to simply send the X-coordinate and one extra bit, which determines which of the two computed
Y -coordinates the recipient has to choose. This method of sending the X-coordinate and one extra bit is
called point compression. Remark that point compression reduces the amount of information that has to
be send, but increases the amount of work Alice and Bob have to do to complete the Diffie-Hellman key
exchange, since they both have to compute a square root in F,.

The Diffie-Hellman key exchange protocol allows two people to secretly exchange a random piece of data.
However it was a long-standing problem to find a similar method that allows three people to perform a
similar exchange. In the year 2000, a solution to this problem has been found and published by A. Joux
in [23]. His idea was to use a modified version of the Weil Pairing (2.8.7). The fact that a modification
of the Weil pairing is necessary, is because the restriction of the Weil pairing to cyclic subgroups of E[{] is
trivial. Instead of using a modification of the Weil pairing, the Tate pairing could also be used. This pairing
is defined in section 8.1. However in this section I will show how to modify the Weil pairing with help of
distortion maps

Definition 5.1.2. Let E be an elliptic curve defined over a field K and let ¢ be a prime different from
char(K). A distortion map for E[/] is an isogeny

f+EFE—FE

such that E[¢] has a Z/{Z-basis of the form {T, f(T)} for some T € E[¢]. The modified Weil pairing with
respect to the distortion map f is defined by

(= =) EW X EW — My, <P7 Q) = eE(Pvf(Q))

Remark that from the surjectivity of the Weil pairing follows that (T, T is a primitive root of unity.
Also the modified Weil pairing is still nondegenerate and bilinear. It is known that distortion maps always
exist for supersingular curves (see for example [48]), however ordinary curves don’t always allow distortion
maps.

fth

Example 5.1.3. Just as in example 2.4.12 let E/F, be given by
E:y? =2+

Here F, is assumed to have odd characteristic p. As we know, £ has complex multiplication, since we have
the isogeny
[i]: F = E, [i] : (z,y) — (—z,iy).

Suppose furthermore that £ = 3 (mod 4) is a prime number which, as always, does not divide ¢q. Then [i] is
a distortion map for E[¢]. To see this, take T' € E[{] of exact order ¢ and suppose that for some integers a, b
the following equality holds

[a]T + [b][¢|(T') = O.
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Then obviously
[a+bi)(T)=0 = [a*+b*|(T) =0 = a*+b*=0(mod £) = a=b=0 (mod ¢),

where the last implication follows from the fact that £ = 3 (mod 4). Now as an easy application of 3.4.2 the
elliptic curve E is ordinary if and only if p = 1 (mod 4). Thus this example gives us a number of ordinary
elliptic curves with distortion maps.

Suppose now that Alice, Bob and Carl want to agree on a secret key. This can be accomplished using
the tripartite Diffie-Hellman Key Exchange:

1. Alice, Bob and Carl agree on an elliptic curve E/F, defined over a finite field. They also agree on a
prime ¢ different from p, such that a distortion map f : E — E exists and such that E[¢] C E(F,), and
a point T' € E[{] satisfying the fact that {7, f(T')} is a basis for E[(].

2. Alice, Bob and Carl choose secret random integers a, b and ¢, respectively, compute
A= [a]T, B :=[b|T, C = [T,
and publish these points.
3. Alice, Bob and Carl respectively compute
(B, C)*, (A, C)°, (A, B).

4. Alice, Bob and Carl then share the same value (T, T)"¢ € 7 and extract the secret key using a agreed
upon method.

Remark 5.1.4. 2.8.8 implies that, since E[¢] C E(F,), the group pu, C 7. Obviously this is equivalent to
the statement that
¢g—1=0 (mod ¢).

If Eve can solve the ECDLP, then she can recover the integer a from the public information 7" and A. So
in this case she can get the secret key by computing (B, C)*. Thus obviously the discrete logarithm problem
to the base of T should be hard. Eve, however, can also break this system by solving a discrete logarithm
problem in the multiplicative group F7. If she is able to do this, then she can recover the value a by solving

(T, T)* = (T, A).

In section 7.1 a subexponential time algorithm will be given to solve the DLP in F7, thus solving this problem
is in general much easier than solving the ECDLP in E(F,). Thus in order for the tripartite Diffie-Hellman
key exchange to be safe, ¢ has to be sufficiently large to preclude the solution of the DLP in F7. Because
of this, the elliptic curve that Alice, Bob and Carl choose, is allowed to be supersingular, in contrast to all
other cryptosystems explained in this chapter.

5.2 Two ElGamal Protocols

In order to use elliptic curves directly in cryptosystems it is useful to be able to represent a message as
a point on an elliptic curve. Usually the message, which is a string of characters, is first converted to an
integer. Remark that on a computer, characters are represented by a string of 7 bits, using the ASCII
code. For example A = 100 0001. Now the entire message can be represented by a string of bits by simply
concatenating the ASCII code of the different characters of the message. The resulting string of bits can
then be seen as the binary representation of an integer.

Example 5.2.1. Suppose we want to represent the message ‘hello’ by an integer. We can look up the letters
of this word in the ASCII code. The binary ASCII code for these letters are given in the following table:

50



table 3.
h e 1 0

110 1000 | 110 0101 | 110 1100 | 110 1111

Thus now the string ‘hello’ can be represented by the the following bit string:
‘hello’ = ‘110 1000 110 0101 110 1100 110 1100 110 1111°.

And this bit string represents the integer 28130883183.

Usually the message is represented by an integer m which satisfies 0 < m < L for some upper bound L.
In this case, if the integer representing a message is too big, it is common to break up the original message
in several different parts and encrypt these parts separately. In this case one should clearly communicate
how this message is split up and which integer represents which part of the original message.

It now remains to show how to represent an integer m as a point M on an elliptic curve. There are
several ways to do this. The method described here is given by by Koblitz in [26, VI.2]. An advantage of
this system is the fact that, mathematically, it is very straightforward. Note however that it does require
the computation of (maybe several) square roots in a finite field. Since there are several efficient algorithms
for computing such square roots, the method described here is still feasible.

Suppose that p is a prime number and E/F, is an elliptic curve given by the Weierstrass equation

E:Y?=X3+AX + B,

where A, B € F,. (The case that E is defined over an arbitrary finite field F, is similar.) Furthermore
suppose that m is an integer satisfying 0 < m < p/100. Compute x; := 100m + ¢ for 0 < ¢ < 100, the point

s; = x? + Az; + B and (%) until an ¢ is found such that (S;C’) = 1. (The integer s;, is a square modulo
p.) Then compute a square root y;, of s;, (mod p). The point M = (x;,,y;,) € E(Fp) is a point on E,
from which m can be recovered by simply computing m = |z;,/100]. Remark that, since s; is essentially a
random element of Fy, the chance that it is a square is approximately 1 /2. Thus the chance that s; is not a

square for all 0 < ¢ < 100 is approximately 2100,

5.2.1 ElGamal Public-Key Encryption

The ElGamal encryption scheme as well as the ElGamal digital signature scheme (which will be described in
the next subsection) are two well known cryptosystems. They were both described at first by Taher Gamal
in [17] . Both systems are based on the Diffie-Hellman key exchange and are also given for arbitrary groups
G for which the DLP is presumed to be hard. I will in this section give a version of his algorithm based
elliptic curves.

Assume that Alice wants to safely send a message to Bob over an open channel. One way to do this,
using the ElGamal public-key encryption scheme, is the following

1. Alice and Bob agree on a finite field Fy, an elliptic curve E/F, and a point P € E(F,) such that the
discrete logarithm problem to the base of P is hard.

2. Bob chooses a secret random integer s, computes S := [s] P and openly communicates the point S to
Alice.

3. Alice expresses her message as a point M € E(F,).

4. Alice chooses a secret random integer ¢, computes the points T := [t|P and U := M + [¢]S and sends
T, U to Bob.

5. Bob decrypts the cyphertext by computing

U—[s]T =M +[t]S — [st|P = M + [ts]P — [st|P = M.
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The eavesdropper Eve knows the elliptic curve E/F, and the points P, S, T and U. Obviously if she
could solve the ECDLP for to the base of P, then she would be able to extract s from S = [s]P and
simply compute M = U — [s]T. There is however no known way to extract the plaintext M from the given
information without solving a discrete logarithm problem for the elliptic curve E.

Remark 5.2.2. It is very important that Alice chooses different random integers ¢ every time she sends a
message to Bob. Suppose for example that she uses the same integer ¢ to send the message M and M’ to
Bob. Then Eve notices this, since the points T' and T” will coincide. Eve can then compute U —-U" = M — M.
If for example M is some sales announcement, that is made public the next day, then Eve can compute

M =U -U= M.

5.2.2 ElGamal Digital Signature Scheme

Signature schemes provide a way for Alice to send a message to Bob, in such a way that Bob knows for sure
that she is the one that send him that particular message. Remark that in contrast to encryption methods,
an eavesdropper Eve is actually able to read the message. However, if Eve is able to intercept the message,
change it, and sends it forward to Bob with the same signature that Alice provided, Bob should be able to
detect that the message has been tempered with. So the method described in this section deals with the
problem of providing authentication as well as integrity, as described in section 1.1.

In order to set up this scheme, Alice needs to establish a public-key. She chooses an elliptic curve E/F,
together with a point P € E(F,) such that the discrete logarithm problem to the base of P is hard. It
is assumed that the order N of P is known to Alice. Alice also chooses a secret integer s at random and
computes S := [s]P. Furthermore she needs to establish a function

f:E(F,) — Z.

The only property that f needs to respect, is that only a small number of inputs should produce the same
output. For example, if ¢ = p is a prime, then the function f : (x,y) — x, where 0 < z < p, would be
a good choice for f. After this is done, Alice sends the public-key to Bob. This public-key consists of the
curve E/F,, the points P and S and the function f. The integer s is kept private. Note that N is also not
communicated, this is just because there is no need for this integer to be made public. Knowledge of N
however does not impact the security of this system. Now signing a message goes as follows:

1. Alice represents the message as an integer 0 < m < N.
2. Alice chooses a random integer ¢ satisfying ged(¢, N) = 1 and computes T := [t] P.
3. Alice then computes k = t~1(m — sf(T)) (mod N), and sends Bob the signed message (m, T, k).
In order to verify the signature, Bob does the following;:
1. Bob computes : Vi = [f(T)]S + [k]T and Vs := [m]P.
2. If Vj = V5, then Bob declares the signature to be valid.
If the signature is valid, then V; = V5 by the following calculation:
Vi = [f(T))S + KT = [f(T)s]P + [kt]P = [m]P = V.

Here it is used that kt = m — sf(T) (mod N), thus there is an integer ¢ € Z such that kt = m —sf(T) +iN,
which implies that
[kt]P = [m — sf(T)]P + [iN|P = [m — sf(T)]P.

Obviously if Eve can solve the DLP to the base of P, then she can derive s from P and S and she can sign
arbitrary messages. One slight disadvantage of this system is that the signature is rather large. It requires
a point T' € E(F,) and an element k € Z/NZ. Even after point compression this amounts to a point in F,
and a point in Z/NZ, which require around twice as much memory as the actual message m.
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Remark 5.2.3. Obviously, once Alice has established and communicated the public-key, she can sign several
messages as long as they are all different. So it is important that Alice never signs the same message twice.
Also it is vital that the secret random integer ¢ is never used more than once. Suppose for example that
Alice used the integer ¢ twice to sign m and m’. So Eve reads the signed messages (m, T, k) and (m/,T", k')
and immediately notices that 7= T’. She can than use the equations

kt=m — sf(T),

Kt=m'—sf(T)
to derive t(k — k') = m — m’ (mod N). This equation has d = ged(k — k', N) easy to find solutions
{to,...,tq—1} for t. Eve can just find the right integer ¢, by checking whether [¢;]P = T for each of these

solutions ¢;. (If d is not too big.) Now that Eve knows ¢, she can use this information to find the integer s.
This can be done with help of the equality sf(T) = m — kt (mod N) using the same trick as before.
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6 General Attacks on the DLP

In this chapter several attacks on the discrete logarithm problem for an arbitrary group G will be given.
Since the main focus of this paper lies on elliptic curves, the group operation on G will be written additively.
So concretely, a group (G, ®) is given together with a point P € G of known order N. Also another point
Q@ € G is given such that @ € (P). The algorithms in this chapter determine k € Z/NZ such that [k]P = Q.
Obviously one could simply compute [k] P for each k € Z/NZ until the object @ is found, but this would not
be advisable if N very large. (Which is usually the case in cryptography.) The methods itself do not require
any background knowledge on elliptic curves. However I will give some explicit examples of implementations
of these methods for the case that G is an elliptic curve. Remark that, since these general attacks can be
used to solve any DLP, they have a direct effect on the requirements for an elliptic curve E/F, and a point
P € E(F,) to be considered safe for cryptography. The Pohlig-Hellman method of section 6.1 will tell us
that the order of P € E(F,) will need to be a large prime, while section 6.2 and 6.3 will yield a lower bound
for the order of P. In practice, this lower bound is the given key size in table 1 of section 1.4. The attacks
of section 6.2 and 6.3 are the fastest known attacks on the general ECDLP and have complexity O(v/N).
Knowing this, it is not so hard to see why the key sizes in table 1 are twice as big as the key sizes for
symmetric systems.

6.1 The Pohlig-Hellman Method

Let (G, ®) be a group, P € G be a point of order N and @ € (P). We would like to know k € Z/NZ such
that [k]P = Q. Suppose that the prime factorization of N is known:

N = pr‘

The idea of the Pohlig-Hellman method is to determine k (mod p;*) for all 4, and then use the Chinese
remainder theorem to determine k (mod N). I will now show how k modulo p;* is determined for any prime
number in the prime factorization of N. Thus let p = p; and e = e; for some i. The p-adic expansion of k is
written as

kzk‘o-i-k‘lp-i-...-i-k‘rpr,
where 0 < k; < p. Remark that

e—1
k=> kip' (mod p°). (6.1)
1=0

The algorithm determines these values ko, ... k.—1 and returns kg + ... + ke_1p°~*. These values are deter-
mined using the following steps:

1. First the list [[j]P | 0<j < p] is computed.

2. Let Qg = Q and compute the point [%]QO. This point will be an element in this list.

3. The integer Iy such that [%]Qo = [ZO%]P is the value ko.

4. Suppose that the integers kg, ki,..., k- and the points Qo,...,Q, have been computed, then the
algorithm inductively continues using the following steps:

5. Define the point Q41 := Q, — [k,.p"]P.

6. The value k,; is the integer [,;1 satisfying [pﬁg]QH_l = [ly41 %]P.

7. The algorithm ends if all integers ky, ..., ke—1 are determined.
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Algorithm 7 The Pohlig-Hellman method.
Input: A group G, a point P € G of order N, another point @ = [k]P,
a prime number p and an integer e such that p¢ | N, but p™1 { N.

Output: k& (mod P °).

: create T := [[ Nplo<j<yp]

Qo+ Q

determine Iy such that [X]Qy = [loX]P e T

forie{l,...,e—1} do
Qi+ Qi1 — [limap P
determine [; such that [pj\ll

end for

return lo+Up+ ... +le_1p°!

|Qi=[L5IPeT

Theorem 6.1.1. This algorithm works, i.e., k =1lg+lip+ ...+ 1l._1p*" ' (mod p°).

Proof. As in equation 6.1, let k = 2:01 k;p® (mod p¢). We need to prove that I; = k; for all 0 <i < e — 1.
First of all, we can prove that lo = kg:

Mg = [%(1% Fhap et k)] P = [kO%]P [yt kop oot ko NP = [k

N
p p

P

since [N]P = O. Thus ly = ko. I will complete this proof with induction:
Suppose that it is already proven that ly = kq,...,l;—1 = k;—1 for some i < e — 1, prove that [; = k;.
From the induction hypothesis and the definition of the points @); it is clear that

Qi =[kp" + ...+ k. p"|P
Thus the following calculation suffices:

N N

N r—i
[F]Qz =[(ki+...+kwp )E]P: U“’E

: N
]P + [(ki—i-l + ...+ krprizil)N}P = [k}lg

1P,

since [N]P = O. Thus l; = k; and the induction step is finished. O

The Pohlig-Hellman method works well if all prime factors p® in the prime factorization of N are small.
If N has a large factor ¢ = p©, then the creation of the list 7" in the algorithm is hard, since it contains ¢
elements. We might want to try and find k& (mod ¢) without creating the set T'. This, however, requires
solving a discrete logarithm problem in the group generated by the point [ﬂ] P, which contains ¢ elements.
Thus if g is of the same order of magnitude as N, then the Pohlig-Hellman method is of no use. For this
reason, in cryptography the point P is chosen such that its order contains a large prime factor. If N contains
some small prime factors as well as some large ones, then the Pohlig-Hellman method can be used to obtain
partial information on the integer k, i.e., the value of k£ modulo these small prime factors. This might be
undesirable in certain cryptographic protocols. For this reason the point P is usually chosen such that its
order is a large prime itself. In [8] an algorithm is given to, for a given prime number p, construct an elliptic
curve E/F, such that E(F,/) has prime order p.

Of course, if a group G and a point P € G are given, then in order to implement the Pohlig Hellman
method, it is vital to determine the order N of P. The following algorithm uses the order M of the group G
and the prime factorization of M to determine the order N of P. Remark that if G is the group of rational
points of an elliptic curve over a finite field, then Schoof’s algorithm can be used to determine #G. Thus
algorithm 8 can be very useful in this case.

This algorithm uses the fact that the order N of P divides the order M of G. Thus if we know the prime
factorization M = [, p{* of M, then either N = M or N | M/p; for some i. If N | M/p;, then the order of
P divides M’ := M/p; and the algorithm can continue recursively. Thus the algorithm looks like this:
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Algorithm 8 DetermineOrder(G, P, M =[]\, pj’).
Input: A group G with neutral element O, a point P € G and an integer M = []?"_, p;* such that [M]P = O.
Output: k = order(P).

1: forie{1,...,n} do

2 M; + M/pl

3: if [M;]P = O then

4: return DetermineOrder(G, P, M; = p{* .. .pffllpfiflpfff ...pEr)
5 end if

6: end for

7: return M

Theorem 6.1.2. Let G be a finite abelian group and P € G. Then DetermineOrder(G, P, #G) returns the
order of P.

Proof. Let k be the order of the point P and M be the order of the group G. Let furthermore M = [, p*
be the prime factorization of M. Obviously [M]P = O and the order N of P divides M. If N is strict
smaller than M, then p; divides M /N for some i. This means that

M
piN|M = N|—,

K3

and thus [M/p;]P = O. Thus if [M/p;]P # O for all i, then N = M, which is exactly what the algorithm
returns. If however an ¢ is found such that [M/p;]P = O, then the algorithm invokes itself. It only remains
to show that this process will eventually stop. This is clear, since each time it invokes itself, it does so with
a new, strictly smaller natural number M’ = M /p;. This M’ still satisfies N | M’. So eventually we will
reach the integer N, in which case I have just proven that the algorithm will return N. O

This section will end with one example in which the Pohlig-Hellman method is used to solve a discrete
logarithm problem for an elliptic curve:

Example 6.1.3. Let p = 401 and E/F40; be the elliptic curve given by the Weierstrass equation
E:y?=24+z+1.

Schoof’s algorithm can be used to compute #E(Fy91) = 432 = 2433, Let furthermore P = (0,1) € E(F401)
and @ = (2,75) € (P), then algorithm 8 can be used to determine the order of P:

e First look at the integer 2 and check that [432/2]P = [216]P = (157,0) # O.
e Then look at the integer 3 and check that [432/3]P = [144]P = (246,271) # O.

Thus the point P generates the entire group E(Fy01). We want to use Pohlig-Hellman to determine k €
Z/432Z such that [k]P = Q:

e The computation of k¥ (mod 16): The Pohlig-Hellman method computes kg, k1, ko, k3 such that k =
ko + k12 + k922 + k323 (mod 16). Compute T = [O, (157,0)]. Since

[432/2]Q = (157,0),
the algorithm returns kg = 1. Thus Q; = Q — P = (239, 142) and
[432/41Q1 = (157,0),
which implies that k; = 1. Thus Q2 = Q1 — [2]P = (6, 285) and

[432/8]Q2 = (157,0),
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which implies that ko = 1. Finally Q3 = Q2 — [4]P = (354,191) and
[432/16]Q5 = O,
which implies that ks = 0. Thus now we know that k =1+2+4 =7 (mod 16).

e The computation of k (mod 27): The Pohlig-Hellman method computes ko, k1, k2 such that k& =
ko + k13 + k232 (mod 27). Compute T = [0, (246, 271), (246, 130)]. Since

[432/3]Q = (246, 130),
the algorithm returns ko = 2. Thus Q1 = Q — [2]P = (274,129) and
[432/9]Q1 = (246, 271),
which implies that k1 = 1. Thus Q2 = Q1 — [3]P = (204, 52) and
[432/27]Qs = (246, 271),
which implies that k2 = 1. And thus k =2+ 349 = 14 (mod 27).
Thus now we know that £ = 7 (mod 16) and k£ = 14 (mod 27), and we can use the Chinese remainder
theorem to compute k = 311.
6.2 The Baby-Step Giant-Step Algorithm

This method was originally developed by D. Shanks in [44]. Just as in the previous section let (G, ®) be a
group, P € G be a point of order N and Q € (P). The baby-step giant-step algorithm determines k € Z/NZ
such that [k]P = Q. It requires O(v/N) elementary operations, as well as the storage of O(v/N) elements of
G. For this reason the algorithm doesn’t work for rather large N. The idea of the algorithm is as follows:

1. Determine an integer m > V'N.
2. Create the list [[0]P,[1]P,...,[m — 1]P].

3. Inductively determine points @ — [jm]P for j = 0,1,... until a point @ — [jm]P is found such that
Q — [jm|P = [i] P for some i < m.

4. Return the value i + jm (mod N).

Algorithm 9 The baby-step giant-step algorithm.

Input: A group G, a point P € G of order N and another point Q = [k]P.
Output: k (mod N).

1: fix an integer m > VN

2: P, + [m]P

3: create the list L := [[0]P, [1]P,...,[m — 1]P]
4: for j€[0,...,m —1] do

5 K« Q- [j]Pn

6: if K € L (thus K = [i]P for some ¢) then
7: return k =i+ jm (mod N)

8 end if

9: end for

The point [¢] P is computed by adding P to [i — 1) P. This is the baby step of the algorithm. Similarly the
point @ — [jm]P is computed by adding [-m]P to Q —[(j — 1)m]P, which is the giant step of the algorithm.
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Theorem 6.2.1. This algorithm works, i.e., there exists 0 < i,j < m such that Q — [jm]P = [i]P and for
integers i, j satisfying these conditions, it holds that k =i+ jm (mod N ).

Proof. Suppose that there exist integers 4,j such that @ — [jm]P = [i{]P. Then [i + jm|P = Q = [k]|P,
which implies that k = i + jm (mod N). Thus now it remains to show that integers 0 < i,j < m, such
that Q — [jm]P = [i] P, actually exist. Remark that m? > N, and assume that k satisfies 0 < k < m?. It is
obvious that there exist 0 < kg, k1 < m such that k = kg + mk;, which implies that

Q — [kym]P = [k]P — [kym]|P = [k — kym]P = [ko]P.
Thus the integers i = kg and j = k; satisfy the conditions of this theorem. O

Remark 6.2.2. For this algorithm, we don’t need to know the exact order IV of the point P. Instead it
suffices to know an upper bound for this order. Thus in the case that G is an elliptic curve over a finite field
(G = E(F,)), Hasse’s theorem implies that it suffices to choose the integer m such that m? > ¢ +1 4 2,/q.
However if the order N is not known, then the algorithm will provide an integer, which is a representative
of k (mod N), this integer might also be negative.

If G = E(F,), then a slight improvement can be made for the baby-step giant-step algorithm, reducing
the required memory consumption by half. This improved method computes m such that m? > N, stores
[i]P for 0 < i < m/2 and checks for each 0 < j < m whether @ — [jm]P = +£[i] P.

Theorem 6.2.3. Let E(F,) be an elliptic curve over a finite field, P € E(F,) be a point of order N and
Q = [k]P for some k € Z/NZ. Furthermore choose an integer m such that m?> > N, then there exist integers
0<i<m/2and 0 < j < m such that

+[]P =Q — [jm]P.

And for integers i,j satisfying these conditions, the equality k = +i + jm (mod N ) holds. (The sign of i
being equal to the sign of [i|P in the equality above.)

Proof. Suppose that we have (—1)*[i|P = Q — [jm]P for some integers i, j and A € {0,1}, then
Q= [K]P = [jm + (=1)"]P,

which implies that k& = jm + (=1)*i (mod N). Now it suffices to show that @ — [jm]P = +[i]P for some
integers 0 < i < m/2 and 0 < j < m. This proof is very similar to the proof of 6.2.1. Since m? > N we may
assume that —m?/2 < k < m?/2. Thus there exist integers 0 < kg < m and —m/2 < k; < m/2 such that
k = ko + mk1. Then obviously

Q — [kym]P = [K]P — [kym]P = [k — kym]P = [ko]P.
O

Example 6.2.4. Let E/F47 be an elliptic curve over a finite field and let P := (0,7) € E(F47). Furthermore
take @ := (3,28) € (P). We want to determine k such that @ = [k]P. It is easy to see that #FE(F47) = 56.
Using algorithm 8 (in the previous section) it is possible to see that the order N of P equals 28. Thus we
may choose m = 6, and we only need to store the points

P=(0,7), [2]P=(6,6) and [3]P = (11,34).
Now compute @ — [65]P for 1 < j < 6 until we have a match, this yields the points

thus @ — [12]P = P. So now the algorithm returns £k =14 12 = 13 (mod 28).
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6.3 The Pollard p Method

A disadvantage of the baby-step giant-step algorithm is that it requires a lot of storage. The Pollard p
algorithm solves the DLP for a group G in around the same time as the baby-step giant-step algorithm, but
requires almost no storage. Recall that again we are given a group G, a point P € G of order N and a point
Q € (P) and we want to determine k € Z/NZ such that Q = [k]P.

The Pollard p algorithm requires a function f : G — G which behaves rather randomly. I will not specify
what this means, however I will give an example of a suitable function f in 6.3.1. Note that this function
f is a function of sets, it is not required to be a homomorphism of groups. So for now assume that such a
randomly behaving function f is given and start with a uniformly at random chosen point Py € G. We can
then iterate P, := f(F;). Since G is a finite group there will be integers ig < jo such that P;, = Pj,. Then
it is clear that

Pigpx = Pjga

for all A > 0. Suppose that we have integers iy < jo such that P;, = P;, and such that such that P;, # P
for all 79 < k < jg. Then it is clear that the sequence P; will become periodic after step i, its period being
d = jo —ip. The problem at hand is to determine (a multiple of) this period. If f behaves randomly, then
the expected number of iterations before the pair of points (P, P;,) is found, has order O(v/N). Thus we
might just store al point P; for ¢ > 0 until such a match is found. However, this would require the storage of
around v/ N points, which is the same amount of storage the baby-step giant-step algorithm requires. The
Pollard p algorithm provides us with a smart way to find (a multiple of) the period of f without having to
store more than two points, at the cost of a little more computation. The idea is to only store the points
(P, Py;) for i = 1,2,... . Remark that these pairs can be computed inductively using the iteration step

(P, Poi) = (f(Piz1), f2(Pagi-1)))-

Suppose f becomes periodic after point P;, and has period d. If then furthermore i > i is a multiple of d,
then P; = P»;. Thus if we find a match P; = P»;, then we know that the ¢ is a multiple of the period of f.
The expected number of steps before such a match is found is at most a constant multiple of v/N. At this
point it is still not clear how a suitable function f can be chosen and how this algorithm can be used to find
k € Z/NZ. The following example will hopefully clarify things.

Example 6.3.1. Let G be a group of order N, and choose points P € G and Q = [k]P. A suitable function
f can be chosen with help of the following recipe:

e Divide the set G into n disjoint subsets Si, ..., S, of approximately the same size. (Usually n = 20 is
a good choice.)

e For each j € {1,...,n} choose a pair of elements (a;,b;) € (Z/NZ)? at random and define M, :=
[a;1P + [b;]Q.

e For g € G, define f(g) = g + M; where j is the unique integer satisfying g € S;.

Thus the iteration with f can be described as a random walk over G with possible steps M;. Now choose a
random pair (ag,bg) € (Z/NZ)? and let Py := [ag]P + [bg]Q be the starting point of the iteration process.
While computing the points P; in the iteration it is possible to record how these points are expressed as a
linear combination P; = [u;]P 4 [v;]@ using the following relation:

Pi=P1+M; = P=([pi1]P+[ria]Q)+ ([a;]P + [b;]Q) = [pi-1 + a;]P + [vi—1 + b;]Q.

Thus pt; = pi—1 +a; and v; = v;_1 +b;. Suppose now that we have found a match P;, = P»;,, then it follows
immediately that

[wio — u2io] P = [v2iy — i | Q-
If we also define ¢ := ged(va;, — vi,, V), then it is an easy exercise to show that k = (va;, — viy) ™ (s, — u2i,)
(mod N/c). Thus there are ¢ different solutions for k£ (mod N). As long as ¢ is not too big, we can to check
all of these possibilities until we have found the solution @ = [k]P.
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Remark that we still have a problem if ¢ is very big. However in section 6.1 was explained that in
cryptography the group G is usually chosen such that its order N is a large prime. In this case either ¢ =1
or ¢ = N. If ¢ = N, then the relation that we found for P and @ is trivial and we need to start over. (We can
start over with the same disjoint subsets S;, but with different chosen pairs (a;,b;) € (Z/NZ)%.) If on the
other hand ¢ = 1, then k is determined uniquely and we are done. This chapter will end with one example
for elliptic curves. (Which closely follows the idea of example 6.3.1.)

Example 6.3.2. In this example let p := 601 and G := E(FF,) be the elliptic curve given by the Weierstrass
equation
E:y?* =24z +14.

It is possible to determine N = E(F,) = 601, which is a prime number. This means that any non basepoint
generates E(F,). Furthermore let P = (1,4) € E(F,) and Q := (2,576) € (P). The problem at hand is
to determine k € Z/601Z such that [k]P = Q. We will divide E(F,) into three subsets determined by the
a-coordinate of the points modulo three. (In order to make sure that this is well defined, the z-coordinate
will be represented by an integer in the interval [0,600].) Also define the following points:

Py = [12]P+Q7 My = [18]P+ [3}@, M = [10]P+ [13}@, My = [12}P+ [4}@

Thus the function f : E(F,) — E(F,) is defined by f(zo,y0) = (z0,%0) + M; where i = 2y (mod 3). Again
P, = f... f(Py) and we will compute the points (P;, Pp;) until a match P; = P; is found. This yields the
—

7 times.
following result:

(P1, Py) = ((297,587), (185,584)),
(P2, Py) = ((185,584), (355,409)),

(P37, Pry) = ((474,555), (474,555)).
We can record how these points are expressed as a linear combination of P and @ as was explained in example
6.3.1, yielding P37 = [490]P + [256]Q and Pry = [387]P + [499]Q. Lucky for us gcd(499 — 256, N) = 1. Thus

we can simply conclude that

k = (499 — 256) 1 (490 — 387) = 317 (mod 601).
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7 The MOV Attack

As was mentioned several times before in this paper, supersingular curves are rarely used for in cryptography.
The reason for this is the existence of a probabilistic subexponential attack on the ECDLP of these curves.
This attack is called the MOV attack. MOV stands for Menenez, Okamoto and Vanstone; the three writers
of the original paper [32] describing this attack in 1993. The main idea of the MOV attack is to use the Weil
pairing to reduce the ECDLP for curves defined over a finite field F, to a DLP for the multiplicative group
of (an extension of) the field F,. Once the problem is reduced, the index calculus method (which will be
explain in section 7.1 below) can be used to solve this new DLP in subexponential time. Obviously in order
for this attack to work, it is important that the Weil pairing of two points P, Q € E(F,) can be efficiently
computed. An algorithm that computes the Weil pairing of two points will be given in section 7.2. When
that is done, all that remains is to show how the Weil pairing can be used to reduce the ECDLP to a DLP
for finite fields. This will be done in the last part of this chapter. Here I will also explain why this attacks
mainly works on supersingular curves.

7.1 The Index Calculus Method

The index calculus method is a subexponential attack on the DLP for the cyclic group FFy. The first person
to write about this method was M. Kraitchik in 1922 in his article [29]. First I will explain the method for
the case that ¢ is a prime number and then I will give one example of how this algorithm works in practice.
The general version of the index calculus method will not be given in this thesis. This algorithm can be
found in [26, IV.3].

For now, assume that p is a prime number and g € F}, is a primitive (p — 1)** root of unity. This means
that g is a generator for the cyclic group F; = Z /pZ*. Let also h be any element of ;. The problem at hand
is to find the discrete logarithm of A to the base of g, i.e., the element k = log,(h) € Z/(p — 1)Z satistying

)th

gk — glogg(h) = h.
Remark that ¢'°8s("1h2) = b py = glogs(h1)+logy(h2) (mod p) for all integers h; and hg. This implies that
log,(h1ha) =log,(h1) +log,(hz) (mod p —1), (7.1)

for all integers hq, ho. First define a set of representatives of Z/pZ, this is the set F' := {0,...,p— 1}. Then
let B C F be the set of prime numbers in F' less than some given upper bound. This set B is called the
factor base. The first step of the algorithm is to search for a number of integers [ such that the representative
of g' (being an element of F) factors as a product of primes in B. Thus explicitly, we are looking for integers
[ such that
g =1[v" (modp),
beB
for some positive integers e,. Using equation 7.1, such an equality yields an equation of the form

l= Z eplog,(b) (mod p —1).

beB

Also look for an integer a such that the representative of g*h in F' factors over B. Similarly as before this
yields an equation of the form

a+log,(h) = Z eplog,(b) (mod p—1).
beB

Thus these equations for different integers [ and the integer a form a linear system, which, if enough suitable
integers [ have been chosen, will have full rank. If this linear system has full rank, then linear algebra (mod
p — 1) can be used to find the values of log,(b) and, more importantly, the value of log, (k). I will now give
an example of how the index calculus method is used to solve one particular DLP over the multiplicative
group of a finite field.
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Example 7.1.1. Let p := 1009 and g = 11, we want to solve g¥ = 21 (mod 1009). (Remark that algorithm
8 can be used to show that g generates the group F;) To achieve this, take the factor base

B:={2,3,5,7,11}.

The first step of the algorithm is to look for integers I such that the prime factorization of g’ (seen as an
integer 0 < ¢! < 1009) contains only prime numbers of B. After some searching we find the following
equalities:

11! =11,

1110 =2%2.5. 72,

111 =23 .52 (mod 1009)
1132 = 28,

1142 =23 . 3%,

Also it is not hard to see that 11-21=3-7-11 (mod 1009). Thus now we can use equation 7.1 to find the
following equalities:

1 =logy;(11),

10 = 2logy;(2) + logy (5) + 21ogy (7),

14 = 3logy1(2) + 21logy,(5), (mod 1008)
32 = 8log;4(2),

42 = 3log;(2) + 4log;4(3),

1 +1logy;(21) = logy;(3) + logy(7) + logy (11).

Solving the fourth equality modulo 1008 yields solutions of the form log;,(2) = 4+ - 126 (mod 1008) for
integers 7. Thus computing 11474126 for different i yields the solution: log;;(2) = 886 (mod 1008). Now
similarly the fifth equality can be used to find log;;(3) = 102 (mod 1008), the third yields log;;(5) = 694
(mod 1008) and the second equality is used to find log,;(7) = 788 (mod 1008). Finally the last equality
yields k =log;;(21) = 890 (mod 1008). Thus

11899 =21 (mod 1009).

Remark that the algorithm relies heavily on the fact that the elements of F, can be represented by
integers, which have unique prime factorizations. For this reason, the algorithm can not be used to attack a
DLP for arbitrary groups. In the index calculus method the size of the factor base B is very important. If
B is too small, then it will be hard to find integers [ such that g’ factors over B. If on the other hand B is
too large, then the nescessary linear algebra will become unwieldy. A popular method that is used to find
integers [ such that g’ is a product of primes in B uses the number field sieve. I will not explain this method
here. For interested readers I refer to [22]. The estimated time complexity of the algorithm is L, (1/2,v/2).
(Using the notation of definition 1.3.4.) This estimation is derived in [31, p.129]. Thus the index calculus
method is a subexponential (in In¢) algorithm.

Remark 7.1.2. If ¢ = p" is a prime power, then elements of F} can not be represented by integers.
This means that they do not have a prime factorization. Note however that Fy, = F,[X]/(f(X)) for some
irreducible polynomial f(X) of degree n. Thus elements of [y can be represented by polynomials over Fp,.
It is well known that the ring F,[X] is a Dedekind domain, which means that every ideal of this ring can be
factored uniquely as a product of prime ideals. Thus elements of F; can be represented by elements in the
ring ;[ X], which has very similar properties to Z. The index calculus method for F; relies heavily on this

fact. This method has expected subexponential running time L,(1/2,v/2).
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7.2 Computing the Weil Pairing

In order for the Weil pairing to be useful in cryptographic attacks on the DLP for an elliptic curve E, this
pairing should be efficiently computable. The first person to describe such an algorithm was Victor Miller in
[33]. Even though this paper was never officially published, it has been the basis for many other important
results in elliptic curve based cryptography. Identity based encryption, for example, is a very important
application of pairing on elliptic curves. For more information on this subject I refer to [7]. In this section,
let E/K be an elliptic curve over a field K given by a Weierstrass equation

E:y? =23+ Az + B,
m be an integer prime to p =char(K) and S,T € E[m] be two m-torsion points. Recall the definition

_ fs(Dr)
fr(Ds)

in section 2.8. Here Dg ~ (S) — (O) and Dy ~ (T) — (O) are two divisors with disjoint support and fs, fr
are two rational functions satisfying div(fs) = mDg and div(fr) = mDr. A natural choice for these divisors
are Dg := (S+Q)—(Q) and Dy := (T + R) — (R) for some uniformly at random chosen points @, R € E(K)
such that Dg and Dp have disjoint supports. (In remark 7.2.2 will be shown why Dy ~ (T') — (O) and
Dg ~ (5) — (0).) If these divisors have been chosen, then the Weil pairing becomes the value

s+ R (@)
fs(R)fr(5+ Q)

Remark 7.2.1. It is clear that in order to implement this algorithm, it is useful to be able to pick points
P € E(K) uniformly and randomly. This will also be essential in the actual MOV attack itself. T will show
how to do this in probabilistic polynomial time for the case that K is a finite field. (Which is always the
case in cryptography.) Thus assume that E/F, is an elliptic curve over a finite field. Then we can pick an
element x; € F, uniformly at random. It is possible to determine whether x; is the z-coordinate of a point
of E/F, in polynomial time by checking if 23 + Az; + B is a square in F,. If it is, then there are ways of
determining a square root y; in polynomial (in In(g)) time. One way of computing such a square root is
explained in [4]. Thus if xf + Azy + B has a square root y, then we can just make a choice for P = (x1,y1)
or P = (z1,—y1). It is easy to see, since a ‘randomly chosen’ quadratic equation in F, has a 50% chance of
being solvable in that field, the chance of choosing a ‘good’ point x; is close to 1/2. I will not prove here
that the points P € E(F,) found this way are uniformly distributed over E(Fy).

em(S,T)

em(S,T)

(7.2)

Now it is clear that the problem of computing the Weil pairing (7.2) reduces to the problem of, for points
P € E[m] and R € E and a divisor D := (P + R) — (R) € Div’(E), finding a rational function f € K(E)*
such that div(f) = mD. This is done with help of Miller’s algorithm as follows. First define the divisors

Dj:=j(P+R)—j(R) - ([j]P) + (O) (7.3)
for 1 < j < m and then recursively determine rational functions
fj € K(E)* suchthat div(f;) = D;.

Remark that if this is done, then we have found a rational function f,,, such that div(f,,) = D,, = mD,
where the last equality follows from the fact that P € E[m)].

Remark 7.2.2. Let P’ and Q' be two points on E. The proof of proposition 2.3.2 has provided us with a
concrete construction for a rational function g satisfying div(g) = (P’ + Q') — (P’) — (Q') + (O), namely,
g = g1/92 where go is the affine equation for the line through P’ and @’ and ¢; is the affine equation for
the line through P’ + @’ and O. Thus now we know how to construct fi, i.e., a rational function f; such
that div(f1) = D1 = (P + R) — (R) — (P) 4+ (O). Remark also that for the right choices of P’ and @', the
existence of this function g also implies that (S + K) — (K) ~ (S) — (O) and (T + K) — (K) ~ (T) — (O) for
all points K € E. In fact, this construction will be vital not only for defining fi, but also for defining (some
of) the other rational function f;.
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The functions f; satisfying div(f;) = D; can be constructed using the recursive relation given in the
following proposition.

Proposition 7.2.3. Let 1 <1i,5 <m and fi, f; € K(E)* be given such that div(f;) = D; and div(f;) = D;
(The divisor Dy, are given in equation 7.3 for all k.) Let furthermore L be the line through [i]P and [j]P (or
the line tangent to [i|P if [{|P = [j]P), which has a third point of intersection Q) with E and let L' be the
line through the points Q, O and [i + j|P. Assume that L and L' are the zero locus of the linear equations
ar + by +c and a’z + b'y + ¢ respectively. Then the rational function

ax +by+c

Jors = Idi Sy e

satisfies the relation
div(firj) = Diyj.

Proof. Remark 7.2.2 assures us that, by the construction of the functions az + by + ¢ and o’z + b’y + ¢/, the
equality
axr +by+c
v
ax+by+c
holds. Thus now it is trivial to check that

) = ([{1P) + ([j]P) - ([i + 1P) - (O)

ax +by+c

D;,+D;+div| ———
T 1V<a’z+b’y+c’

) 4 )P+ R) i+ )R+ (i +41P) — (0) = Dy

Remark that div: K(E) — Div(E) is a homomorphism of abelian groups, which implies that

. axr +by+c . . . axr +by+c . ar + by +c
Diwj = Dit Dj+div (HW> = div(fi)div(f;)+div <+by+ v\ iy )
O
In practice the rational function f = f,, is not computed, since if m is large, this function can become
unwieldy. Recall that all we need to know is an evaluation % for some points Q¢ = (zg,yo) and

Q1 = (z1,y1) of E. The proposition above actually provides us with a recursive relation for the evaluation
at these points, allowing us to compute % from the value ;iggig without having to actually compute
the rational function f,, itself. This relation is the following:
fivi(Qo) _ fi(Qo) [i(Qo) = (amo +byo + ¢)/(xo + d) (7.4)
firiy(@Q1)  fi(@1) fi(Q1) (am1+byr +c¢)/(x1 +d)

Thus now we are able to compute f,, using this equation and the binary representation of m:

n
m = E 61'21.
=0

This is done by inductively computing the value ;22 Eg?; using the known value of JF%ES?; and combining
2? 21—

these values for all ¢ < n for which e; = 1. This procedure is called successive doubling.
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Algorithm 10 Miller’s algorithm.

Input: An elliptic curve E/K, an integer m = .. ,e;2" prime to char(K), points R, Qo = (z0,%0),
Q1 = (z1,y1) € E, and point P € E[m)].

Output: The value f ((Qo) — (Q1)) :;g?;, where f € K(FE) is a rational function satisfying
div(f) = m(P + R) — m(R).
1: determine f such that div(f;) = (P + R) — (R) — (P) — (0)

] f1(Qo)
2: eval <_f1(Q1)

3: vg < eval
4: forie[l...n] do

5. determine v =%2EE gych that div(y) = 2([20-YP) — ([27]P) — (0)

z+d
) , 2 2(Qo) Qo)
S ary (thus v; _—fgi(Ql))

7. if ¢; =1 then
8: determine +’ = 22HbyF ich that div(y') = ([Z;;E €;2'1P) + ([2/]P) — ([Z;:O 211P) — (0)

z+d’
9: e:;/a.ulf<— eval - U’Zigg?; (thus eval :% where k = z;:o ;2%
10: endi
11: end for

12: return eval

The running time of this algorithm is polynomial in n. Thus, since n = O(logm), it follows that the
running time of computing e,,(S,T) using Miller’s algorithm (twice) is polynomial in logm. Note however
that the algorithm is probabilistic, since we have to choose points Q and R at random. I will now give an
estimation of the chance that these randomly chosen points will yield the right results. In order to compute
em (S, T), first two points @, R € E(K) are chosen uniformly at random and the divisors Dg := (S+Q)—(Q)
and Dr = (T + R) — (R) are defined. In Miller’s algorithm a chain 1 = a4, as,...,a; = m is selected and the
values f,,(Dr) are computed for rational functions f,,. By definition of these rational functions, it holds
that div(f,,) = div(fn) = Ds. It is clear from Miller’s algorithm that the values a; are all values 27 and

1o ex2" for 0 < j < n. Thus, since n < logy(m), it is clear that

t < 2log,(m).

The value of f,,(Dr) for some i will not be defined if one of the points T'+ R or R equals either £[a;]Q or
+[a;](S + Q). So the point R should be chosen such that 7'+ R and R are distinct from the (lesser or equal
then) 4t points

+[a;]Q and +[a;](S+ Q). (7.5)

Similarly the construction of fr(Dg) will encounter a problem if the points S + @ and @ equal one of the
< 4t points
t[a;)R and =+ [a;](T + R). (7.6)

So the points S+@Q and @ should be distinct to these 4t points. Thus to determine the number of points @, R
satisfying these conditions, first fix a random point @ € E(K). Then both T'+ R and R should be distinct
from the (at most) 4¢ points listed in 7.5, yielding a maximum of 8¢ wrong choices for R. Furthermore there
are a maximum of 8¢ possibilities for R for which one of the points of 7.6 equal either S + @ or Q. Thus
for each choice of @ there are at most 16¢ unsuitable choices for the point R. This means that the number
of ‘bad choices’ for the pair (Q,R) € E(K)? is at most 16t * #E(K). Also, since we already know that

65



t < 2logy(m), the probability of picking a wrong pair of points (@, R) is less then or equal to

16t#E(K) < 32log,(m)
#E(K)? = #E(K)

Also it is clear that #E(K) > m, so this probability is less than 1/2 if m > 1024. Note that in cryptography
the order m is usually chosen to be very large, thus the chance of picking a wrong pair of points (@, R) will
in practice be close to 0.

Example 7.2.4. Let p := 101 and E/F,, be given by the Weierstrass equation y?> = 23 + 3z + 3. Then using
previously developed techniques it is possible to determine #E(F,) = 100. Furthermore take S = (20, 36)
and T = (29,21), which both have order 5. We would like to compute

65(5, T)

using Miller’s algorithm. Thus first we determine random points @ := (2,44) and R := (7,8). It is easy to
see that the divisors Dy := (T'+ R) — (R) and Dg := (S + Q) — (Q) have disjoint support. We thus need to

compute
~ [s(T+R)fr(Q)
S = R Q)

where fg and fg are rational functions such that div(fs) = 5(S+ Q) —5(S) and div(fr) = 5(T + R) —5(T).
I will first use Miller’s algorithm to compute fs(T + R)/fs(R). Thus define the divisors

Dj:=j(S+@Q) —i(Q) = ([i]S) + (O).

We will compute the values f;(T" + R)/f;(R) for rational function f; satisfying div(f;) = D; and use the
fact that, since D5 = 5 % Dg, the function fg = f5 is a valid candidate for computing the Weil pairing.

e The line through the points S and @ is given by the affine equation 4z 4 9y. Similarly the line through

O and S + @ is given by the equation x + 43, thus the fuction f; := :;féfy satisfies

div(f1) = (5 + Q) — (Q) — (5) + (0) = Dy,
and we can just compute the value f1(T + R)/f1(R) = 12.

e In order to determine the value of fo(T + R)/f2(R), equation 7.4 can be used, i.e., we have the equality

fo(T+R) _ <f1(T+R)>2. (ax + by + ¢)/(z + d)(T + R)
f2(R) fi(R) (az +by +c)/(z +d)(R)

where ax 4+ by + c is the affine equation for the tangent line of E at the point S and z +d is the equation
for the line through O and [2]S. From now on we will denote the affine Weierstrass equation for E by

(7.7)

Nz, y) = 2% + 32 +3 — o2

The tangent line at the point S = (20, 36) is given by the affine equation

ax +by+c= g—)\(S)(sc —20) + g—)\(S)(y —36) = 92(x — 20) + 29(y — 36) = 92y + 29y + 45,
T )

and the line through O and [2]S = (91, 36) is given by the equation z — 91 = z + 10 (mod 101). Thus
we can use equation 7.7 to compute
(T +R) 2
= =127 -55 = 42.
f2(R)
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e Similarly as before we have the equation

(T +R) _ <f2(T+R))2. (az + by + ¢)/(z + d)(T + R)
f1(R) f2(R) (az +by + )/ (z + d)(R)

Ouly in this case ax + by + ¢ denotes the tangent line of E at the point [2]S and x 4+ d denotes the
line through O and the point [4]S = —S = (20,65). Thus x +d = z — 20 = z + 81 (mod 101), and the
tangent line can be computed similarly as before, yielding ax + by + ¢ = 29y 4+ 67. Thus now we are
done by the following computation:

f1(T + R)

=422 .40 = 62.
f1(R)

e In the last step of Miller’s algorithm the quantity fs(T'+ R)/fs(R) is computed using the formula

f5(T+R) _ A(T+R) fo(T+R) (az+by+c)/(@+d)(T+R)

f5(R) fi(R) f1(R) (az + by + ¢)/(z + d)(R)

This time the equation ax + by + ¢ is the affine equation for the line through the points S and [4]S
and x + d is the equation for the line that intersects E only at the point O. Since this last equation is
given in projective coordinates by the line Z = 0, the affine equation simply becomes 1. Thus we can
omit the equation = + d in this case. The formula ax + by 4+ ¢ denoting the line through the points S
and [4]S = (20,65) is the formula ax + by + ¢ = 4+ 81. So now we can determine

[s(T+R) _ fs(T+R)
R 73 = 75 (mod 101).

For the sake of brievity I will not give all the computations that are used to determine the quantity 7 f (Tcég)s) .

Remark however that these computations are very similar to what has just been done in this example. I will
just give the quantity
fr(Q)

@9

Thus now we are done since

cn(s.1) — ST RINQ) _ Js(TAR) (@) oo oo

fs(R) fr(S+ Q) fs(R)  fr(@+S)

5th

It is easy to see that indeed 87° = 1 (mod 101). Since this is a primitive root of unity, it follows from

the bilinearity of the Weil pairing (2.8.7) and proposition 2.6.6 that

E[m] = <S, T> g E(le).

7.3 The Reduction

In this section E/F, is an elliptic curve over a finite field of characteristic p. The curve is not yet assumed
to be supersingular. I will show how the Weil pairing can be used to reduce a discrete logarithm problem
for E(F;) to a DLP for sz for some k > 1, i.e., an extension of the base field ;. For this algorithm it is
useful to first determine the group structure of E(F,). Remark that proposition 3.2.3 has told us that the
finite group E(F,) has group structure E(F,) = C,, & Cy, for some integers nq, ny such that ns | nq and
ng | ¢ — 1. In [34] Miller has given a probabilistic polynomial time (in log ¢) algorithm that determines these
numbers n; and ny. For this algorithm he assumes that the prime factorization of ged(#E(Fy),q — 1) is
known. This algorithm is pretty straightforward.
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Algorithm 11 determining the group structure

Input: An elliptic curve over a finite field E/F, with known group order N = #E(F,) and the prime
factorization of g = ged(N,q — 1).
Output: A pair of integers (n1,n2) such that ng | ny and E(F,) = Cy, @ Ch,.
1: determine Ny, N7 such that N = NoNy, ged(Ng, N1) = 1 and such that a prime number divides Ny if
and only if it divides g
pick two points P, Q € E(F,) uniformly at random
P [N1]P, Q'+ [M]Q
determine s « order(P’) and t + order(Q’)
m <+ lem(s, t)
compute ¢ = e, (P’, Q") (using Miller’s algorithm) and determine d = order(¢)
if md = Ny then
return (N/d,d)
else
go back to step 2
end if

© % NPTk

_.
=

Remark 7.3.1. I will not prove that this algorithm correctly returns the group structure of an elliptic curve.
For a proof I refer to [34]. I will, however, make a few remarks. Denote the order of P by o. Then, since
ged(Ng, Np) = 1, there are unique integers k, k' such that o = k - &/, the integer k divides Ny and &’ divides
Nj. Tt then follows that the point P’ = [N;]P has order

B 0 _° _.
~ged(o,Ny) K

Thus the order s of P’ divides Ny, as does the order ¢ of ). The construction of Ny assures us that
gcd(Ng,q) = 1. Thus also the integer m = ged(s,t) satisfies ged(m,q) = 1. For this reason the Weil
pairing e, (P’, Q') is actually defined. The knowledge of the prime factorization of g allows us to determine
the integer Ny and actually helps us to find the prime factorization of this number. Also note that, since
[No]P' = [No]Q" = O and we know the prime factorization of Ny, we can use the algorithm of section 6.1 to
determine the orders s and t.

order([N1]P)

Thus from now on I will assume that the type (n1, n2) of the group E(F,) is known. The following results
can be found in [32]. The first lemma shows how the Weil pairing can be used to partition the elements of
E(F,) into cosets of (P) for some point P € E(F,) of maximum order n.

Lemma 7.3.2. Let E(F,) be an elliptic curve over a finite field of type (n1,n2) and let P € E(F,) be a
point of mazimum order ny. Suppose furthermore that ged(n1,q) = 1, then two points Py, Po(F,) are in the
same coset of (P) if and only if en, (P, P1) = ey, (P, Pa).

Proof. Let P € E(F,) be a point of maximum order ny and Py, P, € E(F,) be two points on the elliptic
curve:

(=) Suppose that P; and P, are in the same coset of (P), then there is an integer k such that P, =
P, + [k]P. This mean that, with help of the properties of the Weil pairing (2.8.7),

en, (P, Py) = €y, (P, Py + [k]P) = €y, (P, P1) - €0, (P, P)* = €,,(P, P2).
(«=) Suppose that P; and P, are not in the same coset of (P). We need to prove that
enl(P’Pl) 7é e”h(PaPQ)'

Let @ € E(F,;) be a point such that the pair (P, () generate the group E(F,). Then the assumption on
the points P; and P, imply that P, — Py = [a] P + [b]Q for some integers a,b such that [b]Q # O. Let now
[a']P + [V']Q be any other point of E(F,). Then

en, ([D]Q, [@']P + [1]Q) = en, ([D]Q. P) - €4, (Q, Q)" = en, ([D]Q, P),
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thus from the nondegeneracy of the Weil pairing follows that, if e,,, ([b]Q, P) = 1, then [b]Q = O, which gives
a contradiction. Thus e,, ([0]Q, P) # 1. But then we are done, since

enl(P7P1>

m =en, (P, Py — Py) = ey, (P, [a]P + [0]Q) = e, (P, [b]Q) # 1.

O

Remark 7.3.3. If the curve E is assumed to be supersingular, then automatically ged(ni,q) # 1. So the
Weil pairing e, is always defined. In fact there are no points P € E(F,) such that p divides the order n of
P. For suppose that n = p®-n’ such that ptn’ and e > 1, then the point [n’]P is nonzero and has order p°.
But this is a contradiction with the assumption that F is supersingular. Thus p does not divide the order n
of P. This is one of the reasons that the MOV attack does not work for most ordinary curves.

The following lemma is very similar to the last one and also has a similar proof. For this reason I will
not give the proof here. The interested reader can find the proof in [32].

Lemma 7.3.4. Let E/F, be an elliptic curve over a finite field such that E[n] C E(F,) for a positive integer
n coprime to q. Let also P € E[n] be a point of exact order n and let Py, Py € E[n] be any points. Then Py
and Py are in the same coset of (P) of E[n] if and only if e, (P, P1) = e, (P, Py).

Example 7.3.5. Suppose p := 101 and E/F,, is the elliptic curve given by the Weierstrass equation y* =
23+ 92 +2. Then it is possible to determine IV := #E(F101) = 120. T want to use algorithm 11 to determine
the group structure of E(F,). So first check that

g:=ged(N,p—1) =20=2%.5.

Then it is easy to find Ny = 40 and N; = 3. Pick two points P,Q € E(F101) uniformly at random, say
P := (65,54) and Q := (91,15), then P’ := [3]P = (25,55) and Q' := [3]P = (91,86). It is easy to check,
using the prime factorization Ny = 23 -5, that order(P’) = 10 and order(Q’) = 4. Thus m := lem(4, 10) = 20
and we can compute ¢ := e, (P’,Q’) = —1. Thus ¢ has order d = 2 and we have d-m = 40 = Ny. So
the algorithm tells us that E(Fi01) & Cgo @ Ca. We would also like to find generators S, T for this group.
It is clear that the point S := (94,0) has order 2 since its y-coordinate equals 0. Also we can pick points
T € E(F101) at random until a point of exact order 60 is found. (The order of points can be computed using
algorithm 8 and the prime factorization 120 = 23 - 3 - 5.) This way I have found the point T := (57, 26) of
exact order 60. So if we want to show that these points generate the group E(Fig1) it suffices to show that
S ¢ (T). Just compute
eco(T,5) = —1# 1 =eeo(T,T),

then lemma 7.3.2 assures us that S is not in the subgroup (T').

Proposition 7.3.6. Let E/F, be an elliptic curve over a finite field and let P € E(F,) be a point of exact
order n such that n is coprime to q. Then there exists a point R € E[n] such that e, (P, R) is a primitive
n™ root of unity. (Remark that this point R is not assumed to be an element of E(F,).)

Proof. Recall that u,, C I_Fq denotes the group of all n*® roots of unity in Fq. It suffices to show that the
map e,(P,—) : E[n] = p,, is surjective. From the fact that E[n] = C,, @ C,, it is clear that there are n

cosets of (P) in E[n]. Let Q1,...,Q, denote representatives of all of these n cosets. Then lemma 7.3.4 tells
us that e, (P, Q;) # e, (P, Q;) if i # j. Thus the map e, (P, —) reaches all n elements of pu,,. This concludes
the proof. O

With help of this last proposition the next theorem becomes almost trivial:

Theorem 7.3.7. Let E/F, be an elliptic curve over a finite field and P € E(F,) be a point of exact order n
such that n is coprime to q. Let furthermore R € E[n] be a point such that e, (P, R) is a primitive n'* root
of unity. Then the map

f(P) =, [:Q—en(QR)

s a group tsomorphism.
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Proof. Denote ¢ := e, (P, R). Since ( is a primitive n'" root of unity, it is clear that every element of u,, can
be uniquely written as ¢! for some 0 < [ < n. So now define g : p,, — (P) by g(¢') := [[|P € (P). It is easy
to show that g = f~1. O

Remark that, with the notation from the last theorem, there exists a minimal integer £ such that p, C
F,x. Now we have all the necessary ingredients to solve the discrete logarithm problem to the base of P by
reducing it to a discrete logarithm problem over F .

Algorithm 12 reduction algorithm

Input: An elliptic curve over a finite field E/F,, a point P € E(F,) of order n such that n is coprime to ¢
and a point Q € (P).

Output: The discrete logarithm of @ to the base of P, i.e., the element [ € Z/nZ such that Q = [I]P.

. determine the smallest integer & such that E[n] C E(F )

: determine a point R € E[n] such that o := e, (P, R) is a primitive n'" root of unity

: compute 5 = e,(Q, R)

. compute | € Z/nZ such that 8 = ol in F,x using the index calculus method

: return the element [

U W N

It is easy to see that this algorithm works since
ol = e,(P,R)" = e,([[|P,R) = 5.

However the algorithm is still incomplete, since I have not provided a method to determine the integer k, or
the point R. I will do this for supersingular curves in the next chapter. For ordinary curves, the integer k
can be exponentially large. This means that the index calculus method over F x can actually take more time
then directly solving the ECDLP to the base of P. Thus there are two reasons why this reduction algorithm
does not work for most ordinary curves:

e The integer k can become too large.

e As was noted in remark 7.3.3, it is possible that the order n of P is not coprime to ¢, in which case
the Weil pairing e,, is not defined.

It is however possible to use the MOV attack for certain ordinary curves. In fact if P has prime order
n such that n 1 ¢, then the Weil pairing e,, is defined. The question whether the MOV attack works in
subexponential time then reduces to the question of how big the integer k will become. The interested
reader might want to check [24] for more details on this. Also more information on this problem will be
given in section 8.2.

7.4 Supersingular Curves

In this section E/F, is a supersingular curve over a finite field of type (ni,n2) and ¢ = p™, where p is the
characteristic of F,. Also we fix a point P € E(F,) of order n and a point @ € (P). In this section I will
give a practical version of the reduction algorithm that reduces the problem of finding the discrete logarithm
of @ to the base of P to a DLP over an extension of the base field F x. Recall that proposition 3.3.3 states
that #E(F;) = ¢ + 1 — t where t is called the trace of Frobenius, which satisfies p | t. Also lemma 3.2.5
has given all possible group structures for the subgroup of rational points of supersingular curves. Together
with lemma 3.2.4 it is possible to give a list of all possibilities for the group structure of E(F,). For clarity
I will list all these possible structures here.

1. t =0 and E(F,) is cyclic.
2. t=0and E(F;) = C(g41)/2 ® C2. (In this case ¢ = 3 (mod 4).)
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3. t? =g and E(F,) is cyclic. (In this case m is even and ¢ # 1 (mod 3).)

4. t? = 2q and E(F,) is cyclic. (In this case m is odd and p = 2.)

5. t* = 3q and E(F,) is cyclic. (In this case m is odd and p = 3.)

6. t* =4q, so t = (—1)"2,/q for i € {0,1}, and E(Fy) = C s5_(—1y: ® C z—(—1):- (In this case m is even.)

Now it is possible for each of these cases to determine the smalles integer k such that E[n] C E(Fgx).
(Remark that, since n | ny, it follows that also E[n] C E(F).) It turns out that for each of these cases the
group structure of E(F«) is of the form C.,, ® Cep, for some integer c. This fact will prove useful later on
in this section. First I will give the found integers k and ¢ in each of these cases in a table. After that I will
give one example to hopefully clarify how the information in this table is determined.

table 4 useful information for supersingular curves.

l case [ t [ structure of E(Fq) [ k [ type of E(F «) [ c
1 0 cyclic 2 (g+1,q+1) 1
2 0 Clg+1)/2® Co 2 (@+1,q+1) 2
3 (-1'va cyclic 3| (V& + (=11 + (-1)7) Va+ (1)
4 | (-1)'V2q cyclic 4 (®+1,¢>+1) g+1+(=1)"v2q
5 | (=1)'v3q cyclic 6 (@+L+1) | (@+Dlg+1+(=1)'V3q)
6 | (—1)2q | C a1y ®C a1y | 1| (Va— (=1 a— (1)) 1

Example 7.4.1. I will explain how the information of case 3 in table 4 is determined. Suppose E /F, is an
supersingular curve such that the trace of Frobenius satisfies t = (—1)",/q. (As was stated before, in this
case ¢ = p™ where m is even.) Then E(F,) is cyclic, thus

n=#EF,)=q+1—-t=q+1—(-1)"/q.

Let now, for all j > 1, the integer ¢; be defined by ¢; := ¢/ + 1 — #E(F,;) and to := 2. Then corollary 3.1.6
told us that

tive = titj41 — qty,
for all j > 0. Thus it is possible to determine ¢, = 3 — gtg = —q. This means that the group E(F ) belongs
to case 3, implying that it is cyclic. So obviously E[ni] Z E(F,2). Now compute
ts = tity — qt1 = (—1)"7'2¢%/2
then it is clear that E(IFys) belongs to case 6, thus
E(Fqs> ~ (e d,

where [ = ¢3/2 + (—1)"*1. Thus in order to show that E[n;] C F(F,s) it suffices to show that n; | I. This
can simply be checked by computing

m(Va+ (1)) = (g +1 - (D)'Va)(Va+(-1)) =g+ (-1)' = 1.
So we have found the integer k£ = 3 and also ¢ = /g + (—1)" and we are done.

So now I have shown how to determine the integer k. What remains is to give a method of choosing a
point R € E[n] C E(F,x) such that e, (P, R) € F,. is a primitive n'" root of unity. The way this is done, is
by choosing a point R € F[n] uniformly at random in the hope that e, (P, R) is a primitive n*® root of unity.
If it is not, then a problem might arise in the algorithm and we have to select another element R uniformly
at random. However at this point we have no idea how to select a point R € E[n| uniformly at random.
Note that remark 7.2.1 has provided us with a method to select points R’ € E(F,«) uniformly at random in
probabilistic polynomial time. Now our knowledge of the integer c¢ satisfying

E(Fqk> = Cepy B Cony,s

71



comes into play. Note that E(F ) = Cey @ Cop, where ¢ = cni/n. We can choose a point R’ € E(F )
uniformly at random and compute R := [cny/n]@Q" € E[n]. The following lemma, taken from [32], tells us
that the point R is uniformly distributed in E[n].

Lemma 7.4.2. Let G be an abelian group of type (cn,cn) and let {a;} be elements of G, which are selected
uniformly at random. Then the elements {ca;} are uniformly distributed around the subgroup G' C G of type
(n,n).

Algorithm 13 reduction algorithm for supersingular curves

Input: A supersingular elliptic curve E/F,, a point P € E(F,) of order n and a point ) € (P).
Output: The discrete logarithm of @ to the base of P, i.e., the element | € Z/nZ such that @ = [I|P.
: determine the integers k and ¢ from table 4
: select a point R’ € E(F ) uniformly at random
: R+ [eny/n]R
ca+ey(P,R) and 8 < e,(Q, R)
: compute I’ € Z/nZ such that 8 = o' using the index calculus method
. if [I']P = Q then
return [ :=10'
else
go back to step 2
: end if

© 0N DU W e

—_
o

It is important to determine the chance that the point R’ is selected such that o = e, (P, R) is a primitive
n*™ root of unity. We already know that (P) has n cosets within E[n] and that R is chosen uniformly at
random from E[n]. Thus together with lemma 7.3.4 it becomes clear that the chance that e, (P, R) has order
n equals ¢(n)/n where ¢ denotes the Euler function, i.e., ¢(n) = #{i € {0,...,n — 1} | ged(i,n) = 1}.
Recall that in cryptography the point P is usually chosen such that its order n is a large prime. In this case
the chance that e, (P, R) has exact order n is "T_l ~ 1. It was already remarked in the last section that,
if a is a primitive n'" root of unity, that the algorithm will return the right value I such that [[|JP = Q.
What remains is to give an estimation for the running time of this algorithm. If I can show that the running
time of the actual reduction is polynomial in In(g), then the complexity of the entire algorithm is simply
determined by the subexponential time, the index calculus method requires to solve the DLP in Fgr. At
first remark that the field F« has to be constructed explicitly. Thus an irreducible polynomial f(x) € F,[z]
of degree k has to be chosen. In [4] a method is given to do this in polynomial (in Ing) time. Also it is
important to note that k < 6, which implies that choosing a point R’ € E(F, ) uniformly at random can
be done in probabilistic polynomial time. Since the points « and [ can also be computed in polynomial
time using Miller’s algorithm, we are almost done. It only remains to compute R = [eny/n|R’ and [I']P for
some !’. These integers are of order O(g). Thus the scalair multiplication can be computed in O(In(q)) using
binary method as desribed in section 2.3. So the running time of the actual reduction is dominated by the
expected subexponential running time of the index calculus method.

Tt is thus clear that the existence of this attack (algorithm 13) ensures that, in order for the DLP on
E(F,) to be exponentially hard, the curve E needs to be ordinary.
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8 The Frey-Riick Attack

The Weil Pairing is not the only nondegenerate bilinear pairing on elliptic curves. One alternative, which is
widely used in cryptography, is the Tate Pairing. In 1999 G. Frey and H. Riick have published an article [14]
in which they describe how this alternative pairing can be used in an attack on certain elliptic curves. This
attack is very similar to the MOV attack, in the sense that it uses a pairing to reduce an ECDLP to a DLP
over (an extension of) its base field. This DLP can then be solved in subexponential time using the index
calculus method of section 7.1. The Frey-Riick method can be used to solve the DLP for elliptic curves for
which the MOV attack does not work, i.e., certain curves for which the trace of Frobenius equals 2. In the
first section I will define the Tate pairing and derive its most important properties. After that I will explain
how this pairing can be used to solve a DLP for certain elliptic curves in subexponential time.

8.1 The Tate Pairing

The definition of the Tate Pairing is very similar to the definition of the Weil pairing. The actual pairing
that is used in the Frey Riick attack, however, is not the Tate pairing, but the modified Tate pairing. First I
will define the Tate pairing and give its basic properties. After that I will define the modified Tate pairing.
In this section E/F, is an elliptic curve and m is a positive integer coprime to ¢g. Furthermore k is the
smallest integer satisfying m | ¢* — 1, which implies that E[m] C E(F,«). Note that the notation mE(F )
means
mE(Fqk) = {[m]P | Pe E(]Fqk)},

which is a subgroup of E(F ). First I will explain how the Tate pairing is constructed. It is not immediately
clear that this construction yields a well defined pairing. After giving the definition, I will proof that this
pairing is well defined.

Let P € E(F,)[m] be a point of order m, then it is clear that the divisor m((P) — (O)) is a principal
divisor, i.e., there exists a rational function g € Fyx(E) satisfying div(g) = m(P) — m(O). If furthermore
Q € E(F, ) represents a coset in E(Fx)/mE(F,x), then it is possible to construct a degree zero divisor
D € Div’(E) such that D ~ (Q) — (O) and the support of D is disjoint from the support of div(g), which
means that the value g(D) is defined. Recall that in section 7.2 was mentioned that D can be created by
selecting a point Q" € E(F,x) and defining D := (Q + Q') — (Q’). Here Q" should be chosen such that
neither Q + Q" or Q' equals P or O. Thus there are a maximum of 4 wrong choices for @’. Thus as long as
#E(F,x) > 5, it is possible to choose an appropriate point @’. So at least for elliptic curves which are used
in cryptography, a suitable choice for )’ exists. The Tate pairing is defined as follows:

Definition 8.1.1. With the notation as given above, the Tate-Lichtenbaum pairing (which I will usually
just call the Tate pairing) is the map

(= =) : E(Fg)[m] x E(Fgs)/mE(F ) — Fi/(Fo)™,

defined by
(P,Q) :=g(D).

Note that the value (P, @) can be computed using Miller’s algorithm of section 7.2. In fact, the compu-
tation of the Tate pairing is twice as fast as the computation of the Weil pairing, since the latter requires the
computation of two values f(D) and f’(D’). So now that the definition has been given, lets show that the
Tate pairing is actually well defined. The value (P, Q) might depend on the choice of the rational function
g, the divisor D and the choice of the representative @ of a coset in E(Fx)/mE(F, ). In order to show that
the Tate pairing is well defined, the following lemma is useful.

Lemma 8.1.2. Let C/K be an algebraic curve, D € Div®(C) a degree zero divisor and f € K(C) a rational
function such that div(f) and D have disjoint support. Let furthermore ¢ € K* be a constant, then

(cf)(D) = f(D).
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Proof. Write D = ", -np(P). The fact that D is defined to be a degree zero divisor, means that
> pecp = 0. Remark also that div(cf) = div(f), which means that (cf)(D) is actually defined. Now the
following calculation suffices:

(cf)(D) = ] (cHP)"r = c=recme TT f(P)* = [ r(P)"™ = f(D).

pecC pPecC pPecC
0

Remark 8.1.3. Let C/K be an algebraic curve and f € K(C) a rational function. If Dy := Y p. np(P)
and Dy := ) p.mp(P) are two divisors on C such that the support of both D; and D are disjoint from
the support of div(f), then it is clear that the value f(D; + D2) is defined and satisfies

f(D1+ Do) =[] r@yetme = I £y - [ £(P)™ = (D) - £(D2).

PeC PeC PeC
Now we can prove that the Tate pairing is well defined. I have gotten this proof from [6, IX.4.].

Proposition 8.1.4. With notation as in definition 8.1.1, the Tate pairing (—,—) is well defined, i.e., the
following two conditions hold:

1. The value (P,Q) = g(D) is independent of the choice of rational function g and divisor D.
2. For all points P € E(Fyx)[m] and Q@ € mE(F ) we have (P, Q) € (Fy.)™.

Proof. (1) The rational function ¢ satisfying div(g) = m(P) — m(O) is unique up to a constant multiple.
Since D was assumed to be a degree zero divisor, the previous lemma tells us that the value g(D) for a fixed
divisor D is uniquely defined. Now suppose we have chosen a fixed rational function g and we have two
degree zero divisors D; ~ Dy ~ (Q) — (O) whose support are both disjoint from the support of div(g). Then
Dy = Dy + div(h) for some rational function h. Also it is clear that the support of div(h) is still disjoints
from the support of div(g). Thus

g(D1) = g(D2 + div(h))
= g(D2)g(div(h))
= g(D2)h(div(g)) by the Weil reciprocity law (2.8.6)
= g(D2)h(m(P) — m(0))
= g(D2)h((P) — (O)™
=g(D2) (mod (Fyx)™),

and this completes the proof of part 1.

(2) Let P € E(F)[m] and Q € mE(F ), thus there is an point Q" € E(F ) such that @ = [m]Q’. So
fix such a point @’ and let A ~ (Q") — (O) € Div(E) be a divisor whose support is disjoint from the support
of div(f). Then

D —mA~(Q) = (0) =m(Q") + m(0) = ([m]Q") = m(Q') + (m —1)(0),

which is a principal divisor. This means that D ~ mA. But it was just shown that this means that
g(D) = g(mA), thus
(P,Q) = g(D) = g(mA) = g(A)™ € (F:)™.

This concludes the proof. O

The following theorem gives the most important properties of the Tate pairing. The proof of bilinearity
is also given in [6, IX.4].
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Theorem 8.1.5. Let E, m and k satisfy the conditions stated in the beginning of this section. Then the
Tate pairing
(=, =) : E(Fgx)[m] x E(Fx)/mEF ) — F;k/(F(’;k)m

satisfies the following properties:

1. For all Q € E(Fy) the following equality holds:
0,Q) =1

2. The Tate pairing is nondegenerate, i.e., the following two properties hold:
e Suppose P € E(Fx)[m] and for all points Q € E(F ) we have (P, Q) € (F;k)m, then P = O.
o If(P,Q) € (F}.)™ for all P € Elm], then Q € mE(F,.).
3. The Tate pairing is bilinear, i.e., for all points P, Py, P, € E(Fu)[m] and Q,Q1,Q2 € E(Fy) the
following holds:
(P,Q1+ Q2) = (P,Q1) - (P,Q2),
<P1 +P27Q> = <P17Q> : <P27Q>

Proof. (1) Let g € Fx(E) be the trivial rational function that always takes the value 1 and let P = O. Then
div(g) = m(P) —m(0O) = 0. So (O, Q) can be defined by (O, Q) = g(Q) =1 for all Q € E(F).

(2) There are several ways to prove the non degeneracy of the Tate pairing, which are all quite technical.
For a proof I refer to [13].

(3) Let P, P, P, € E(F x)[m] and Q,Q1,Q2 € E(F ). First I will derive linearity in the first argument,
i.e., I will show that

<P1 +P2aQ> = <P15Q> : <P2aQ>
Let (Py + P, Q) = g(D), thus div(g) = m(P; + P) — m(O) and D ~ (Q) — (O) is chosen such that
support(D) N {0, Py, Py, P, + P} = (). First choose two rational functions g; and g satisfying
div(g1) = m(P1) —m(0) and div(gs) = m(P2) — m(O).
Recall that
A= (P + P) = (P) = (P2) + (0) = div(h),
for some rational function h. (See remark 7.2.2.) Then it is clear that
div (g> = div(g) — div(g1) — div(gz) = mA = mdiv(h) = div(h™),
9192
which implies that g = Ag1g2h™ for some scalair A € Fqk. But now we are done, since
(P +P,Q) =g(D)
= 91(D) - g2(D) - K (D)

Now lets show that the Tate pairing is linear in the second argument, i.e., show that

(P,Q1+ Q2) = (P,Q1) - (P, Q).

First let (P, Q1 + Q2) = g(D) where div(g) = m(P) — m(O) and D ~ (Q1 + Q2) — (O) is chosen such that
its support is disjoint from the support of div(g). Let furthermore

Dy ~(Q1)—(0) and Dy~ (Q2)—(0)
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be chosen such that both their support are disjoint from the support of div(g). Then it is clear that

D —D; — Dy~ (Q1 +Q2) — (Q1) — (Q2) + (0),

which is a principal divisor by remark 7.2.2. Thus D; 4+ Dy ~ D, but proposition 8.1.4 assured us that in
this case

(P,Q1+ Q2) = g(D) = g(D1 + D2) = g(D1) - g(D2) = (P, Q1) - (P, Q2).
O

So now the Tate pairing has been defined and its most important properties have been given. One
disadvantage of this pairing is that it sends a pair of points P,Q to a coset in ]sz rather then giving a
definite answer. This is disadvantageous when we try to use the Tate pairing for computational purposes.
Note, however, that the group F;k / (sz)m is isomorphic to the group p,,, € Fyr, the isomorphism being the
map

This isomorphism is used to define the modified Tate pairing, which is much better suitable for computational
purposes.

Definition 8.1.6. With the notation of definition 8.1.1, the modified Tate pairing is the map
(= =) E(Fg)[m] x BE(Fg)/mE(Fgx) = pp,,

defined by
a* -1

= g(D)

(P,Q)" = (P.Q)

Since the modified Tate pairing is defined as the composition of the Tate pairing and an isomorphism, it
is easy to see that this modified pairing inherits the properties of being nondegenerate and bilinear.

8.2 The Attack

Throughout this section, let E/F, be an elliptic curve over a finite field, P € E(F,) be a point of prime
order ¢ and let @ € (P). (Note that the assumption that P has prime order is a very natural assumption in
cryptography.) In this section I will show how the modified Tate pairing can be used to reduce the discrete
logarithm of () to the base of P to a DLP for an extension of the base field IF, which in turn can be solved
using the index calculus method. Contrary to the Weil pairing, the Tate pairing can have the property that
(P, P)" is a primitive /" root of unity. Recall that in the MOV attack, it was needed to find a point R such
that e, (P, R) is a primitive £*' root of unity. For the Frey-Riick attack it might suffice to simply choose
R = P. One example of this phenomenon is the following.

Example 8.2.1. Let E/F1g; be given by the Weierstrass equation y? = x® + x + 1. Then we can compute
#E(F101) = 105 and it is possible (using algorithm 9) to show that the point P := (46,25) € E(Fi01) has
order 5. We want to compute (P, P)’. First take R := (0,1) € E(F191) and define

D:=(P+R)—(R)~(P)—(O).

g(PJrR)' 1

We need to determine a rational function g satisfying div(g) = 5(P) — 5(0) and compute g(D) = e

will do this with help of Miller’s algorithm. Define the divisors
D; :=i(P) —i(0) — ([i|P) + (0),

for ¢ <5 and determine (some of) the values % ;1(3;)1%) for rational functions g; satistying div(g;) = D;.
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e The divisor D; is the zero divisor, so the rational function g; is simply the function g; = 1.

e To compute go(D) using Miller’s algorithm, first determine the tangent line to E at P. This is the
line given by the affine equation 87z + 51y + 76. Also we need the line through O and [2]P = (86, 67).
This is the line given by the affine equation x + 15. So now

=12 .55 = 55.

g2(P+R) (gl(P—l-R))z. (87x + 51y + 76)/(z + 15)(P + R)
¢@(R) U gi(R) (87x 4 51y + 76)/(x + 15)(R)

e To compute g4(D) using Miller’s algorithm, first determine the tangent line to E at [2]P. This is the
line given by the affine equation 70z + 68y +29. The line through O and [4]P = —P = (46, 76) is given
by the affine equation x — 46 = = + 55. So now

(70z + 68y + 29)/(x + 55)(P + R)

2
— 55246 = 73.
(02 + 68y + 29) /(@ 1 55)(R) 0 40=73

94(D) = g2(D)? -

e To compute g5(D), we need the line through [4]P = —P and P, which is given by the affine equation
x + 55. Also we need the line that intersects E at O with multiplicity 3. Since this line is in projective
coordinates given by Z = 0, the affine equation is simply 1. So now we have

z+55(P+R)

T 455 (B) 73-37=175

g5(D) = g1(D) - g4(D)

So now we know (P, P) = 75. Thus

101—-1

(P,P) = (P,P)" 5 = (P,P)* = 36.

Indeed one can check that 36° = 1 (mod 101). It is thus clear that (P, P)’ is a primitive 5*" root of unity.
In fact, this example is a special case of the following lemma from [49]:

Lemma 8.2.2. Let E be an elliptic curve over a finite field F, and let { be a prime number. Suppose
furthermore that the following three conditions hold:

e l|q—1,
o \|#E(F,) and
o (Y #E(F,).
Also let P be a generator for E(F,)[{], then (P, P)' is a primitive " root of unity.

Remark that the fact that ¢ | #E(F,) and ¢  #E(F,) imply that there exists a point P # O that
generates the group E(F,)[¢]. Also £ | g — 1 if and only if p, C F;.

Proof. Let O # P generate the group E(F,)[¢]. Since ¢ is a prime, it suffices to show that (P, P)’ # 1. So
suppose that (P, P)’ =1, then
((mP,P) =((P,P))" =1" =1

for all m € Z. But the non degeneracy of the modified Tate pairing then assures us that P € {E(F,). Choose
a point R € E(F,) such that P = [{]R. Then [(*|R = [{]P = 0, but since ¢? { #E(F,), there are no points
of exact order £2. So the order of R is either 1 or £ and in both cases P = [(]R = O. This is a contradiction
with the assumption that P # O. O
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Under the conditions of this lemma, we can find the integer m satisfying [m]P = @ by computing
a:= (P, P)" and 3 := (P,Q)" and solving o™ = j for m in I} using the index calculus method. It is clear
that this attack works on certain ordinary curves for which the trace of Frobenius ¢ satisfies t = 2 (mod ¢).
So this new attack solves the DLP for curves for which the MOV attack does not necessarily work. The
following algorithm, which is given in [13], finds the integer m in a more general case. This is the case where
P € E(F,) has exact order ¢, but the conditions that ¢? { #F(F,) and ¢ | ¢ — 1 are omitted. This algorithm
does the following:

1. Determine the smallest integer k£ such that pu, C sz.
2. Compute two rational functions fp and fg such that div(fp) = ¢(P)—£¢(0O) and div(fg) = 4(Q)—£(O).

3. Pick points S,T € E(F,+) uniformly at random such that S,7T" are both not equal to P, @ or O.

-1

_ (fa(S)) *
4. Define o := (fQ(T))

k

5. If v # 1, then define § := (}EE%)T and solve § = a™ for m in F7,.

6. If o = 1, then choose new points S,T € E(F) and repeat the process.

7. This integer m satisfies Q = [m]P.

Algorithm 14 The Frey-Riick attack
Input: An elliptic curve E/Fy, a point P € E(F,) of prime order ¢ such that £ { ¢ and a point @ € (P).
Output: The element m € Z/{Z satisfying @ = [m]P.
1: determine the smallest positive integer k satisfying ¢ | ¢* — 1.
2: determine rational functions fp and fq satisfying div(fp) = £(P) — £(O) and div(fg) = ¢(Q) — ¢(O)
using Miller’s algorithm
3: pick two points S, T € E(Fy)/{P,Q, O} uniformly at random

4: compute o := ggg and « := (o) e

5. if @« =1 then

6: return to step 3

7. end if .

8: compute [ := }BE% and 8 := (8")* [_1

9: solve 3 = o™ for m in F x using the index calculus method

10: return the element m € Z/(Z

I have not yet given a method of determining the integer k. However, one can just compute ¢* — 1 for
k=1,2,... until a value is found such that ¢ | ¢* — 1. One can stop if k is too big, i.e., when solving DLP’s
over F*, using the index calculus method will take more time then directly solving the ECDLP to the base
of P. Remark that table 1 of section 1.4 yields an estimation for the key sizes, needed to obtain similar
security for different cryptosystems. From this table it is clear that, if £ > 2169, then it suffices to check that
¢4q" —1for all 1 < k < 20. This fact is also mentioned in [19, 4.1.4].

In the remainder of this section I will prove that this algorithm yields the correct result and show that,
under some natural conditions, the only case where the Frey-Riick attack works in subexponential time,
while the MOV-algorithm works in exponential time, is the case that the trace of Frobenius ¢ satisfies ¢t = 2.
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Theorem 8.2.3. This algorithm works, i.e., the element m that is returned by the algorithm satisfies Q =
[m]P.

Proof. Remark that, since £ is a prime and O # Q € (P), the point @ also has exact order £. (We may
assume that @ # O, because if Q = O, the algorithm can simply return m := ¢.) Remark also that

I268) — fp((S) — (T) and

(S)=(T)=E-T+T)=(T)~(5-T) - (0),

qkfl
gk -1

thus by definition of fp and the Tate pairing we have o = (;}’Zg;) ‘= (P,S—-T) © =(P,S—T) and

similarly 8 = (@, S — T)’. Also the algorithm assures us that « # 1 (after maybe returning to step 3 of the
algorithm several times), which means that « is a primitive £ root of unity. Let now m’ € Z/{Z be the
element satisfying @ = [m/]P, then we can compute the following:

B=(Q,8-T)
— ([P, ~ TY
= (PS5 —T))™
=a™.
And thus m’ = m (mod ), since « is a primitive ¢! root of unity. O

The computational cost of this algorithm is determined by the cost of the index calculus method. For
this reason the smallest integer k& such that ¢ | ¢* — 1 can be seen as a measurement for the complexity
of the algorithm. In the same way the smallest integer k" such that E[{] C E(F, ) can be seen as the
measurement for the complexity of the MOV reduction algorithm given in section 7.3. These integers are
called the embedding degree for the Tate (resp. the Weil) pairing.

Definition 8.2.4. Let E/F, be an elliptic curve and m be an integer prime to g, the embedding degree for
the Tate pairing, denoted k; is the smallest positive integer such that p,, C IFZk , or, equivalently m | gk —1.
Similarly the embedding degree of the Weil pairing is denoted by k,,. This is the smallest positive integer
such that E[m] C E(F ., ).

Remark that in section 2.8 was stated that, if E[m] C E(F,), then p,, C F;,, which implies that
ki < ky. If E[f] C E(Fgx, ), then we could also use the MOV attack instead of the Frey-Riick attack to
solve the DLP at hand. Both attacks would have around the same time complexity, although the Frey-Riick
attack is slightly more practical, since the Tate pairing is faster computable. The following theorem proves
that if m is prime and k; > 1, then k; = k,,. This theorem can be found in [49, 5.3.2], although the proof in
this book contains some minor errors. A correct version of the proof is given below.

Theorem 8.2.5. Let E¥ be an elliptic curve over a finite field Fy and suppose that £ is a prime different
from char (Fy), which satisfies £ | #E(F,) and £{q—1. Then ky = ky,, t.e.,

E[) C E(F ) if and only if € | ¢" — 1.

Proof. Remark that £1 ¢ — 1 is equivalent to stating that k; > 1. Also we already know that k; < k,,, thus
it suffices to prove that k, < k;. So now choose two points O # P € E(F,)[¢] and R € E[{] such that
R ¢ E(F,) and fix an integer k such that ¢ | ¢* — 1. Show that E[(] C E(F).

Remark that since (P) C E(F,) the point R is not in the group generated by P. Also we know that

El) = Z)07. & 7,07,
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so E[f] is generated by the points P and R. Let now ¢ denote the ¢'" Frobenius morphism. Then the map
0¢ = ¢l « Elf] — E[{] can be written as a 2 x 2 matrix over the field Z/¢Z with respect to the basis
{P, R}. Remark that, since P € E(F,), we have ¢(P) = P, thus the matrix has the form

where a and b have been chosen such that ¢(R) = [a] P+ [b]R. Let t denote the trace of Frobenius. Theorem
3.1.4 together with the assumption that ¢ | #E(F,) assures us that

l+b=tr(p)=t=q+1—-#EF,) =q+1 (mod?¥).

1

So b = g (mod ¢) and the Frobenius morphism can be written as ¢, = (O

Z). Note that for any integer n

the ¢"’th Frobenius morphism can be given by the matrix

" 1 a\"”
Po = 0 q .
1 a\" 1 aqn:ll
= q
0 ¢q 0 q" ’

which is defined since £{ ¢ — 1. But now we are done, since the assumption that £ | ¢* — 1 tells us that

It is easy to show with induction that

¢ =1 (mod £) — of = ((1) ?) — oF=1on Elf] = E[f] C E(F,.).

O

This theorem tells us that the only case for which the Frey-Riick attack might be significantly faster than
the MOV attack, is the case that ¢ | ¢—1 and E[¢] £ E(F,), i.e., ks = 1 and k,, > 1. For this case, the proof
of the last theorem can be slightly altered in order to obtain the following result.

Theorem 8.2.6. Let E be an elliptic curve over a finite field F, and suppose that £ is a prime different
from char (F,) which satisfies the conditions

o L[ #E(F,),
e B[] £ E(F,) and
e /|g—1.

Then
E[] C E(F ) if and only if k =0 (mod ),

which means that k,, = /.

Proof. Just as in the proof of the previous theorem write the ¢ Frobenius morphism ¢ as a matrix over

Z/VZ:
(o )= 1)

since ¢ = 1 (mod ¥¢). Note that if a = 0 (mod ¢), then ¢, = 0), which means that ¢ = 1 on E[{].

1
0 1
But then E[¢] C E(F,), which we assumed not to be true. So a # 0 (mod ¢) and it is easy to prove with

induction that n
n_ (1 a\y (1 na
Ye=\o 1) “\o 1)’
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for all positive integers n. This means that
k k 10 _
El] CE[Fp) <= ¢"=1on Ell] <= ¢; = 0 1) = k=0 (mod ¢).

So ky, which is the smallest positive integer such that E[(] C E(F ., ), is equal to £. O

Remark 8.2.7. Remark that the conditions of this theorem are very similar to lemma 8.2.2. The difference
is that this lemma assumes that ¢ { #E[(] and theorem 8.2.6 assumes that E[{] € E(F,). These conditions
are not equivalent, since it is possible that E[¢(] € E(F,), while E(F,) has a point of exact order 2, which
implies that ¢? | #E(F,). Thus if P € E(F,) has prime order ¢, which satisfies £ | ¢ — 1 and Q € (P), then
one should first check whether ¢2 | #E(F,). If this is not the case, then it suffices to compute a := (P, P)’
and 8 := (P,Q)" and solve o™ = 3 for m € F;. However, if (% | #E(F,), then one can use algorithm 14 to
compute the ECDLP to the base of P.

Under the conditions of theorem 8.2.6, the Frey-Riick attack is significantly faster then the MOV-attack.
If E(F,) contains a point P of prime order ¢ and ¢ | ¢ — 1, then the trace of Frobenius ¢ satisfies ¢ = 2 (mod
¢). In cryptography, the order ¢ of P is usually big, i.e., £ is of order O(g). If this is the case, in particular,
if £ > 2,/q + 2, then Hasse’s theorem assures us that ¢t = 2 (mod /) if and only if ¢t = 2.

To summarize the results of this chapter, the Frey-Riick attack is an attack that reduces the DLP for
elliptic curves to the base of P to a DLP over an extension of the base field. This attack works for different
curves than the MOV attack. The main cases, for which this attack works and the MOV attack does not,
are the cases satisfying the following natural conditions:

e The point P € E(F,) has prime order ¢ where £ 1 q.
e The curve satisfies E[{] Z E(F,).
e The prime number £ is rather large, i.e., £ > 2,/q + 2.

e The elliptic curve satisfies #E(F,) = ¢ — 1.
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9 Anomalous Curves

Let E/F, be an elliptic curve over a finite field and P € E(F,). Up until now, we have established that, in
order for the DLP to the base of P to be computationally hard, the trace of Frobenius ¢ := ¢+ 1 — #E(F,)
should not be equal to 0 or 2. Also a consequence of the Pohlig-Hellman attack is that the order of P should
be a large prime number. These restrictions might suggest that a suitable choice would be an elliptic curve
E(F),) for some large prime number p with trace of Frobenius equal to 1. These curves are called anomalous
curves.

Definition 9.0.1. Let p be a prime number, an elliptic curve E/F, is called an anomalous elliptic curve (or
simply, an anomalous curve) if the curve satisfies

#E(FP) =D

Unfortunately, the ECDLP for these curves can also be solved quickly. Methods to attack the DLP for
these curves were proposed independently around the same time by Smart [46], Satoh and Araki [38] and
Semaev [42]. All these attacks use the fact that E(F,) is isomorphic to the additive group F,7. What they
do is establish an efficiently computable isomorphism E(F,) — IF;‘ and use this isomorphism to solve the
DLP in E(F,) by solving the DLP in IF; . Recall that these last DLP’s can be solved very efficiently, as
was already mentioned in example 1.4.1. The attacks on anomalous curves solve the ECDLP in polynomial
(in Ing) time, contrary to the MOV attack and the Frey-Riick attack, which both run in subexponential
time. However, anomalous curves still have potential in cryptography, since scalair multiplication of points
in this curve can be computed very efficiently. At the end of the chapter, I will show how this can be done
and how (extensions of) anomalous curves can still be used in cryptography. First I will explain the attack
of Semaev in this chapter. The reason that I have chosen to explain this attack and not, for example, the
attack as described by Smart, is the fact that this attack can be explained using the knowledge that has been
established so far in this thesis. In fact, the computation of the isomorphism E(F,) — IF; uses techniques
which are very similar to Miller’s algorithm. Smart’s attack on the other hand requires more knowledge on
the p-adic numbers, the formal group of an elliptic curve and some knowledge about elliptic curves over the
p-adic numbers. In my opinion, summarizing all this necessary background information in one chapter will
not help to clarify things for the reader. In the first section I will define the isomorphism ¢ : E(F,) — IF;F
and proof that it is in fact an isomorphism of abelian groups. In the second section I will show how this
isomorphism can be computed efficiently.

9.1 The Isomorphism

Throughout this section let p be a prime number satisfying p > 3 and let E/F, be an elliptic curve given by
a Weierstrass equation
E:y*=2+Az+ B

such that #E(F,) = p. Also let P,Q € E(F,) be points different from O. Thus both P and @ have exact
order p. The question at hand is to find m € Z/pZ such that [m|P = Q. As was already mentioned,
the group E(IF,) is isomorphic to the additive group IF; . In this section I will define such an efficiently
computable isomorphism

¢: E(F,) = Ff.

Remark that if this is done, then we can just compute ¢(P) and ¢(Q) and solve m - ¢(P) = ¢(Q) for m in
]F;‘ , yielding the correct answer.

Remark 9.1.1. Since both E(F,) and IF;‘ are cyclic of order p, a morphism ¢’ : E(F,) = F;‘ is fixed by one
value ¢/(R) for a nonzero point R € E(F,). Thus one could simply define such an isomorphism by choosing
a point O # R € E(F,) and defining ¢'(R) := 1. Then it is just a matter of computing @ = ¢'(P) and
B =¢'(Q) and and solving ma = g for m in IE‘; . However the problem is the following; in order to compute
¢'(P), it is necessary to determine m’ such that [m/]R = P. Thus in fact we need to solve an ECDLP in
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order to compute values of the isomorphism ¢’, which we want to use to help us solve an ECDLP in the first
place. For this reason it is necessary to find another way of defining the isomorphism.

In order to do this, I first need to explain some details about differential forms. Recall that Q¢ denotes
the space of differential forms on a curve C/K, which was defined in 2.2.4. In [45, 11.4.2] Silverman has
proven that this space is a one dimensional K (C)-vector space. Also in section I1.4 Silverman has given a
proof of the following proposition:

Proposition 9.1.2. Let C be an algebraic curve defined over a field K, P be a point in C and t € K(O)
denote a uniformizer of C at P, then the following holds:

e For every differential form w € Q¢ there exists a unique rational function f € K(C) such that
w=g-dt
and this function g will be denoted by 5.

o If0+# w e Q¢ is a differential form, then the quantity

ordp(ﬂ)

is independent of the choice of uniformizer t. This value will simply be denoted by ordp(w).
o Let 0# w € Q¢ be a differential form, then
ordr(w) =0
for all but finitely many R € C.
This proposition allows us to give the following definition.

Definition 9.1.3. Let C' be an algebraic curve and w € Q¢ be a differential form on C. The divisor
associated to w is defined by

div(w) := Y ordp(w)(P) € Div(C).
pPeC

Example 9.1.4. It is easy to show that the differential form d x € Qg satisfies
div(d z) = (P1) + (P2) + (P3) — 3(0),

where the points P; denote the three non trivial points of order 2 of E. Thus the differential d x is not the
zero element of . However , since a point O # P € E has order 2 if and only if its y-coordinate is zero,
we also have

div(y) = (P1) + (P2) + (P5) — 3(0),

for the same points P; of order 2. So div(d ) = div(y).

Let f € F,(F) be any rational function on E. Since d z is nonzero and Qg is a one dimensional F,(E)-
vector space, there exists a unique rational function g such that d f = g-d x. This allows us to give the
following definition.

Definition 9.1.5. Let f € F,(E) be a rational function on E and let g be the unique rational function on
FE such that d f = g - d x, then
df

dz 7
x
This value will also be denoted by f.

Now that this definition is given, we are able to state the first lemma of Semaev:
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Lemma 9.1.6. Let E/F, be an elliptic curve given by the Weierstrass equation y* = x® + Az + B such that
#E(F,) = p. Let furthermore D € Div'(E) be a divisor and f € F,(E) be a rational function such that
div(f) = pD. Then

div(f") = div(f) — div(y).

Proof. From the definition of f it is clear that div(f’) = div(d f) — div(d z). Also in example 9.1.4 it was
stated that div(y) = div(d x), which means that it suffices to show that

div(d f) = div(f) = pD. (9.1)
Denote D = > ng(S) and let R be any point of E. Define vg := ordg(f). Also let tr € F,(E) denote a
SeE
uniformizer of F at the point R. Then, by definition, it is clear that
f=t{fr

for some rational function fgr, which satisfies ordg(fr) = 0, i.e., the function fr is regular at R and
fr(R) # 0. Then it is clear that

d d il d

i:fR' R_~_t%R.ﬁ.

dtg dtg dtg

However note that, since div(f) = pD, i.e., ordg(f) = vg = p - ng, the following holds:

dt%ﬂ ’UR—ldtR

dtR_vR.R dtgr

:p.nR.t%R_lzo’

which implies that
Af o din
dtrg % dig
Now [45, 11.4.3 (b)] tells us that, since fr is regular at R, the differential ‘;ng is too. Thus

d d

ordr(d f) = ordg —f = wvg +ordp ﬁ =vRr +mg, (9.2)
dtgp dtgr

where mp > 0. Now define D" := ", mg(R), then it is clear that D’ > 0, i.e., D" is an effective divisor.

Also using equation 9.2 it is clear that

div(d f) = div(f) + D',

which implies that D’ = div(d f) — div(f) is a principal divisor. But the only effective divisor, which is also
principal, is the zero divisor. Hence we have proven claim 9.1 and we are done. O

Now that this lemma is given, it’s time to define the map ¢ : E(F,) = F,. First I will define the value
¢(S) for a point O # S € E(F,). Then, in lemma 9.1.9, I will prove that this value is actually well defined.

First choose a point O # R € (P). Let also Dg € Div(FE) be a divisor such that Dg ~ (S) — (O) and such
that R is not in the support of Dg. As was already mentioned in section 7.2, since S has order p, the divisor
pDg is a principal divisor. This means that there exists a rational function fg satisfying div(fs) = pDs.
Knowing this, the value ¢(5) can be defined:

Definition 9.1.7. Using the notation above, the value ¢(S) for any O # S € E(F,) is defined by

_Is

¢(5) : Fe

(R).

Also ¢(0O) := 0.
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Remark 9.1.8. Note that, since Dg was chosen such that R was not in the support of Dg, we have
ordgr(fs) = 0, which implies that fs(R) # 0. Also the previous lemma assures us that the support of f§ is
a subset of the union of the support of div(fs) and the support of div(y). However, the support of div(y)
contains only the order 2 points and O. Thus, since E(F,) has no order 2 points, the point R does not lie
in the support of div(y) either. So lemma 9.1.6 assures us that f§(R) is also defined and not equal to zero.
Thus the value ¢(S) makes sense, although it is not yet clear why the value is well defined.

Since Dg € F,(F) and R € E(F,), it is also clear that the value ¢(S) lands in F,. So now, lets show that
@(9) is actually well defined.

Lemma 9.1.9. In the notation from above, the value ¢(S) = %(R) is well defined, i.e., the value is
independent of the chosen divisor Dg and rational function fg.

Proof. Suppose that we have two divisors Dy ~ Dy ~ (S) — (O) such that R is not in the support of both
Dy and Ds. Also suppose that we have chosen two rational functions f; and fy such that div(f;) = pD;

and div(f,) = pD». Show that - = %2,
From the fact that Dy ~ D, follows that there exists a rational function g such that div(g) = D1 — Ds.
Then it is clear, since div: F,(E)* — Div(E) is a homomorphism, that
div(g” f2) = p- div(g) + div(f2) = p(D1 — D2) + pD2 = pD1 = div(f1).

Thus g? fo = Af; for some constant A € F,. But then

(g f)

fi g
_ @) 2+ ]
a 9P f2
g gt
a 9P f2
= 9"fs since we are working over the field I,

9P f2
_f
Cfe
This concludes the proof. O]

Now we are ready to prove the main theorem of this section:
Theorem 9.1.10. The map ¢ : E(F,) — IF;‘ as defined above is an isomorphism of abelian groups.

Proof. Since both E(F,) and IF;‘ are cyclic groups of prime order p, it suffices to show that ¢ is a non constant
homomorphism of groups. It was already mentioned in remark 9.1.8 that ¢(S) # 0 for all O # S € (P). So
it only remains to show that ¢ is a homomorphism.

Let S,T € E(F,) be two nonzero points. We need to show that ¢(S+T1') = ¢(S)+¢(T"). Choose divisors
Dg ~ (S) — (0) and Dy ~ (T') — (O) such that R is not in the support of both Dg and Dp. Furthermore
choose rational functions fs and fr such that div(fs) = pDg and div(fr) = pDr. Remark 7.2.2 tells us
that (S+T) — (T) — (S) + (O) is principal, which implies that the divisor Dgyr := Dg + D satisfies

Dsir ~ (8) + (T) — 2(0) ~ (S + T) — (0).

Now choose fsir such that div(fs+r) = pDs+r = div(fs - fr), then it is clear that fsi7 = Afs - fr for
some constant A € IF,. So we have

fsor  (fs-fr)  fs-fr+fr-fs  fs  fr

fs+r fs-fr fs-fr fs  fr
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But then we are done, since

MS+Tw:fWUwa%uw+fﬂRw:wa+¢@y
S4T fs fr

O

So now the isomorphism ¢ : E(F,,) = F;} is defined. What remains is to show how the value ¢(S) = ;—é (R)
can be efficiently computed.

9.2 Computing the Isomorphism

Again in this section p > 3 is a prime number and E/F,, is an elliptic curve given by the Weierstrass equation
y?> = 23+ Az + B, which satisfies #F(F,) = p. Also O # R € E(F,) is a fixed point of E. In the last section
we have given an isomorphism

¢: E(F,) = IF;,

defined for S # O by ¢(S) = %(R) for some function fg satisfying div(fs) = pDg, where Dg ~ (S) — (O) is

a divisor. In this section I will show how this value ¢(S) can be computed in polynomial (in O(Inp)) time.

Remark 9.2.1. Obviously, for any point S € E(F,) the function fg, satisfying div(fs) = pDg for some
divisor Dg ~ (S) — (O), can be computed using Miller’s algorithm. I will in short explain why Miller’s
algorithm is not very useful in this case. Recall that Miller’s algorithm computes fg by inductively computing
rational functions g; which satisfy relations of the form g¢;1; = g:g;\;,; for some rational function A; ;. It
was already noted that the rational function fs computed this way can become unwieldy. Thus we want to
compute the value %(R) without computing the function fg itself. The naive solution would be to use the
relation

Gisj (9igjNi;) 9i9iNi; + 959N 5 + N ;9195 g; 9; A
() - W)y 19200 4 NS00 gy 95y 1 D) 4 304 (),
Gi+j GigjAi,j 9igjAi,j 9i g; i,j

However the problem with this relation is the fact that the rational functions g; do not satisfy the conditions
of lemma 9.1.6. In fact, it is possible that g} has a pole at R. Thus we need another efficient way to compute

the value of }(—E(R)

Let O # S € E(F,) be any point. The rest of this section will be devoted to showing how the value

d(S) = %(R) can be efficiently computed. First, define the Divisor Dg := (S +T) — (T) ~ (S) — (0), for
some point T of exact order 2. Then it is clear that we have to compute a rational function fg satisfying

div(fs) = pDg. At the end of this section I will explain why it is useful for T to have order 2.

Remark 9.2.2. Since #E(F,) = p, this set does not contain any points T" of order 2. However if we define
t; :=p'+1— E(F,:) for all i > 1 (thus ¢; = 1), then corollary 3.1.6 gives us a recursive relation on the
integers t;. This recursive relation yields to =1 —2¢q and t3 = 1 —3¢. So #E(F,3) = p® + 3p, which is even.
Thus the group E(F,s) contains a point 7" of exact order 2. This point T can be found by computing a point
zg € Fps such that 2§ + Az + B = 0 and defining 7" := (o, 0).

So now assume that a point 1" of order 2 has been selected. For all i > 1 define divisors
D;=i(S+T)—([{)S+T)— (i — 1)(T),

then it is clear that D, = pDg. We want to inductively define rational functions g; such that div(g;) = D;.
The function fg := g, is the rational function which satisfies div(fs) = pDs. Now suppose that, for ¢, > 1
we have already found the required rational functions g; and g;. Suppose also that we have a rational
function \; ; satisfying

divihi;) = (t+7]S+T)— (]S+T) — (4]S+T) + (1), (9.3)
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then it is easy to show that the rational function g;4; := g)\‘i satisfies the relation
i.j
div(gi+;) = div(gs) + div(g;) — div(X ;) = Diy;. (9.4)

This means that the value %(R) satisfies
i+j

i+ g g5 N
45 (Ry = Yi(R) + Z(R) — ZH(R).
gi+j( ) gi( ) gj( ) )\M( )

And so, similar to Miller’s algorithm, the 2-adic expansion of p can be used to express the value of zi(R)
P

by a linear combination of O(lnp) values %(R) for different values ¢ and j. What remains is to show how
2,7

the value ;\?’? (R) can be computed. To do this, first suppose that we have rational functions n; ; and &; for
ij

different integers 4, j, which satisfy the relations

div(nij) = ([ + 315+ T) + (=S + T) + ([=415 + T) = 3(T),

div(is) = ([i1S +T) + (=S + T) — 2(T). (95)

Then it is easy to show that the rational function \; ; = :lﬁ’ satisfies relation 9.3. Thus the value of
iR

’

Ri (R) satisfies

)\i,j
M\ 77/ K Kl
L (R) = T4 (R) — i (R) - Zi(R),
/\m( ) m,j( )~ (B) Kj( )

and what remains, is to show how to compute the right hand side of this equation. So first, lets proof that
functions 7, ; and &; satisfying 9.5 actually exist.

Lemma 9.2.3. Leti,j > 1 be two integers and let T be a point of order 2 on the elliptic curve E. Furthermore
let T denote the translation-by-T map. (see definition 2.2.3) Then there are affine equations v := ax+by +c
and € :== ex + f such that the functions

Ni,j ==70T
Ki, == €OT
satisfy relation 9.5.

Proof. First remark that the translation-by-T map equals the translation-by-(—7") map, since T has order
2. Let now V', W be two points on the curve E. Let L denote the line through V', W and —(V + W) and L’
denote the line through V 4+ W, —(V + W) and O. Let then f be the affine equation for the line L and g be
the affine equation of the line L’. In the proof of 2.3.2 was already mentioned that these functions satisfy

div(f) = (V) + (W)(—=(V +Q)) — 3(0)
div(g) = (V+ W)+ (=(V+W)) —2(0).

So now define v = ax + by + ¢ to be the affine equation for the line through [—i]S and [—j]S and e = ex + f
the affine equation for the line through [¢i].S and [—i]S, then we have

div(y) = ([ +j19) + (=) + ([=4]5) = 3(0)

and
div(e) = ([z]S) + ([-1]S) — 2(0).

Then it’s clear that the functions 7; ; := vy o7 and k; := € o 7 satisfy relations 9.5. O
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So now we know that the rational functions 7; ; and x; exist. What remains is to show how the values

:;—;(R) and :—/(R) can be computed. The following lemma shows how this is done.

Lemma 9.2.4. Let E be an elliptic curve satisfying the properties stated in the beginning of this section.
Let furthermore O # R € E(F,) and T denote a point of order two. Also let v := ax + by + ¢ be any linear
affine equation and T denote the translation-by-T map. Then the rational function h := o T satisfies

1.2
WiR) =2 () = <a+ 1)(32;’4)) (R+T)- y(i;)ﬂ.

Proof. First write

! i — . _
h_da: dx drorT dx da:OT dx

I will show how the right hand side of this equation can be worked out further. It is clear that

dvy dar+by+c b dy
>0 =a i
dzx dzx dzx

_dh dyor dvyor dxzoT <d7 ) dxort

2 .
Now we can use the equality y = % = ””JJFA%*B to compute

dy d(mﬁxw) d (x® + Az + B)

29 _ —1/y-
dzx dz /v dz

.dl/y:3x2+A+y2'd1/y

P+ Ar+ B :
+ (2 + Az + B) e ; e

But it is easy to check that d 1/y = —y% -d y, which we can substitute in the equation above, yielding

dy_3a:2+A

dx 2y

So now we know that the term Z—Z o7 of equation 9.6 satisfies

d d 32+ A
ioT: <a+b~dz>o7': <a+b-302;—>o7'.

For the evaluation of 22T or equation 9.6 we will need the invariant differential. Recall that the invariant

dzx
differential w := ‘12—; satisfies

dx dx
Sl or=22,
2y 2y

as was stated in proposition 2.2.5. This implies that df% = % Thus now we have
o @ (dy N daor (0 bBHA)N N yor
dzx dx dx 2y Y

b(3z% + A)
2y

which implies that
R+T)

W(R) = <a+ )(R+T) : y(y(R)

O

Remark that, since T has order 2 and R has order p, the points R and R 4+ T are both not equal to O
and do not have order 2. For this reason the values y(R) and y(R + T') are both defined and not equal to
zero. This thus means that the value h’'(R) from the last lemma is actually defined. So in particular the

values 7; ;(R) and «;(R) are defined and can be computed using this last lemma. Also note that the support
div(n;,;) and div(k;) consists of the point 7" and points [k]S + T for certain integers k. From the fact that T
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has order two follows easily that all these points are not equal to R. This means that n; ;(R) and x,(R) are
defined and not equal to zero for all 4, j. Thus implicitly we have proven that the values Z—J(R) and :—/(R)
i,7 3

are defined for all i, j.

Recall that ¢(R) := %(R) could be given as a linear combination of O(Inp) values i/j, and these last

values can be given as a linear combination of the form Z/—J(R) — =i(R) — é(R) So the value of ¢(R) can

i,j K

be computed using O(Inp) computations as given in the previous lemma. However, since the point 7' is an
element of E(F,s), the computation of ¢(S) actually requires a polynomial instead of a linear (in O(Inp))
amount of elementary operations in F,,. Thus the reduction in this chapter runs in polynomial in O(lnp)
time.

Remark 9.2.5. If #F(F,) = p, then the trace of Frobenius equals 1. Thus if ¢ denotes the p'" Frobenius
morphism, then it is clear that

' —p+p=0.
This implies that for any point P := (z,y) € E(F,) we have

1P = [pl(z,y) = (¢ — *)(P) = (aP,y?) + (2", y""), (9.7)

and the right hand side of this equation is very efficiently computable. So for any point P € E(F,) and
integer k the p-adic expansion of k can be used to compute [k]P very efficiently. I.e., if we know the p-adic
expansion of k:

kZ: k0+k1p++knpn,

then we can compute [p]P, [p?]P,..., [p"]P inductively using equation 9.7. We can then compute

[k]P = [ko]P + [k1][p]P + ... + [kn][p"] P.

For this reason, anomalous curves are attractive from a computational standpoint. In practice, one often
defines an curve /I, for a relatively small prime number p and work over E/F for rather large k. In this
case FE(IF,) is anomalous, but the attack of this chapter can not be used to solve the ECDLP for E(F ).
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10 Conclusion

Until 1985 public-key cryptosystems were most generally implemented using the multiplicative group of
certain finite rings or fields. Even to this day the RSA-method is still the most commonly used public-key
cryptosystem in the world. A drawback of these multiplicative groups, however, is the fact that there exist
subexponential attacks on the discrete logarithm problem. The theory of elliptic curves provides us with
another family of finite abelian groups, for which the fastest known general attack on the DLP to this day
still runs in exponential time. Because of this fact, elliptic curves can be used to encrypt sensitive data
very efficiently, yielding smaller public and private keys and providing a speed up in the encryption and
decryption algorithms. The main question of this thesis was: ‘what requirements does an elliptic curve need
to meet in order to be considered safe for cryptographic purposes?’ Already in chapter 1 it became clear
that a more appropriate formulation of this question might be: ‘what requirements do an elliptic curve E/F,
and a point P € E(F,) have to meet, in order for the DLP of E to the base of P to only be solvable in
exponential time?’” In order to provide an answer to this question, first the basic properties of these groups
have been explained. After that I have given a number of attacks on discrete logarithm problems. These
include general attacks on the DLP for any abelian group in chapter 6 and three specific attacks on the
DLP for certain elliptic curves, which exploit some inner structure of these curves. At first the MOV attack
has been given in chapter 7. This attack uses the Weil pairing to reduce the DLP of an elliptic curve to a
DLP over a finite field, which can then be solved in subexponential time using the index calculus method.
Also in chapter 8 the Frey-Riick attack was explained, which uses the modified Tate Lichtenbaum pairing
in a similar approach. In chapter 9 the attack of Semaev has been given, which establishes a isomorphism
between E(F,) and IF; in order to solve the ECDLP. All these attacks provide us with an answer to the
main question of this thesis.

For an elliptic curve E//F, over a field of odd characteristic and a point P € E(F,) the discrete logarithm
problem to the base of P has exponential (in In¢q) complexity if E and P satisfy the following properties:

e The order N of P should be a prime number, in order to avoid the Pohlig-Hellman attack of section
6.1 on the DLP. This can be realized very efficiently using algorithm 2.2 of [8].

e The trace of Frobenius ¢ := ¢+ 1 — #E(F,) should not be equal to 0,1 or 2.

One should note that this answer is based on the main cases, for which the attacks of chapter 6 to 9 work. If
these properties are met, then one should still check whether N { ¢*¥ — 1 for all 1 < k < 20 as was mentioned
in section 8.2. This is needed to make sure that the MOV attack as well as the Frey-Riick attack are useless.
Le., they still reduce the ECDLP to a DLP over an extension of the base field, but this extension is so large
that the index calculus method still runs in exponential (in In¢) time. Luckily for us, there still remains a
large amount of elliptic curves that satisfy these conditions.

The theory of elliptic curves is immense and I have only been able to cover part of it in this thesis. For
example, I have not looked at elliptic curves over finite fields of characteristic two. Remark for example
that Schoof’s algorithm of section 4 cannot be used to determine the number of rational points for such an
elliptic curve E/Fan. These curves, however, can be preferable to work with, since elements « of Fan can be
given by a sequence of bits « € {0,1}". For this reason, arithmetic operations over Fan (and thus also over
E(F2n)) can be performed efficiently by computers. However, such curves are vulnerable to the GHS attack,
given by Gaudry, Hess and Smart , which uses the Weil descend to solve the DLP for E in certain cases. A
general description of this attack can be found in [16] and [12].
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Elliptic curves, or more specifically the pairings on elliptic curves, also play another very important role
in cryptography. They can be used in the implementation of identity-based public-key cryptosystems. These
cryptosystems are designed to solve a problem for which classic public-key cryptosystems have no answer,
i.e., public-key cryptosystems provide no possibility to prove authenticity for the sender of the public-keys.
Eve can tell Alice that she is Bob and give her her public-key. After that Alice sends encrypted messages to
Bob, which Eve can pick up and decrypt using her private key. Identity-based cryptography makes sure that
the actual value of a user’s public-key is inherently linked to its owners identity. This is done by linking the
public-key directly to publicly available information that is unique to that person’s identity. This concept
was proposed by Shamir [43] in 1984. However it was not until the year 2001 that Boneh and Franklin [7]
proposed a practical implementation of such an cryptosystem based on the bilinearity of the Weil pairing.

This is just one example of the enormous potential of elliptic curves.
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Appendix

A Schoof’s Algorithm

In this appendix I will derive the formulas from case 2 of Schoof’s algorithm (4.2.2) in more detail. Recall
that 1; denotes the i*"'" division polynomial and f; denotes the i*" reduced division polynomial. Schoof’s
algorithm computes the number of rational points (#E(F,)), where E is an elliptic curve defined over F,
of characteristic p > 5, given by the Weierstrass equation Y? = X3 + AX + B. Also ¢ was an odd prime
number unequal to p and ¢, denotes the induced map of the ¢'" Frobenius morphism on the subgroup of ¢
torsion points. Furthermore k = ¢ (mod ¢) and we already know that the formula

2P + [k]P = 7¢ P (A.1)

holds for all P € E[{] if and only if 7 equal to the trace of Frobenius (mod ¢). Our aim is to determine the
integer 7 € {1,...,¢ — 1}, such that equality A.1 holds for all points P € E[{], by simply trying the integers
one by one until the right one is found. Recall that case 2 of Schoof’s algorithm is the case were ¢7 # [+q|P
for all P € E[{], so obviously 7 # 0 and the X-coordinate of ¢?P and [q]P are different for all {-torsion
points P.

So now let P := (x,y) be an ¢-torsion point of E. It was already mentioned that

_ Yr—1¥r4 VrgaV_1 — Pe—2¥iy
vr 4y

where 7 and o are different. This means that we can use algorithm 2.3 to compute this sum. Following
this algorithm we define

GP 4 WP = (27 y7) + ( ) —: (21, 90) + (@2, 32).

Yo —Pr—2¥iy1 . g 9 9 2,9 3
Pt T 1yy? Y™ gt — k2 — T Ty aP)
B x— % -z APy((x — 29)F — r—19r41) B(P)
k

Also following the algorithm define v := #122=¥2%1 ' Then the equality

T2—T1

(w3,93) = (z1,y1) + (22,%2)

holds for y
T3 =—x1 — o + A2 = —a1 —J;—!—k_liqfkﬂ—i—/\Q
Vi
and
Y3 = —Ar3 — V.

But we can compute

T1 — Y1T T T T —T
= enTn 2 _ o Y2 Y12 :x1<)\+ (21 )_ Y1x2 — 2 Aty 1 2:951)\—1/17

Xo — I Xo — I Xro — I To — T Xro — I Xro — I

which implies that

yg—yQQA(qu2x+wk;fka+)\2>.
k

So now it is clear that ¢2P + [k]P = 7¢, P if and only if
2 Vk—1Vk41 | 2 Yri1¢r—1\1
—z? —x+ + A :xq7<7>
Ui V2
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and

2 2
D R o L x B C N s Bl e L 2 SR
y<xm+w2+)( dyy? )
We need to find the integer 7 such that this equality holds for all P € E[¢]. This means that the following
two equalities should hold in F,[X, Y]/ (1):

2 Yre—1Vk+1 9 Vrp107-1\1
_yvd _ Ye-1Vk+1 _ yaq_ (Yr+1P7—1
X X + w]% + X=X ( 2 ) ,
2 2 ¢k—1¢k+1 2 wr+2¢72——1 ¢7’—2'¢72—+1 g
_y _\(—oXx? _ x 4 PEo1Vk+HL — )
A Y32 A) ( 4Y )3 )

If we fill in A = % in these equations and eliminate the denominators, we get the following two polynomials,
which should be zero in Fy[X, Y]/ (t):

Py =2 (52( - (qu + X9+ X)} + bp—1¥ri1) + 1/11%042) + APyl Wiy,

Py i= 4yl (— YRy T — B (UR(-2X7 = X) + i) + %0 ) = BUR (Ursatioy — by 2vd)”

These polynomials will be denoted by

Py =020 + ol 2,

A2
Py = 329 — g (hrpatp? ) — b} )", —

where

vy = B2~ (Xq2 + X9+ X))} + Ye—1¥n11) + Ypa’,

Y2 = ﬂQw]%a
7 = 4Y (= BRRY Y — aB(VR(-2X = X) + dirviar) + a0}
Ya = B3

For efficiency reasons we want to reduce these two polynomials and check if they are zero in F,[X]/(f0).
Recall the definition of the n'" reduced division polynomials f,, in 4.1.5. Also in section 4.1 it was made
clear that in order to reduce the polynomials P; and P, one can replace ¥, (X,Y) by f,(X) if n is odd and
by Y f,(X) if n is even. Also as before we define

S(X):= X3+ AX + B.

So now lets reduce these polynomials. Note that the reduced versions of the polynomials will simply inherit
the names of the unreduced versions with an accent. For example, the reduced version of a will be denoted
o'. First I will reduce the polynomials « and /3.

e Suppose that k is even: then
2 2 | -
a=tpp2ti oy — ko2 — YT TR =Y (e fiy — foafip —4YTTF.

If we simply divide this polynomial by Y and substitute Y2 = S, we obtain

a?+3

o = forafo1— fo—ofosr —4S = fi

. Similarly

B = (4 Y (X = XT)2 — p1p1)) = 4Sfr(X = XT)SF2 — froi frrn)-
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Suppose that k is odd: then

241

o = (Yppothi_y — Vr—2¥pyq — 4Yq2+1¢2)' = S(fesafio1 — fo—afiyr) +4S 2 fi,

and
B = @Y (X = XYW = ratpnsn)) =AY (X = XT)fF = Sficafirn).
Note that in this case we divide 8 by Y in order to obtain a polynomial A’ in F,[X].

Now lets compute ] and 4 of A.2.

Suppose that k is even: then for the formulas of v, and 5 we can simply replace each 3 by the reduced
polynomial 3’ that was already computed. However remark that, since a was divided by Y to obtain
a reduced polynomial in IF‘q [X], we have to substitute Yo’ for each unreduced « in the polynomials v;
and 5. We get

"= (52(—(Xq2+Xq+X)¢i+1/)k711/)k+1)+1/)1%042)l = 5/2(—(Xq2 +Xq+X)Sf1§+fk71fk+1)+0/252f1?7

and
vy = (B*¢p) = B2Sf7.

Suppose that k is odd: then for the formulas of v; and v2 we have to substitute Y3’ for each term S,
because for if k is odd, then 8’ was obtained by dividing by Y. So we get

Y= (B (= (X + X4+ X)W+t 10p1) +97a?) = S (—(XT + X4 X) [2 45 fr1 frir) + fR02,

and

7% = (B*YR) = SB™ fi.

So now that v{ and ~4 are given, we can give the formula for P/, which only depends on the value of 7
(mod 2) and not anymore on k. This formula is simply given by

VSIf20 + 4 f2 fr, if T s even,
Py = (A.3)
Vi f29 A Sfe L O if T is odd.

So now, in order to compute Pj, we need to first compute ~4 and v} of A.2:

e Suppose that k is even: then obviously we have to substitute Yo' for each term «. Hence we get

v = (Y=Y T — Yol B (—2X T — X) + o 1trr) + 02V 20))
— 4Y TN (BB YT — o BV R (—2XT = X) + fror furr) + RV )

a?+1

— 48T (~ B[RS — o/ BA(SFH2XT — X) + fuifrnr) + [25%%),

and

i =(B%¢1) = BSfR.

e Suppose that k is odd: then we get

= (@AY (= BP2Y T Y2l B (02 (~2X 0 — X) + o) + @P02))

a?+3

= 48" (P IES"T = Sa/B(fH(=2XT = X) + Sfi1frr) + oY),

and

Y= (Y?876%) = B7Sfi.
Remark that here both +4 and v} are obtained by dividing by Y in order to obtain polynomials in
FqlX].
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Remark that in section 4.2.2 T have given these polynomials 4 and v} in a slightly different notation.
Thus now substituting Y4 for v3 and Y} for 4 yields

VST f20 — S (fryafPoy — froaf?i)? i 7 s even,
P = (A.4)
VI3t =S (fraaf?y = Fre2f2i)" if 7 is odd.
Thus now we know how to compute the reduced polynomials P{ and Pj for different 7 € {1,...,¢ —1}.

What remains is to compute these polynomials in F,[X]/(f) for different 7 until a value for 7 is found such

that P/ = P; = 0. The integer 7 for which this holds is the trace of Frobenius of E(F,) modulo the prime
number Z.

This concludes this appendix.
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